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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4063

120. 132. 50. 135 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 4

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

185. 103. 252. 96 Russi an Federation 147.237.77. 74 lawidf.il B ock Wp Al Nets drop 1

159. 122. 220. 135 Lhited Sates 147.237.8. 27 e nadimatal .idf.il [Block Np Al Net drop 1

185. 130. 5. 209 Li t huani a 147.237.77. 74 lawidf.il ock Wdp Al _Nets drop 1

159. 122. 220. 135 Lhited Sates 147. 237. 76. 198 e.yohal an.i df i Block Np All Net drop 1

59. 127. 241. 196 Tai wan 147.237.0. 33 idf.il B ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address

|At tacker Qountry

Target Address

|Site

‘Sgnature

Devi ce Action |Count

106. 120. 173.103  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
198. 20. 69. 74 Lhited Sates 147.237.76.201 |e.atal .idf.il |13840: TLS (penSSL Heartbeat Packet B ock 1
66. 249. 66. 190 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Gountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
106. 186. 113. 67 147.237.72. 166 Japan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
13. 94. 233. 163 147. 237.77. 235 Lhited Sates svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
204. 152. 218. 49 147.237.72. 14 Lhited Sates dover.idf.il(dld) ET SCAN NMAP -sS wi ndow 1024 1
185. 103. 252. 8 147. 237.76. 34 Russi an Federation yohal an. i df .il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 147. 237. 8. 50 Wkrai ne e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13. 94. 233. 163 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Devi ce

SN retransmt wth different

Action

134. 100. 125. 155|Ger many 147.237.77. 233 |atal .idf.il Bad TCP sequence . nonitor (34
wi ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
64.216.107.11 [United Sates 147. 237, 72. 156 [anan. i df . i1 Bad TCP sequence S retransmt wth different opnitor |12
wi ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
e SWNretransmit wth different .
134. 100. 125. 155|Ger many 147.237.77. 234 |hal ag.idf .i Bad TCP sequence wi ndow scal e monitor |8
37.46.39. 117 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46.117.182.13 |[Israel 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop
217.21.7.107 ga;lcisgi'gc'ja” Territony, 47 237. 77. 176 |nat pash. i of . i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 5
S reamng Engi ne: TCP i i ssi
79.182.13.223 |israel 147. 237.72. 166 |aka. i f .11 mng tngine. 1 Invalid segnent retransmssion. g 3
Inval id Retransm ssion Packet dropped.
5.102. 254. 140 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor 3
S reamng Engi ne: TCP i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch, aka. i df .i | mng tngine. 1 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
2.53.41.25 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 mng tngihe- 7 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
157.55.39.163 |Wited Sates 147. 237.72. 166 |aka i of . i mng tngine. 1 Imvalid segnent retransmssion. | 2
Inval id Retransm ssion Packet dropped.
105. 155. 145. 91 |Mor occo 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
S reanming Engi ne: TCP i
79.181. 111. 121 |Israel 147.237. 72. 166 |aka. i df .| mng =g I nvalid checksum Packet drop 1
Invalid Checksum dr opped.
185.103.252.5 |Russian Federation |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
141. 212. 122. 204|lhited Sates 147.237.76. 177 |ncore.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.29.215.95 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 84 |Wited Sates 147.237.72. 217 |e.idf .1 Geo-l ocation enforcement |0 ! ocation inbound drop 1
enf or cenent
89.138.83.152 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
70. 214. 70. 29 Lhited Sates 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37. 46. 39. 193 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 199|Uhited Sates 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
e SYN+tACK retransnmit wth .
105. 155. 145. 91 [Mor occo 147.237.77. 216 |dover.idf .i| Bad TCP sequence di fferent vi ndow scal & monitor |1
. . SYNtAXK retransmt with .
194. 187. 168. 212 |France 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
46. 19. 86. 121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141. 212. 122. 204|Wnited Sates 147.237.77. 226 :"f’“"‘ chamatz. aka. 1df. 1qyn At t ack SYN -> SYN-ACK -> RST rej ect 1
s SYNtACXK retransmt wth .
5.102. 215.166 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence di fferent vi ndow scal e mnitor |1
141.212.122.85 |Wited Sates 147.237.72. 217 |e.idf .1 Geo-l ocation enforcement |0 ! ocation inbound drop 1
enf or cenent
90. 148. 237. 201 |Saudi Arabia 147. 237.77. 216 |dover. i df . Command | nj ecti on fﬁt' A gat',”‘ ection detected in | o ior 1
71. 6. 146. 185 Lhited Sates 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95. 66  |Chi na 147.237.77. 176 |nat pash. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.46.39. 193 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141. 212. 122. 199|lhited Sates 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
1.127.49.19 Australia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
120. 132. 67. 209 |Chi na 147.237.77. 216 |dover.i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.111.70.124 |lIsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
. . SYNtACK retransmt wth .
194. 187. 168. 232|France 147.237.76.86 |navy.idf.il Bad TCP sequence different vi ndow scal e monitor |1
141. 212. 122. 205|Wited Sates 147.237.77. 226 :"f’““ chanatz. aka. 1df- 1qyn At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 196|Uhited Sates 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
105. 155. 145. 91 |Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
71.6.165.200  |Wited Sates 147.237.0. 17 ][nlnly kosher-kravi.id |y At ack SYN -> SYN-ACK -> Tineout |reject 1
. . . instant nessenger pattern .
40.78.146.128 |wnited Sates 147. 237. 77. 216 |dover..i df . i | I nstant Messengers found, appl i cati on: Skype moni tor |1
141.212.122. 200|United Sates 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.213.34.5 Nor way 147.237.72. 167 |i shurimaka.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 205|Wited Sates 147. 237.77. 227 |e. hanaz. i f .| Geo- | ocati on enf or cenent Sﬁ?olggi'mo”  nbound drop 1
R instant nessenger pattern .
23.101.61. 176 Irel and 147.237.77. 216 |dover.idf.il | nst ant Messenger S found, application Skype noni t or 1
141.212.122. 197 |Wnited Sates 147.237.77. 234 |hal ag.i df i SYN At ack SYN -> SYN-ACK -> RST rej ect 1
105. 155. 145. 91 |Mor occo 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Tineout |alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 62 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Gode B ock 131
2.53.41.25 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
188.163.78.47 |Wkraine 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 188. 163. 78. 47 B ock
188.163.78.47 |lkraine 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock
157. 55. 39. 83 ;“;tteeg 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8870- he/ r ef uah. aspx |B ock 1
187. 151. 253. 24 |Mexi co 147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in URL B ock 1
85.93.91. 84 Ger many 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx B ock 1
27.159.234.88 |China 147.237.77. 216 |dover.i df . il Unaut hori zed HTTP Met hod Bl ock 1
188. 163. 78. 47  |kraine 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/xnirpc. php B ock 1
173.79. 166. 38 ;h;:ee: 147.237.77. 216 |dover. i df . i | Mil ti pl e Wnaut hori zed URL Access from 173. 79. 166. 38 B ock 1
66.249.79.105 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
NLLL Character in Method
187. 151. 253. 24 |Mexi co 147.237.76.42 |refuah.idf.il S[[#O0]1[[#0]1[[#0]1p; [[#23]]1U OW[[#31] ] O} ° GénCvdZFS, AuYyéz ./ asr _ |Bl ock 1
i i [[#2]]1bR 1 &u[[#30]]> Khvx¥(J [#6] ] °=} [ [ #11] ] 5xADx
90. 148. 237. 201 |[Saudi Arabia |147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to ww idf.il/ar/Gat=1' B ock 1
198. 58. 103. 28 g‘;tt:: 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/1294-en/wwy i df.il/english B ock 1
173.79. 166. 38 g‘;ttees 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/english/ military service B ock 1
68. 180. 229. 226 | 1€ 147.237.77.74 |lawidf il Wnauthori zed LRL Access to Bock |1
Sates waw | aw i df . i |/ consol e/ core/ doc_ngr/doc ngr. asp
5.153. 234.154  [Sweden 147.237.77. 216 |dover . i df . i | PHP Att enpt B ock 1
Unknown HTTP Request Met hod
187. 151. 253. 24 |Mexi co 147.237.76.42 |refuah.idf.il S[[#0]1[[#0]1[[#0]1p; [[#23]]1U OW[[#31]] D' ° uénOvdzFs, AuYyé? ./ asr_ |8 ock 1
i j[[#2]]bR 1 &U[ [ #30] ] > Khvxx(J [ #6] ]+ °+} [ [ #11] ] 5xAbx
120. 132. 50. 135 |Chi na 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waww ctri p. com 894- he/ dover. aspx B ock 1
64.216.107. 11 g“;:s 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20050529. htm B ock 1
Lhited . . Unknown Paraneter profid in
207.46.13.93 g o eg 147.237.72. 166 |aka. i df . i akai df .i |/ nai v gi yus/ taf ki dsear chf or nani | ot . asp None |1
187.151. 253. 24 |Mexi co 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
68. 180. 231. 43 ;h;:ee: 147.237.77. 216 |dover. i df . i | Paraneter Type M ol ati on PageNumin v i df .il/1806- he/ dover . aspx B ock 1
5.153.234. 154 |Sweden 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
134. 100. 125. 155|Ger nany 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66. 249. 66. 177 |l srael 147.237.77.216|dover . i df . i | Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
Illegal Byte de Character in Mthod
187. 151. 253. 24 |Mexi co 147.237.76.42 |refuah.idf.il S[[#0]1[[#0]1[[#0]]1p; [[#23]1U OW[[#31]] Ot ° GenOvaZFS, AuYyéez ./ asr_ |B ock 1
i i [[#2]]bR 1 &0[[#30]]> Khvx¥(] [ #6] ]« °=} [ [ #11] ] 5xADx
79.180.13.245 |[lIsrael 147.237.77. 216 |dover. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
Lhi t ed wwv. chamat z. aka. i |unaut hori zed URL Access to
23.114. 212. 1719 Sates 147.237.77. 226 df.il vy chanat z. aka. i df . i 1/t enpl at es/ general / nobi | e Bl ock 1
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