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04-17-2016-21:04:09 to 04-17-2016-22:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3702
79.182.173. 17 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
84.108. 85. 95 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp Al Nets drop 1
66. 240. 192. 138 Lhited Sates 147.237.77.179 e nazi.idf.il B ock Np Al Net drop 1
198. 20. 87. 98 Lhited Sates 147.237.77.178 e. nat pash. i df .il ock Wp Al _Nets drop 1




04-17-2016-21:04:09 to 04-17-2016-22:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
84.95.88. 77 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 18
106.120.173.103  [China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 7
46. 19. 85. 207 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
185. 120. 126. 31 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
109. 65. 88. 89 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1




04-17-2016-21:04:09 to 04-17-2016-22:04:09

|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2




04-17-2016-21:04:09 to 04-17-2016-22:04:09

|Top Attackers In FW |

Attacker Address |Attacker Qountry

Target Address ‘ Ste

‘Signature

Devi ce

Action

Sreaning Engine: TCP Invalid i i SSi
79.182.173.17 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g 273
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.168  |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. g 216
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
84.229.31.167 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g 147
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
84.229.34.247 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 54
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
46.116.49.158 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g 44
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
46. 19. 85. 220 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
Sreaning Engine: TGP Invalid ' i ssi
87.70.52.243  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.18.112 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. | 18
Ret r ansmi ssi on Packet dropped.
Pal estinian Territory, s SYNFACXK retransmt wth .
213.244.119. 251 Qeupi ed 147.237.77. 216 |dover.icf.il |Bad TCP sequence di fferent wi ndow scal e noni t or 17
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 16
213. 244. 119. 251 glcissi':('ja” Territony, 1147 237. 77. 216 |dover.idf. i1 [SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 15
5. 28. 158. 189 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 14
5.28.158. 189 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |13
213. 244. 118. 251 g‘ilcisgi':('ja” Territory, 1147 237. 77. 176 |natpash.i o . i1 [SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 12
Sreaning Engine: TGP Invalid i i sSi
89. 139. 165.97  |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.
Pal estinian Territory, s SYNFACXK retransmt wth .
213. 244.118. 251 Qecupi ed 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence di fferent wi ndow scal e monitor |12
Sreaning Engine: TGP Invalid i i sSi
149. 88. 155.66 |l srael 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.
i ni i Sreaning Engine: TGP Invalid ' i ssi
188,161, 14. 195 [N Estinian Territory, |, 12 527 76 200 [ei tan. aka i df. i 9 =9 Invalid segnent retransmssion. | 12
Cccupi ed Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.53.180. 92 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dropped.
213. 244. 118. 251 g‘ilcisgi':('ja” Tertitory, 147, 237. 77. 216 [dover.idf. i1 |SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 12
VWb Server Enf orcenent HITP Deni
207. 241. 229. 102|Wi ted Sates 147.237.72. 166 |aka. i df .1 . Véb Servers S ow Denial of | o et 11
Mol ation Service
46. 19. 85. 38 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 10
176.13.16.186 |l srael 147.237.77.233atal .idf.il  |Bad TCP sequence Inval i d ACK nunber nonitor |10
5. 28. 158. 189 I srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19. 85. 38 I srael 147.237.76.86 |nawy.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |10
Pal estinian Territory, R SYNtACXK retransmt wth .
213. 244, 118. 251 Gocup ed 147.237.77. 216 |dover.idf.il |Bad TCP sequence aifferent vi ndow scal monitor |10
5. 28. 158. 189 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreanmng Engine: TCP Invalid i i ssi
176.13.6.16  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
176.13. 16. 186 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 9
Sreaning Engine: TGP Invalid ' i ssi
84.228.245.70 | srael 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 9
Ret r ansni ssi on Packet dr opped.
5.28.158. 189 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert
95.86. 114. 71 I srael 147.237.77. 216 |dover.idf.il |drop SAMrul e drop
Sreanming Engine: TP Invalid i i ssi
78.65.172.217 |Sweden 147.237.76. 200 |6 tan. aka i df . i 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 38 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TGP Invalid ' i ssi
79.179.196.12 | srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.182.30.170 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 38 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or
37.204. 142. 237 |Russian Federation 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
213. 244. 118. 251 g";'cis;i'géa” Territory, 1147 237, 77. 216 |dover.idf. i1 [SYN Att ack SYN -> SYNACK -> Tineout  |alert 6
Sreanming Engine: TCP Invalid i i ssi
109. 64.238.99  |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
185.3.147.10 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TP Invalid i i ssi
62.90.221.127 |israel 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
37.46. 41. 227 | srael 147.237.72. 156 |aman.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
37.204.142. 237 |Russian Federation  |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
84.109.188.61 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
37.204. 142. 237 |Russi an Federation 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
94.230. 86. 223 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid AGK nunber nonitor |5
188. 120. 148. 132|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5




04-17-2016-21:04:09 to 04-17-2016-22:04:09

|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Acti on ‘Count
80. 246. 136. 114 |I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 92
46. 19. 86. 61 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 71
176.13.3.75 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 62
213.8.204.53 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 57
46.19.85.141 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 22
46.19.85. 78 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
80. 246. 130. 184 [l srael 147.237.77.216|dover . i df . i Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 3
62.90. 221. 127 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 62.90.221. 127 B ock 3
2.53.180. 92 I srael 147.237.77.243|nobi [ e.i df . il O stributed Suspicious Response Code B ock 3
46.117. 225. 203 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/giyus/ general . aspx B ock 2
62.90. 221. 127 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to aka.idf.il/main/tiznoret B ock 2
66.102. 7. 233 g;:: 147.237.77.216|dover.idf . il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
46.19.86.171 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
5.28.158.189 |[lIsrael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 5. 28. 158. 189 B ock 2
79.183.124.96 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
5.28.158.189 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
. . D stributed Lhaut hori zed URL Access on
109. 64. 231. 211 |I srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1134- he/ at al . aspx B ock 1
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8675- he/ r ef uah. aspx  |B ock 1
Uhi ted . )
176. 255. 33. 102 Ki ngdom 147.237.76.86 |navy.idf.il Illegal HITP \ersion B ock 1
. . O stributed Unaut hori zed URL Access on
2.53. 46. 60 I srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah, aspx Bl ock 1
141.212.122. 81 g";;;d 147.237.77.234|hal ag. i df . il Unaut hori zed LRL Access to /X B ock 1
. . O stributed Unhaut hori zed URL Access on
213.151. 42. 44 |Israel 147.237.77.234|hal ag. i df . i | 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
176.13.16. 186 |[lsrael 147.237.77.233|atal .idf . il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 1
27.159. 234. 88 |China 147.237.77. 216 |dover. i df . il Unaut hori zed HTTP Met hod B ock 1
wwnv, chamat z. aka. i |unaut hori zed URL Access to
109. 65. 139. 168 |l srael 147.237.77. 226 df il W chanat 7. aka. i df . i 1/t enpl at es/ gener al / obi | e Bl ock 1
66.249.79. 105 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ smal i i showbi g. aspx |Bl ock 1
NULL Character in Method
Lhited ; ; L [[#0] ] [[#0]][[#0]][[#19]]A[ B~ ;2« 4H GB[ [ #16] | [[#7]] 1, AAxESS 6A[ [
176. 255. 33. 102 Ki ngdom 147. 237. 76. 86 navy. | df.il #30] ] © [ [ #25] ] @ +VcKViie E[ [#16]] - ¥ $Lur 8u2! OJf [[#1]] A% [[#12]] ¢l [# Bl ock 1
28] | Eqede [ [#29]] "« Eya[ [#2]] Y [#25] ]
149. 88. 207. 228 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176. 255. 33. 102 [ t&d 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock 1
Ki ngdom
31.13.112. 118 |[ireland 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . . S Untraceabl e Gonnection - Protocol violation
122.225.69.52 [Chi na 147.237.77. 216 |dover. i df .i | (SSL CONN LI ENT FELLO) None 1
68. 96. 192. 201 gw;;;d 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
199. 30. 24. 163 g"altgg 147.237.77.216|dover.i df . il Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 1
2.55. 155, 28 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
. . D stributed Lhaut hori zed URL Access on
149. 88. 252. 203 |l sr ael 147.237.77.233(atal .idf.il 147, 237, 77. 233/ 1134- hel at al . aspx Bl ock 1
95.86.112. 40 |Israel 147.237.77.216|dover. i df .i |l Uhaut hori zed URL Access to www idf.il/tenpl at es/ honepage/ nobi | e B ock 1
176. 255. 33. 102 wrf;gom 147.237.76.86 |navy.idf.il Illegal Byte Qode Character in Header Nane B ock 1
40.77.167.1 glalt:g 147.237.77. 216 |dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
130. 185. 155. 82 |Sweden 147.237.77.216|dover.idf .l PHP At t enpt B ock 1
68. 180. 231. 43 g"altgg 147.237.77.216|dover.i df . il Paraneter Type Mol ati on PageNumin waw i df . il/1283-en/ dover . aspx B ock 1
203.127.96. 231 [Sngapore  |147.237.77.216|dover.i df . il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
157. 55. 39. 27 g"'éut:: 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77.176/ robots. txt B ock 1
95. 208. 106. 244 |Ger many 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df .il/894-en/i df gdover. aspx B ock 1
66. 249. 66. 186 |l srael 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
Illegal Byte de Character in Mthod
Lhited ; ; L [[#0] ] [[#0]][[#0]][[#19]]A[ B~ ;2« ¥4+ GB[ [#16] | [[#7]] 1, AAxESS 6A[ [
176. 255. 33. 102 Ki ngdom 147. 237. 76. 86 navy. | df.il #30] ] © [ [ #25] ]  +VcKViie E[ [#16]] - Y2 $Lur 8u2! OJf [[#1]] A% [[#12]] ¢l [# Bl ock 1
28] | Eqede [ [#29]] "« Eya[ [#2]] Y [#25] ]
40.77.167.2 g"'éut:: 147.237.77. 216 |dover. i df .i | Unaut hori zed LR Access to waw i df .il/himush B ock 1
2.53.41.226 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wwu i df . il /wp-1ogin. php B ock 1
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