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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3312
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df.il Bl ock_Udp All _Nets drop 9
123. 59. 59. 52 Chi na 147.237.77. 226 wwn chanmat z. aka. i df . i | bl ock-sp-trafl forvard 4

95. 86. 98. 189 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
202.112. 51. 96 Chi na 147.237. 76. 86 navy.idf.il bl ock-sp-trafl forvward 2
101. 201. 147. 32 Chi na 147.237.77. 226 wn chanat z. aka. i df . i | bl ock-sp-trafl forward 2
202.112. 51. 96 Chi na 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 forward 2
202.112.51. 96 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-trafl forvard 2
202.112.51. 96 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forvard 2
185.94.111.1 Russi an Federation 147.237.72. 167 ishurimaka.idf.il B ock Np Al Net drop 1
134. 147. 203. 115 Ger many 147. 237. 0. 200 rdu. i of .| Block Np Al Net drop 1
185.94.111. 1 Russi an Federation 147.237.76. 148 gacenter. aka. i df. il B ock Np Al _Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il B ock Np Al Net drop 1
104. 153. 173. 100 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185.94. 111. 1 Russi an Feder ati on 147. 237.0. 33 idf.il Block Np Al Net drop 1




04-17-2016-19:04:08 to 04-17-2016-20:04:08

|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

| Sgnature

Devi ce Action

|C0unt

194, 90. 105. 112 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 3
176. 233. 137. 185 Tur key 147.237.77. 216 dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
89.138. 222. 32 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 93. 44 147.237.76. 31 |Europe nakchal .idf.il ET SCAN NVAP -sA (2) 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
91. 201. 236. 158 [147.237.76.31 |Wkraine nakchal .idf . il ET SCAN NVAP -sS w ndow 4096 1
89.138.174. 176 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
82. 80. 56. 138 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
80. 246. 133. 153 |147. 237. 77. 226 | srael waw chanat z. aka. i df . i | ET OO5 Large anount of TGP ZeroWndow - Possible Niller2 1
Dlos at t ack
5.29. 223. 227 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
212.143. 134. 129(147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 66. 9 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201. 236. 158 [147.237.76.31 |lkraine nakchal . i df .i | ET SCAN NVAP -sS w ndow 3072 1
85. 64. 36. 107 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
80. 246. 133. 153 [147.237. 77. 233 |l srael atal.idf.il ET OC5 Large anount of TGP ZeroWndow - Possible Niller2 1
Dlos att ack
77.127.88. 20 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
46.121.214. 103 (147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.77. 234 |Uhited Sates |halag.idf.il ET DRCP DBshi el d B ock Listed Source 1
185. 120. 126. 34 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

At acker

ountry Target Address ‘Ste ‘Slgnature
reamn ine: TCP Invali i i Ssi
176.13.3.37  |Israel 147. 23772, 166 |aka i or i1 | €M NG Engi ne: TP alid Inval i d segnent retransmssi on. drop 54
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
87.70.52.243 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 54
Ret r ansmi ssi on Packet dr opped.
79.178. 143. 111 |I srael 147.237.77.233|atal .idf.il  [Bad TCP sequence i;;e”ansm't wWith different wndow | pnivor |39
79.178. 143. 111 |I srael 147.237.76.42 |refush.idf.il [Bad TCP sequence ?nge“ansm't wWth different wndow | onivor  [as
77.126.147. 170 |I srael 147.237.77.233|atdl .idf.il  [Bad TCP sequence i;;e”ansm't with different wndow | onivor |38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
reaming BEngine: TCP Invali i i SSi
79.180. 101. 36 |Israel 147, 237, 76. 200 |ei tan. aka i of. | | S N9 Engi ne: TP alid Inval i d segnent retransmssi on. drop 24
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
87.69.208. 124 |Israel 147. 237. 76. 200 |ei tan. aka. i o . 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i sSi
213.57.204.87 |Israel 147, 237.76. 200 |ei tan. aka i of, || SAM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
70.193.196.8 |Uited Sates |147.237.77. 216 |dover.idf. il 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i sSi
37.26.148.217 |Israel 147, 237.76. 200 |ei tan. aka i of, || SAM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
31.168. 181. 109 |l srael 147.237.77.74 |lawidf.il drop SAMrule drop 17
46.117.76.133 |israel 147.237.76.86 |[navy.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 16
37.26.146.131 |Israel 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 16
Sreaning BEngine: TGP Invalid i i ssi
185.3.147.221 |israel 147. 237. 76. 200 |ei tan. aka. i o . 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.
176.13.3.37 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 14
2.55. 140. 29 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 12
85. 64. 148. 166 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
reaming BEngine: TCP Invali i i ssi
217. 132. 149. 72 |I srael 147, 237.76. 200 |ei tan. aka i of || ST NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 10
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
82.81.37.114 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
2.53.12.81 I srael 147.237.72. 166 |akaicr.i1 | SAMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
37.26.147.221 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
89. 139. 237. 160 |I srael 147.237.76. 200 |ei tan. aka. i of . i g =g I nvalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
149.78.26.214 |Wited Sates |147.237.77.234[nalagidf.il |Bad TCP sequence i;;e”ansmt wth different wndow | .0 g
176. 13.3.37 I st ael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 7
81.218. 138. 243 |I srael 147.237.76.31 [nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber alert 7
81. 218. 138. 243 |I srael 147.237.76.31 [nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
2.53.161.226 |Israel 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TGP Invalid i i sSi
66.249. 69.38 |Wited Sates |147.237.77.243|nobile.idf.il 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
37.46.174.171 |Sweden 147. 237. 76. 200 |ei tan. aka. i df . g =g nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
82.166. 20. 101 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i SSi
2.53.146.229 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.7.38  |israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i SSi
199. 203. 64. 221 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
87.70.114.179 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.53.27.25 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.232 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.232 |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.85.173  |Israel 147.237.77. 216 [dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
87.69. 255,212 |Israel 147.237. 72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.177.17.55 |israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout aert 5
46.19.85.173  |Israel 147.237.77. 216 [dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
79.177.17.55  |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
79.177.17.55 |Israel 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINHAK retransmt with different oo o s
W ndow scal e
166.177.249.0 |United Sates |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
89. 138. 184. 175 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning BEngine: TQP Invalid i i ssi
79. 176. 160. 226 |l srael 147.237.76. 200 |ei tan. aka. i of . i g =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
75.159.54. 132 |canada 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
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At acker
Count ry

Target Address ‘Ste ‘Signature

Streaning Engine: TGP Invalid Inval i d segnent retransnission.

93.172.182. 113 |l srael 147.237.76. 200 |ei tan. aka. i df . i .
Ret ransm ssi on Packet dr opped.

drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site dgnature Action ‘Count
213.57.209. 133 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 338
2.53.144. 212 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 179
109. 253. 194. 30 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 72
2.53.143. 27 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 25
2.53. 46. 146 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 21
2.53.191.2 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 11
109. 67.172.81 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock
217.132. 121. 244l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
149.50.124.20 |l srael 147.237.77. 216 |dover . i df . i | ww i i1/t enpl at es/ art i cl ef nobi | e B ock 4
; ] . Unhaut hori zed URL Access to
208.115.113.88 |thited Sates 147.237.76.86 [navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ showf or um asp Bl ock 4
109. 253. 132. 48 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
156. 210. 20. 136 |Egypt 147.237.77. 216 |dover . i df . i | Distributed thauthorized URL Access on B ock 3
vy i df il /error. htm
213. 8. 204. 53 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 7. 67 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 67. 63. 70 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df i/ main/ B ock 3
2.55. 158. 188 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
95.35.158. 137  [Israel 147.237.77.216|dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
37.26.147.221 |lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
82.81.37. 114 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
82.102.136.65 |l srael 147.237.77. 216 |dover . i df . i | Distributed Uhaut horized URL Access on Bl ock 2
vy i df il /error. htm
66.249. 66. 177 | srael 147. 237.77. 216 |dover . i df . i | Distributed Lhaut horized LR Access on Bl ock 2
ww idf.il/error. htm
5.29.171. 198 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
46. 19. 85. 143 I srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None
- . Unhaut hori zed URL Access to
79.178.143. 111 |[Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1135- he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
46.19. 85. 192 I srael 147.237.72. 166 |aka. i df . i | aka. i of i 1/si p_storagel il es/ 5 71725, poff B ock 1
199. 203. 64. 221 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df .il/om B ock 1
Unaut hori zed URL Access to
66.249.79.105 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ r esour ces/ common/ f or uns/ scri pt s/ scri pts. |B ock 1
js
46.117.123.149 |Israel 147.237.72. 166 |aka. i df . i | Lnknown Parameter _M EVBTATEENCRYPTED | n None 1
ww aka. i df . i1/ nai n/ sachar/ nai | box. aspx
202.112.51.96 [China 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to bter. coni B ock 1
156. 210. 101. 154|Egypt 147.237.77. 216 |dover. i df . i | Distributed thauthorized URL Access on B ock 1
vy i df il /error. htm
66. 249. 93. 46 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal . i df.i/894-he B ock 1
. . Unhaut hori zed URL Access to
181.196.89.99  |Ecuador 147.237.77. 216 |dover . i df . i | v i df i |/t enpl at s/ honepage/ mobi | e B ock 1
- . Unhaut hori zed URL Access to
37.187.157.108 |France 147.237.77.233|atal . i df . il 147, 237.77. 233/ 1462- hel at al . aspx Bl ock 1
2.53.0.7 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
www. ch z.aka.i i
123.59.59.52  |china 147. 237, 77, 226 | "W Chamat 2. aka. i d Junaut hori zed LRL Access to B ock 1
f.il W, ct ri p. conf 894- he/ hamaz. aspx
] . . Unhaut hori zed URL Access to
54.197.114.174 |Wnited Sates 147.237.77. 216 |dover.i df .i | v i o i 1/ 894- en/ i dff gdover . aspx B ock 1
207.46.13.52  |Uited Sates 147.237. 76. 147 |chi nuch. aka. i df .i1  |-hauthorized URL Access to B ock 1
viwu chi nuch. aka. i df . i | /tenpl at es/ general / gener al . aspx
157. 55. 39. 40 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
68.180. 231. 43 |Lnited Sates 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation PageNumin Bl ock 1
waw i df . i | /1415- he/ dover . aspx
- - Unhaut hori zed URL Access to
185.3.144.33  [Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
46.19. 85. 12 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 1
87.69.245.7 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
157.55.39. 188 |Uited Sates 147.237.72. 166 [aka. i df . i | Unhknown Paraneter catid in aka.idf.il/brothers/gallery/ None 1
100. 236. 84. 129 |Nether| ands 147. 237.77. 216 |dover . i df . i | thauit hori zed LRL Access to Bl ock 1
wawv i df . i | /1008- he/ +navnenu. qc+
. . D stributed Lhaut hori zed URL Access on
77.126.147.170 |Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
. . Unaut hori zed URL Access to
192, 115. 99. 130 |l srael 147.237.77. 170 [maar achot . i df . i | naar achot i df i 1/ pdf /11 1 es/ 3/ 109333, pl B ock 1
’ - . Unhaut hori zed URL Access to
149.78.26.214 |[lhited Sates 147.237.77.234|hal ag. i df . il 147. 237. 77, 2341 i nages/ shar e/ bul | et 1. g f Bl ock 1
. . DO stributed Uhauthori zed URL Access on
93.172.229.16 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 69. 38 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
213. 6. 64. 46 zlcis;ilg(ljan Territory. 1147 237. 7. 176 |mat pash.idf.il Uhaut hori zed LRL Access to ww cogat. i df.il/894-ar B ock 1
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