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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |[Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |Block Ip Vé¢b In drop 4080
54.72.182.187 Ireland 147.237.77. 216 dover.idf.il |Block Wp All Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack dr op 2
41.216.171. 196 N geria 147.237.76. 177 ncore.idf.il |Block Udp All Nets drop 1
185.94.111.1 Russi an Federation 147.237.77. 235 sviva.idf.il |Bock Np All Net drop 1

209. 126.111. 7 Lhited Sates 147.237.72. 217 eidf.il Block Udp Al Nets drop 1

114. 98. 235. 236 Chi na 147.237.76. 177 ncore.idf.il |Block Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address
188. 214. 249. 151

|Attacker Qount ry

Romani a

Target Address
147.237.77. 216

|Site
dover.idf.il

| Sgnature

Devi ce Action

|C0unt

C1000008: HTTP: Xenu User Agent B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 1
68. 64. 168. 226 Lhited Sates 147.237.77. 216 dover.idf.il C1000016: HITP. adnministrator in LR B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
185. 70. 184. 207 (147.237. 77. 233 |Nether| ands ~ |atal .idf.il ET SCAN Potential SSH Scan 1
62. 232. 207. 210 |147. 237. 76. 42 z“;::om refuah.idf.il ET SCAN Potential SSH Scan 1
185. 3. 144. 126 [147.237. 72. 156 |l srael anan.idf.il I NDI CATOR- SCAN nyscan 1
62. 232. 207. 210 |147. 237. 76. 31 :;?'rfgegom nakchal .idf il ET SCAN Potential SSH Scan 1
132. 68. 179. 26 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
23.96.109. 87  |147.237.77.233|W0ited Sates [atal.idf.il ET SCAN NVAP -sS w ndow 3072 1
95. 77 133 226|147 237.0.17 |ronmani a mny- kosher -kravi i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
IR U ) 7 |potential Scan or Brute Force
23.96.109.87 [147.237.77.233|Wited Sates [atal.idf.il ET SCAN NVAP -f -sS 1
85.250. 172. 35 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
84.229.37.110 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
82.166. 184. 187 [147.237.8.45 |[Israel e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78.38 147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.179. 164. 211 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 70. 184. 206 |147.237. 77. 179 |Netherl ands  |[e. mazi . i df .i | ET SCAN Potential SSH Scan 1
62. 232. 207. 210 |147. 237. 76. 34 :;?'rfgegom yohal an. i df i ET SCAN Potential SSH Scan 1
185. 3. 144. 126 |147.237.72. 156 || srael anan. idf.il GPL SCAN nyscan 1
46.117.239.0 (147.237.77. 216l srael dover . idf.il portscan: TCP Distributed Portscan 1
_ , o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
122. 234. 56. 134 |147.237.0.34 |China tikshuv.idf.il . 1
Potential Scan or Brute Force
23.96.109.87 [147.237.77.233|Wited Sates [atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
89. 138. 188. 190 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
5.22.131. 80 147, 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 170. 154 [147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
84.108. 158. 30 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 173. 246 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.76.34 |Netherlands  |[yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
212.117.136.8 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 147
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
66. 249. 93. 82 Eur ope 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 36
66. 249. 93. 67 Eur ope 147.237.77.233 |atal .idf.il drop First packet isn't SN drop 31
Sreamng Engine: TP Invalid i i ssi
5.22.131.80  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g nval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dropped.
66.249. 93. 77 Eur ope 147.237.77.233 |atal .idf.il drop First packet isn't SN drop 18
. . SYNretransmt wth different .
192.118.48. 248 |l srael 147.237.77. 234 |hal ag.idf.i| Bad TCP sequence wi ndow scal e noni t or 17
Sreaming Engine: TGP Invalid i i ssi
82.81.66.200 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 15
Ret r ansn ssi on Packet dr opped.
’ . . SYNPAXK retransmit with different .
110. 77.172. 150 |Thailand 147.237.72. 166 |aka. i df .il Bad TCP sequence wi ndow scal e noni t or 14
Sreaming Engine: TGP Invalid i i ssi
176.13.1.142  |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.236  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
e SN retransmt wth different .
80. 246. 133. 179 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 8
79. 181. 220. 2 I sr ael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 7
149. 88. 54. 76 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
110. 77.172. 150 |Thai l and 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
66.102. 7. 226 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
66.249. 78.252 |United Sates |147.237.0.19 |nadimatal .idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46. 19. 86. 86 I'srael 147.237. 72. 167 [i shurimaka i ar. i || €2 NG Engine: TCP Invalid  Jinvalid segnent retransissi on drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.117.109.75 |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.53.33.70 I'srael 147.237. 72. 167 [i shurimaka i ar.i || €2 NG Engine: TGP Invalid — Jinvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
89. 138. 170. 229 |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
87.71.15.171  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.55.171. 43 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
176.13.18.167 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
reaming BEngine: TCP Invali i i ssi
31.168.23.235 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.8.214  |israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
102.118.48. 248 |Israel 147.237.77. 233 |atal .i . Bad TCP sequence Sretransmt wth i fferent monitor |5
w ndow scal e
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
31.168.89.106 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 4
reamn ine: TCP Invali i i ssi
207.46.13.136 |United Sates [147.237.72.166 |aka idf.il Stream g Engine P Invalid invalid segnent retransnission drop 4
Ret ransm ssi on Packet dropped.
o SYNVACK retransmt wth different .
82.102.169. 113 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal @ noni t or 4
reamn ine: TCP Invali i i ssi
37.26.147.198 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.81.69.143  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
109. 253. 211. 191l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
79.183.15.34  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i Ssi
46.19. 85. 12 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 149. 234 |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.180.212. 221 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
109. 253. 211. 191l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
217.132.13.167 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 178. 212. 226 I srael 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.55.148.188  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.175  |israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80. 250. 158. 115 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
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A tacker

Attacker Address ountry ‘Target Address |Ste Signature

2.53.139. 247 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3

85. 64. 92. 89 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence I'nval i d ACK nunber noni t or 3

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3

185. 3. 144. 33 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3

94. 159. 129. 228 I srael 147. 237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.53.167. 162 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 129
46.19. 86. 21 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 76
46. 19. 85. 204 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 59
176.13. 2. 104 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 29
2.53. 167. 162 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 14
37.26.147.153 I srael 147.237.72.166 [aka. i df . i | \Aux:x?\zu;:;ril c?fedl Iﬁiﬁ?iintu?/ resour ces/ i mages/ i cons/ f avi con. png Bl ock 4
89. 138. 170. 229 |l srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 89. 138. 170. 229 B ock 4
31.154.161. 255 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 4
80.246.133.65 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
176.13.13.107 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.43.31 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
37.26.149.145 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
46.19. 86. 19 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 194. 40 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
66.249. 83.248 [Israel 147.237.77.216|dover. i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
2.53.13.236 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
89.138. 170. 229 |Israel 147.237.77. 243 |nobi | e. i df . i | ;ﬂ;“lt :?rd'fz‘f? , tz‘eggrcy‘isnptl s/ 1 st chi | ddocunent s/ 1362 Bl ock 2
79.178.22.224  |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
66.249. 66. 183 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock
169. 229. 3. 91 Lhited Sates [147.237.0.19 ([nadimatal.idf.il I11egal HITP \ersion B ock
109.65.188.84 |Israel 147.237.77. 234 |hal ag. i df . i | i;t ;gt;”;‘;d2;27?;2‘;:;2?]6‘?:&/@?5?2 1(.); . Bock |1
79.178.22.224 |israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to wwwv | awidf.il/sip storagel/files/ 4/ B ock 1
2.53.189.189 [ srael 147.237.72.166 |aka. i df . i | %&mﬂ&%‘fﬁfg Protocal violation None 1
199.175.51.66 |lhited Sates [147.237.77.216|dover.idf.il PHP At t enpt B ock 1
66.249.79.169 I srael 147.237.72. 166 |aka. i df . i | o por ;Zefeé’,lnafﬁfg.siulf’g. yus/ general . aspx Bock |1
Unknown Par anet er
149. 78. 214. 102 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 02$ct 1 03$txt Fiel d  [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
63. 99. 16. 220 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwyidf.il/watch B ock 1
80. 246.133.179 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
79.176.102.17 |lsrael 147.237.76.86 |navy.idf.il Mil tipl e Unhaut horized URL Access from 79. 176. 102. 17 Bl ock 1
178.162. 216. 34 |Ger many 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww idf.il/tenpl ates/ honepage/ mobi | e |B ock 1
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |nadimatal .idf.il Ml forned LRL yD Bl ock 1
80.246.130. 45 |[Israel 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
2.55.59.9 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df.il/himush/sitel he/ hi nush. asp |B ock 1
199. 175. 51. 66 Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/xnrpc. php Bl ock 1
176. 96. 226. 18 gz::;”i on 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
66. 102. 8. 238 Uhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock
158. 181. 209. 116 |Kyr gyzst an 147.237.77. 216 |dover . i df . i | Lhaut hori zed UR. Access to wawidf.il/ https:/twtter.con B ock 1
87.69.228.193 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
79.176.102.17 |[Israel 147.237.76.86 |navy.idf.il m”;;?;' izglf" iLIR/Lt Eﬁejtsestlohompage/ obile Bock |1
185.3.144.33  [Israel 147.237.76.42 |refuah.idf.il ﬂ?‘.’tzgc;r.i7zgd42lﬁps|°2‘_ele}:r’]_i con- pr econposed. png HBock |1
66.249.78.242 I srael 147.237.76.42 |refuah.idf.il e T Son s oo/ ot U aspx HBock |1
169.229.3.91  |Wited Sates [147.237.0.19 |[madimatal .idf.il ;hkno"‘" HTTP Request Method T<[[#14]167 +[[#30]1>yVin Ry, 15 oy |y
109. 253, 227. 66 |Israel 147.237.77.74 |lawidf.il raraneLer VRS |\,|1 /Oégg o F')\:f;:rr?:;(der 13uckbader Searchstxt Search gy o |y
46.117.228. 145 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i| |Wauthorized URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
207.46.13.19  |Wited Sates [147.237.0.16 ?yl lkosher-kr Vi | hori zed UL Access to vaw ny- kosher - kravi . i df . i 1/ B ock 1
80. 246. 130. 160 |l srael 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
5. 22.135. 208 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
176. 96. 226. 18 g;z:;nl on 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
68.180.230.45 |[lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
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