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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3746
37. 26. 148. 255 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset dr op 93
37.26. 148. 255 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i B ock_Udp Al Nets drop 3
212.179. 228. 76 | srael 147.237.77.216 dover.idf.il B ock_Udp Al Nets drop 3
134.147. 203. 115 Ger nany 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 2
134. 147. 203. 115 Ger many 147.237.76. 39 nobi le.neitav.idf.il |Bock Np Al _Net drop 2
31.168.181. 109 | srael 147.237.76. 199 e. nakchal .idf.il JLMPurple Gon_ Limt_Htps dr op 1
159. 104. 163. 21 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
82.80.52. 119 | srael 147.237. 76. 202 e.halag.idf.il JLM Purpl e Gon Linit_Tcp drop 1
159. 104. 163. 18 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
82.80.52.119 | srael 147.237.76. 198 e.yohal an.i df .il JLMPurple Gon Limt_Tcp drop 1
31.168. 181. 109 | srael 147.237.76. 200 eitan. aka. idf.il JLM Purpl e Gon Linit_Tcp drop 1
82.80.52.119 | srael 147.237.76. 38 e.eneitav.idf.il JLM Purpl e Con Limt_Tcp dr op 1
31.168.181. 109 | srael 147.237.76. 198 e.yohal an.i df.il JLMPurple Gn Limt Htps drop 1
159. 104. 163. 19 Lhited Sates 147.237.77.216 dover.idf.il Invalid TP H ags drop 1
82. 80.52. 119 | srael 147.237.76. 201 eatal.idf.il JLMPurple Gon Linmt Htps drop 1
167. 220. 67. 232 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 1
82.80.52. 119 | srael 147.237.76. 39 nobi le.neitav.idf.il |JLMPurple Gon Linit_Tcp drop 1
31.168.181. 109 | srael 147.237.76. 198 e.yohal an.idf.il JLM Purpl e Con Limt_Tcp dr op 1
159. 104. 163. 20 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
82. 80.52. 119 | srael 147.237. 76. 202 e halag.idf.il JLMPurple Gon Linmit Htps drop 1
185. 70. 184. 164 Net her | ands 147.237.77.179 e.nazi.idf.il JLM Under _Attack _Con Htp drop 1
159. 104. 163. 17 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
82.80.52. 119 | srael 147.237. 76. 197 e. hinush.idf.il JLMPurple Gon_Linmt_Htps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
79.177.54. 16 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 13
93. 89. 19. 29 Tur key 147.237.77. 233 atal.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
176.13. 1. 67 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL Bl ock 4
109. 65. 6. 234 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 2
69. 30. 214. 38 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
109. 253. 209. 217 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL Bl ock 2
176.13. 18. 134 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HTTP. prefix 1.01 in the UR B ock 2
212.179.79. 146 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 2
87.70.43. 144 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL Bl ock 2
156. 208. 86. 180 Egypt 147.237.77. 216 dover.idf.il 3798 HITP. SQ Injection (Bool ean | dentity) B ock 1
151. 80. 31. 169 France 147.237.77. 74 lawidf.il Cl000146: HTTP. AhrefBot craw er B ock 1
156. 208. 71. 78 Egypt 147.237.77. 216 dover.idf.il 12618: HITP. VebQui ser Mul nerability Scanner Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Oountry|9te |Signature |Count|
79.177.192. 128 |147.237. 72. 166 [l srael aka idf.il ET SCAN NVAP -sA (2) 13
195.34.150. 18  |147. 237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
62.90.212. 127  |147.237.72. 166 [l srael aka.idf.il portscan: TCP O stributed Portscan 1
85.131.208. 140 |147.237.0.33 |Ger many idf.il ET SCAN Potential SSH Scan 1
46.19. 85. 48 147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 80. 52. 119 147.237.76. 44 |Israel e.refuah.idf.il ET SCAN Rapi d | MAP Gonnections - Possible Brute Force Attack |1
31.168.181. 109 |147.237.76.42 |[Israel refuah.idf.il ET SCAN Potential SSH Scan 1
82.80.52. 119 147.237.76.39 |Israel nobi | e.nei tav.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
5.29.227.113 147. 237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 80. 52. 119 147.237.76.38 |Israel eemitav.idf.il |[ET SCAN Potential SSH Scan 1
212.143.154. 48 |147.237.77. 216 [ srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 59. 82 147. 237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.180. 201. 188 |147. 237. 72. 166 [l srael aka.idf.il portscan: TCP O stributed Portscan 1
162. 144.41. 122 [147.237.76.199 |Lnited Sates e.nakchal .idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
79.180.121. 80  |147.237.72. 166 [l srael aka.idf.il portscan: TCP O stributed Portscan 1
94.159. 169. 63  |147.237.77.216 [Israel dover.idf.il portscan: TCP O stri buted Portscan 1
62.210.142. 238 |147.237.0.19 |Rance nadi matal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
85.250.240. 92  |147.237.77. 216 [l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.121.193.216 [147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
84.94.116.130  |147.237.77. 216 [ srael dover.idf.il portscan: TCP O stributed Portscan 1
37.142.68. 49 147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 80. 52. 119 147.237.76.42 |[lsrael refuah.idf.il ET SCAN Rapi d PGP3S Gonnections - Possible Brute Force Attack |1
31.168.181. 109 |147.237.76.30 |[lsrael hi mush. i df .i | ET SCAN Potential SSH Scan 1
82.80.52. 119 147.237.76.39 |Israel nobi | e. nei tav.idf.il[ET SCAN Potential SSH Scan 1
212.150. 255. 134 |147. 237. 77. 216 [l srael dover.idf.il portscan: TCP O stri buted Portscan 1
82.80. 52. 119 147.237.76.34 |l srael yohal an. i df .| ET SCAN Potential SSH Scan 1
212.116. 164. 20 |147.237.77. 216 [ srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 38 147.237.0.15  [Nether| ands kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
162. 144.41. 122 [147.237.76. 200 |Lnited Sates eitan.akaidf.il [ET SCAN NVAP -sS wi ndow 1024 1
79.180.199. 39  |147.237.72. 166 [l srael aka.idf.il portscan: TCP O stributed Portscan 1
95. 35. 38. 2 147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
91.201.236. 158 |147.237.0.200 [lkraine . i of il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker ountry|Target Address |Jte Signature Action ‘Count
79.178.16.200 I srael 147.237.77. 234 |hal ag.i df .i Bad TCP sequence SiNretransmt with different 0o |51
w ndow scal e
196.217.83.9 Mor occo 147.237.77. 216 |dover.idf.il dr op drop 37
Sreanming Engine: TCP Invalid i i ssi
2.565.51.33 I sr ael 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. g ., 30
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
37.26.148.255 |Israel 147. 237. 77. 216 |dover.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 25
212.235. 103. 211 |l srael 147.237.72. 167 |i shurimaka. i df . il Bad TCP sequence I'nval i d sequence nunier noni t or 23
S SYN+ACK retransmt with .
37.26.148.255 |[Israel 147.237.77. 216 |dover.idf il Bad TCP sequence di fferent v ndow scal monitor |22
79.176.97.100 [Israel 147.237.72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Tineout |reject 22
31.168.181. 109 |[lIsrael 147.237.76.30 |hinush.idf.il drop SAMrule drop 17
37.26.148.255 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 16
31.168.181. 109 |[Israel 147.237.76. 31 |nakchal .idf.il dr op SAMrul e drop 16
: . . . . SYNretransmit wth different .
23.81.90. 154 Lhited Sates 147.237.72. 167 |i shurimaka.idf .il Bad TCP sequence Vi ndow scal e noni t or 15
74.91.23.166  |Uhited Sates  |147.237.72.167|ishwimakaidf.il  |Bad TOP sequence SWretransmt wth different 0o 14
w ndow scal e
31.168.181. 109 |[lIsrael 147.237.76.42 |refuah.idf.il drop SAMrule drop 12
Sreaming Engine: TCP Invalid i i ssi
176.13.10.161 |israel 147. 237.72. 167 |i shurimaka. i of .1 9 =g Invalid segnent retransmssion. | ., 12
Ret ransni ssi on Packet dr opped.
147. 236. 34. 201 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
31.168.181. 109 |lsrael 147.237.76.44 |e.refuah.idf.il drop SAMrule drop 11
31.168.181. 109 |[Israel 147.237.76.30 |hinush.idf.il dr op First packet isn't SYN drop 11
31.168.181. 109 |[lIsrael 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
31.168.181. 109 |lsrael 147.237.76.38 |e.e.neitav.idf.il drop SAMrule drop 9
31.168.181. 109 |[Israel 147.237.76. 177 |ncore.idf .il dr op SAMrul e drop 9
31.168.181. 109 |[Israel 147.237.76. 200 |eitan. aka.idf.il dr op Frst packet isn't SN drop 9
sl SN retransnmit wth different .
176. 13. 5. 232 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Vi ndow scal e monitor |9
Sreanming Engine: TCP Invalid i i ssi
79.181.11.67  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g ., 9
Ret r ansni ssi on Packet dropped.
31.168.181. 109 |lsrael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 9
31.168.181. 109 |[Israel 147. 237. 76. 199 |e. nakchal .idf.il dr op First packet isn't SYN drop 9
37.26.148.255 |[lIsrael 147.237.77. 216 [dover.idf il SYN At tack SYN -> SYN-ACK -> Tinmeout |alert 9
31.168. 181. 109 |Israel 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
31.168.181. 109 |[Israel 147.237.76.44 |e.refuah.idf.il dr op First packet isn't SYN drop 8
31.168.181. 109 |[Israel 147.237.76. 198 |e. yohal an.idf . i | dr op First packet isn't SYN drop 8
Sreamng Engine: TP Invalid i i ssi
95.86. 71. 25 I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, ., 8
Ret ransm ssi on Packet dr opped.
31.168.181.109 |lsrael 147.237.76.39 |mobile neitav.idf.il [drop First packet isn't SYN drop
31.168.181. 109 |[lIsrael 147.237.76. 200 |ei tan. aka.i df . i | drop SAMrul e drop
. . R SYN+ACXK retransmt with .
79.177.19. 92 I srael 147.237.72. 167 [i shurimaka. i df . i1 Bad TCP sequence different vi ndow scal e monitor |8
Li byan Arab . . -
41.254.2.121 3 iriya 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
31.168. 181. 109 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
80.246.137.66 |lIsrael 147.237.0.19 |nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 7
31.168.181. 109 |[lIsrael 147.237.76.202|e.hal ag.idf.il drop First packet isn't SWN drop 7
31.168.181. 109 |lsrael 147.237.76.31 |nakchal .idf.il drop First packet isn't SYN drop 7
31.168.181. 109 |[Israel 147.237.76. 34 |yohal an.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 86 I'srael 147.237.77. 226 |1\ chanatz.aka.1df 1pad TGP sequence Inval i d ACK number aert 7
31.168.181.109 |lsrael 147.237.76.39 |mobile neitav.idf.il [drop SAMrul e drop 7
46.19. 85. 86 I'srael 147. 237.77. 226 V‘:"I""‘Cha"atz' aka.1df 1pad TOP sequence Inval i d ACK nurber moni tor |7
31.168.181. 109 |lsrael 147.237. 76. 148 |gqcent er. aka. i df . i | drop First packet isn't SYN drop 7
31.168.181.109 |lsrael 147.237.76.38 |e.e.ngitav.idf.il drop First packet isn't SYN drop 7
31.168.181. 109 |[lIsrael 147.237.76. 196 |e.sviva.idf.il drop SAMrul e drop 6
Sreaming Engine: TCP Invalid i i ssi
80.179.167.50 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 6
Ret ransni ssi on Packet dr opped.
31.168.181. 109 |[lIsrael 147.237.76.201 e atal .idf.il drop SAMrule drop 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.246  |israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransm ssi on Packet dropped.
31.168.181.109 |lsrael 147.237.76. 176 |test.ncore.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 193 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 233
2.53.62. 49 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 113
46.19. 85. 234 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 71
80.246. 137.66 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 66
46.19. 85. 51 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 48
109. 253. 221. 242|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 24
80.246.136.35 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 18
2.53.54. 234 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
109. 253. 225. 234]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
80.246. 136.53 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 8
109. 253. 137. 132/l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
5.102.222.186 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 5. 102. 222. 186 B ock 7
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | Oistributed Lhauthorized UR. Access on waw idf.il/error.htm Bl ock 7
109. 253. 225. 209|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 253. 225. 230]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46. 19. 85. 38 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 6
176.13.18.251 |[lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 5
66.249.81.212 |[Israel 147.237.77.216|dover.idf .il Ostributed Wnhaut horized URL Access on waw i df.il/error.htm B ock 5
109. 253. 225. 2181 srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 4
109. 253. 225. 190|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
109. 253. 225. 215]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
208.115.113.88 |Lhited States |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orumasp |B ock 4
109. 253. 226. 35 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 213. 32 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.62. 49 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex Bl ock 3
82.80.193.236 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 3
2.53.10. 219 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 225. 243 |1 srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
37.26.149.143 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 225. 223]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
156. 208. 86. 180 |Egypt 147.237.77. 216 |dover.i df . il Mil tipl e Uhaut hori zed URL Access from 156. 208. 86. 180 Bl ock 3
176.13. 1. 14 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55.51.33 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 3
109. 253. 225. 194|I srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
109. 253. 225. 233|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 225. 217|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 225. 227|I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
46.19.85.74  [israel 147.237.76.42 |refuah.idf.i] ~ [2rameier Type Molat fglgf:]fecfblgﬁ”;;xawm' der 13txt Last Nane i n B ock 2
77.127.26.254  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm Bl ock

109. 253. 225. 214|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock

109. 253. 219. 57 |l srael 147.237.72. 166 |aka. i df . i | i;tiréf?‘ftl 7‘; i;“;h:é;ﬁ?fes% ff;;;mp Bl ock 2
46. 19. 85. 109 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 2
2.53.191. 123 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 225. 192|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 225. 2481 srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 2
109. 253. 159. 120 I srael 147.237.72.166 |aka. i df . i | Sk:iréft."ftl ?‘ii i;“;hac’g';ﬁiefes% ff;;:mp Bl ock 2
109. 253. 225. 144|| sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
109. 253. 225. 250! srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 225. 225|I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.246.139.12 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
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