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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4108
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 1
184. 105. 139. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np All Net drop 1
179. 43.141. 194 St zerl and 147. 237.72. 217 eidf.il Block Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77. 179 e.mazi.idf.il Block Np All Nt drop 1
134.147. 203. 115 Ger nany 147.237. 72. 156 anan.idf.il B ock Np Al _Net drop 1
184. 105. 139. 100 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il Block Np All Net drop 1
179. 43.141. 194 Sn t zerl and 147.237.77.176 nat pash. i df.il B ock Np Al _Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np All Net drop 1
184. 105. 247. 224 Lhited Sates 147. 237.72. 167 ishurimaka.idf.il [Block Wp Al Nets drop 1
180. 153. 235. 242 Chi na 147.237.77.176 nat pash. i df .i | Bl ock_Udp Al _Nets drop 1
184. 105. 139. 88 Lhited Sates 147. 237. 72. 156 aman. i df il Block Np All Net drop 1
179. 43. 141. 194 Snitzerl and 147.237. 72. 156 anan.idf.il B ock Np Al _Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.77.178 e. nat pash. i df .il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker At acker .
Qount ry arget Address |Site Sgnature
59. 120. 255. 127 |Tai wan 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
177.185.192. 50 |Brazil 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
177.185.192. 98 |Razil 147.237.77.216|dover. i df . il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
200. 59. 205. 238 |Argentina 147.237.77. 176 |nat pash. i df . i | 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
200. 59. 205. 238 |Argentina 147.237.77. 176 |mat pash. i df . i | 5670. HTTP. SQ Injection (SALECT) B ock 4
152. 115. 70. 227 |Denmar k 147.237.76.86 |navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
70.89.127.78 |Lhited Sates |147.237.76.42 |refuah.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 3
123.126. 113. 80 [Chi na 147.237.72. 166 [aka. i df . i | Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
144.168. 45. 117 |Wited Sates  [147.237.76.42 |refuah.idf.il \1,37:5;&3”23 G\U Bash HITP Header Renote Code Bxecution Bl ock 1
144.168. 45. 117 Wi ted Sates  [147.237.0.15 |kosher-kravi.idf . i 331?;%?:3 AW Bash HTTP Header Remote Code Bxecution B ock 1
144.168. 45. 117 |Wited Sates  |147. 237. 76. 147 |chi nuch. aka. i df . i | \1,37:5;&3”23 G\ Bash HITP Header Renote Code Bxecution Bl ock 1
106. 38. 241. 106 [Chi na 147.237.72. 166 [aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
144.168. 45. 117 |Wited Sates  [147.237.0.19 |madimatal .idf.il \137:5%”'13 G\ Bash HTTP Header Renote Code Bxecution B ock 1
144.168. 45. 117 |Wited Sates  |147.237.76. 200 |ei tan. aka. i df .| [-6798 HITP G\U Bash HITP Header Renote Code Bxecution Bl ock 1
Vil nerability
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1
144.168.45. 117 |Wited Sates  [147.237.0.34 |ti kshuv.idf.il 16798: HITP. G\U Bash HTTP Header Remote Code Execution B ock 1
Wil nerability

106. 38. 241. 106 |Chi na 147.237.77. 176 |mat pash. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
144.168. 45. 117 |Wited Sates  [147.237.76.31 |nakchal .idf.i | 16798: HTTP: G\ Bash HTTP Header Remote Code Execution Bl ock 1

Wil nerability
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

200. 59. 205. 238 |147.237.77. 176 |Argentina nat pash. i df . i | SQ Injection - Select From 23
177.185. 192. 98 [147.237. 77. 216 |Brazil dover.idf.il SQ Injection - Select From 12
152. 115. 70. 227 |147.237.76.86 |Dennmark navy.idf.il QA Injection - Select From 12
59. 120. 255. 127 |[147.237.77. 74 |Taiwan lawidf.il SQ Injection - Select From 12
177.185.192.50 |147.237.77.74 |Bazl lawidf.il SQ Injection - Select From 6
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
113. 240. 250. 154|147. 237. 72. 167 |Chi na ishurimaka.idf.il |JET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77. 212 |Whited Sates |e dover.idf.il ET DRCP Dshiel d B ock Listed Source 1
104. 171. 122. 176|147. 237. 76. 199 |Uhited Sates |e.nakchal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
88.204.187.90 |147.237. 76. 200 |Kazakst an eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
171. 249. 111. 159|147. 237.0.35 |M et nam akavs. i df.il . 1
Potential Scan or Brute Force
82.117.208. 243 [147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
. . .. |ET VBB SERVER Possi bl e bash shel | piped to dev tcp I nbound to
144. 168. 45. 117 |147.237.76.200|lhited Sates |eitan. aka.idf.il 1
VebSer ver
, L ET VB SFRVER Possi bl e bash shel | piped to dev tcp I nbound to
144, 168. 45. 117 |147.237.76.42 |thited Sates |refuah.idf.il 1
WebSer ver
. . S ET VBB SERVER Possi bl e bash shel | piped to dev tcp I nbound to
144. 168. 45. 117 |147.237.0. 34 Lhited Sates |tikshuv.idf.il 1
VebSer ver
, - |ET WB SHRVER Possi bl e bash shel | piped to dev tcp Inbound to
144. 168. 45. 117 |147.237.0. 15 Lhited Sates |kosher-kravi.idf.il 1
WebSer ver
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
115.118.57. 159 |147.237.0. 35 Indi a akaws. i df.il . 1
Potential Scan or Brute Force
104. 171. 122. 176|147. 237. 76. 199 |Uhited Sates |e.nakchal.idf.il |ET SCAN NMVAP -sS wi ndow 4096 1
88.204.187.90 |147.237. 76. 200 |Kazakst an eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
88.204.187.90 |147.237. 76. 200 |Kazakst an eitan.aka.idf.il |ET SCAN NVAP -f -sS 1
, _ . |ET BB SERVER Possi bl e bash shel | piped to dev tcp | nbound to
144. 168. 45. 117 |147.237.76. 147 |Lhited Sates |chinuch. aka.idf.il 1
WebSer ver
ET VBB SERVER Possi bl e bash shel | piped to dev tcp I nbound to
144.168. 45. 117 |147.237.76.31 |lhited Sates |nakchal .idf.il — PP P 1
VebSer ver
, , . |ET WBB_SEHRVER Possi bl e bash shel | piped to dev tcp Inbound to
144.168. 45. 117 |147.237.0.19 |lhited Sates |nadimatal.idf.il 1
WebSer ver
128.199. 242. 96 |147.237. 72. 166 | ngapor e aka.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
66. 249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
66.249.93.119 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
31.168. 184. 245 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaming Engine: TGP Invalid i i ssi
109. 253. 135.93 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.30  |Wnited Sates |147.237.77. 243 |mobile.idf. i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
66. 96. 128. 60 Lited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 4
Sreanmng Engine: TCP Invalid i i ssi
212.150. 252. 34 I srael 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
118. 173. 128. 200|Thai | and 147. 237. 72. 166 |aka.i of .i drop First packet isn't SN drop 3
Russi an ) S Streaming Engine: TCP Inval i d |invalid segnent retransmission.
93. 158. 152. 49 Federat i on 147. 237. 76. 147 |chi nuch. aka.i df .i | Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
66.249.66.47  |Wited Sates [147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
182.118.22.216 |China 147.237.77. 176 |nat pash. i of . | drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
83. 130. 108. 189 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i
50.101.171.19 |Canada 147. 237. 77. 216 |dover . i df . i | 9 =g Invalid checksum Packet drop 2
Checksum dr opped.
Sreaming Engine: TGP Invalid i i sSi
157.55.39. 163 |lhited Sates |147.237.72. 166 |aka idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
208.115.113.89 [lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |2
Sreanmng Engine: TCP Invalid i i ssi
157.55.39.32  |Wited Sates  |147.237.72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.136 |Wnited Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
5.39. 222. 159 Net her | ands 147.237.0.33  |idf.il dr op drop 1
182.118.22. 216 |China 147.237. 77. 176 |nat pash. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
141.212. 122. 232|Wnited Sates  |147. 237. 77. 227 |e. hanaz. i df . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
84.111. 159. 184 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
184. 105. 247. 203|Uhited Sates |147.237. 76. 200 [ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 122|thited Sates |147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 [Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
5.39.222.159  |Netherlands  |147.237.8.28 |e.mwbile-ks.idf.il  |Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
184.105.139. 79 |Wited Sates |147.237. 77. 227 |e. hanaz.i df . i1 Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
144.168. 45. 117 |Uhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
87.71.99. 253 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
216.218.206.71 |lWited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 238|Wnited Sates  |147. 237. 77. 212 |e. dover. i df . i1 Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ:mo”  nbound drop 1
. o . Geo- | ocati on i nbound
169. 57. 0. 199 Mexi co 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent enf or cenent drop 1
216.218. 206. 123|Wnited Sates |147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ:mo”  nbound drop 1
74.82.47.8 Lhited Sates |147.237.77. 178 |e. nat pash.idf . Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
184.105. 139. 108|Lhited Sates [147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
144.168.45. 117 |Whited Sates [147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
216.218.206. 80 |lhited Sates |147.237.77. 178 |e. nat pash.idf il Geo- | ocati on enf or cenent Sﬁfolrggihton i nbound drop 1
185. 3. 144. 26 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
182.118.21.203 |Chi na 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 203|Wited Sates |147.237.72. 166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.24 Lhited Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 [lhited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
37.187.114.171 |France 147.237.8.45 |eeitanidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 115|wnited Sates  |147. 237. 77. 226 "‘i"‘l"“‘:ha"atz' aka. 1l oy At ack SYN -> SYN-ACK -> RST rej ect 1
144.168. 45. 117 |Uhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
94. 230. 86. 252 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218.206.88 |Uited Sates |147.237.0.16 I”Y"‘OSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
199. 30. 24. 127 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
65.55.210.234 |hited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock 3
199.30. 25.177 |wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 3
66.102.8.243 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
. ny- kosher-kravi . i df . i .
216. 218. 206. 68 |Lhited Sates 147.237.0. 16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
157.55.39. 163 |Wited States [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy. i df.il/navy/ navy Bl ock 1
: . ] Unaut hori zed URL Access to
68.180.230.45 |[lhited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9182- he/ r ef uah. aspx B ock 1
66.102.8.238 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
! ny- kosher-kravi . i df . i ) o
207. 46.13. 19 Lhited Sates 147.237.0. 16 | Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
. . Paraneter Type Mol ati on SearchText in
84.109. 68. 245 |Israel 147.237.77.216|dover. i df . i | v i df i 171065- he/ dover . aspx Bl ock 1
. . Lhaut hori zed URL Access to
66.249.78.236 |Israel 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ 6/ 2826. | pg B ock 1
199.30.24.10 |wnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
79.182.39.174 |Israel 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
207.46.13.30 |lhited Sates |147.237.77.243|nobile.idf.il Suspi ci ous Response Code B ock 1
109. 253. 135. 93 [l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 78. 246 |[lIsrael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi m yonan/ enl ar ge. asp B ock 1
79.182.39.174 |Israel 147.237.77.74 |lawidf .il Unaut hori zed URL Access to ww nag. i df.il/xmnrpc. php Bl ock 1
66.249.78.97 |Israel 147.237.72. 166 [aka. i df . i | D stributed Wauthori zed URL Access on 147.237. 72. 166/ Bl ock 1
207.46.13.67 |lWiited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
157.55.2.169 |lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock 1
66.249.79.119 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
199. 30. 24. 158 |[Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
. . Unaut hori zed URL Access to
79.182.195.92 |Israel 147.237.77.216|dover. i df . i | ww i o i 1/t enpl at es/ t enpl at econt rol s/ generi ¢/ B ock 1
. . Uhaut hori zed URL Access to
66.249. 78. 146 |[lIsrael 147.237.72. 166 |aka. i df . i | vw aka. i df . i 1/ v rai v/ r abanut / gener al . aspx B ock 1
207.46.13.136 |Lhited Sates [147.237.72.166|aka. i df .il Mil ti pl e Unhaut hori zed URL Access from 207. 46. 13. 136 Bl ock 1
157.55.39. 1 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/english/ fzpcys B ock 1
67.230. 138. 196 |Canada 147.237.77. 216 |dover . i df . i | thauthori zed URL Access to . B ock 1
wan i df . i1/t enpl at es/ honepage/ nobi | e
84.108.72.124 |Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/tenpl ates/article/nobile |B ock 1
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
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