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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4117
79.178. 205. 207 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
101. 201. 147. 32 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 2
124.107. 243. 130 Phi | i ppi nes 147.237. 0. 200 ndu. i df . i | JLM Under Attack Con_Tcp drop 2

82. 145. 220. 9 Eur ope 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 2
134.147. 203. 115 Ger nany 147.237.0. 17 m ny- kosher -kravi .i df . il B ock Np Al _Net drop 2
94.102. 49. 116 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 1
185. 70. 184. 187 Net her | ands 147.237.77.61 e.cogat.idf.il B ock Np All _Net dr op 1
209. 126. 110. 228 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Wp Al Nets drop 1
209. 126. 110. 228 Lhited Sates 147.237.0. 35 akaws. i df. il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry |Target Address |Site |Sgnalure Devi ce Action ‘Count |
109. 67.176.219  [Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
89.139.247. 1 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
106. 38.241.106  [China 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
2.53.166. 11 I srael 147.237.72.167 |ishuri maka.idf.il |13840: TLS enSSL Heartbeat Packet B ock 1
106. 38.241.106 |China 147.237.77.176 |mat pash.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
176. 9. 10. 227 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
61.149.161.186 |147.237.72.166 |China aka.idf.il GPL SCAN nmap TCP 2
37.26.148. 191 147.237.0. 19 I 'srael nadi matal .idf.il |ET SCAN Possible SIS Brute Force attack or Ste Gaw 2
59. 103. 76. 109 147.237.77.170 |Pakistan maarachot.idf.il |ET SCAN NVAP -sS w ndow 2048 1
46.4.79.76 147.237.77. 19 Ger many lawforumidf.il |[ET SCAN Potential SSH Scan 1
193.219.125.17  |147.237.0. 35 Russi an Federation |akaws.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115.29.197.215  |147. 237.0. 200 Chi na . i df i ET SCAN NMAP -sS wi ndow 1024 1
89.248.167.131 [147.237.76.201 |Netherl ands eatal.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.8.45 Net her | ands eeitanidf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237. 76. 30 Net her | ands hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
59. 103. 76. 109 147.237.77.170 |Pakistan mearachot.idf.il [ET SCAN NVAP -sS w ndow 3072 1
59. 103. 76. 109 147.237.77.170  |Paki stan naarachot.idf.il |ET SCAN NVAP -f -sS 1
46.4.79.76 147. 237. 76. 86 Ger many navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
118.193.20.114 |147.237.76.176 |[Hong Kong test.ncore.idf.il |ET SCAN Potential SSH Scan 1
89.248.167.131  |147.237.77.234 |Netherlands hal ag.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131  [147.237.76. 30 Net her | ands hi nush. i df i1 ET SCAN Potential SSH Scan 1
85. 64. 104. 255 147.237.72.166 |[lIsrael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
79.181.11.67  |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 244 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
Sreanming Engine: TCP Invalid i i ssi
213.8.204.54  |israel 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Inval i d segnent retransmssi on. drop 16
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.179. 220. 216 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
. . SWNretransmit wth different .
176.13.14.135 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 12
80. 246. 136. 43 |l srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
176.13.23.109 |[Israel 147.237.77. 243 |nobil e.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
78.175.164.45 |Turkey 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
11.15.119.240 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 15 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
Sreanmng Engine: TCP Invalid i i ssi
109. 65.37.198  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 106 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
46. 19. 85. 15 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
80. 246. 137. 107 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 64.106.5  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
79.177.229. 137 |lsrael 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
46. 19. 85. 106 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
87.71. 34. 28 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
63. 141. 204. 105 |Whited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i SSi
185.32. 179. 214 |Israel 147. 237.77. 243 |robile. i f . | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
31.210. 188. 123 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
5.102.195.123 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
149.78.38.76  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.55. 139, 69 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 64.56. 236 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
85. 64. 36. 131 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
79.177.229. 137 |israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
176.13.23.109 |l srael 147.237.77. 243 nobi l e.i df . | Bad TCP sequence I'nval i d ACK nunber alert 5
188. 120. 148. 108|l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
2.53.166. 11 I srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
R SYNHAK retransmit with different .
79.177.229. 137 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence wi ndow scal noni t or 4
85. 64. 36. 131 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4
2.53.129.216 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
2.53.138. 240 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 220 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 4
31.210.188. 123 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
185. 3. 144. 24 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.53.26.214 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 4
46. 19. 85. 220 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i SSi
5.29. 8. 147 I'srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
46. 19. 85. 86 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
79.177.229.137 | srael 147.237.72.167 |i shurimaka.i df .i|Bad TCP sequence SINWAK retransmt with different | oqivor |4
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
199.30.24.188 |Wited Sates |147. 237.76. 200 |ei tan. aka.idf il 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 106 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 106 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 94 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
66.249.93.170 |Europe 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.182.111.30 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 3

Ret ransm ssi on

Packet dr opped.




04-16-2016-20:04:01 to 04-16-2016-21:04:01

|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
37.26.148.191 |Israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 85
87.70. 1. 230 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 76
46.120. 212. 184 [I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
79.183.39.36 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 79. 183. 39. 36 B ock 3
157.55.39. 210 |lhited Sates  [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 157.55. 39. 210 B ock 3
66.249.79.75 |Israel 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 3
66.249.81.212 |Israel 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock 2
149.78.38.76  |Israel 147.237.72. 166 [aka. i df . i | D stributed Uhauthori zed URL Access on vww aka. i df .il/mai n/ Bl ock 2
. . Unaut hori zed URL Access to
79.183.39.36  |Israel 147.237.76.86 |[navy.idf.il vw navy. i df . 1/t enpl at es/ honepage/ mobi | e Bl ock 2
46. 116. 221. 166 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qxde Character in URL B ock 2
. . D stributed Unhaut hori zed LRL Access on
66.249.78.234 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
176.13.14. 135 |[lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css  |B ock 1
37.142. 253. 217 [l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
50. 7. 82. 66 Sai n 147.237.77.216|dover . i df . i Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
199. 203. 64. 23 |Israel 147.237.76.31 |nakchal .idf.j|  [Jauthorized LR Access to . B ock 1
waw nakhal . i df.il/tenpl at es/ honepage/ nobi | e
31.210. 188. 123 |I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 78. 240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
185.3.144.33  |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ favi con. i co Bl ock 1
" B i _ _ nt
40.77.167.25 |lnited Qates  |147.237.77.216|dover.i df . il thautt hori zed URL Access to waw i df. 11/1133-17899- hel dover. aspxi 'f. g ooy 1
2% 1% 1%

95. 86.93. 74 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 1
2.55. 26. 168 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ favi con. i co B ock 1
. . Uhaut hori zed URL Access to
77.124.22.200 |israel 147.237.76.86 |[navy.idf.il vowd navy. i of i 1/t enpl at es/ nevsl obby/ mobi | e Bl ock 1

. . D stributed Unhaut hori zed URL Access on
66.249. 64. 131 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
207.46.13.178 |Lhited Sates  |147.237.0.34 |ti kshuv.idf.il Unaut hori zed LRL Access to ww tikshuv.idf.il/wut B ock 1
37.26.147.213 |Israel 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
157.55.39. 163 |Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/nain/ml uimdefaul t.aspx Bl ock 1
82.81.102. 108 |Israel 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
. ] Unaut hori zed URL Access to
66.249. 78. 242 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel {1 | es/ 7/ 2347, | pg B ock 1
185. 32. 179. 214 |I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code Bl ock 1
46.19.86.134 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css B ock 1
5.22.130. 75 I srael 147.237.77. 216 |dover.idf . il O stributed Lhaut hori zed URL Access on wwwyidf.il/https:/wanidf.il/ |B ock 1
109. 64.62.98 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/main/ B ock 1
79 180. 135. 91 |1 srael 147. 237.72. 166 |aka. i df .i | Unknown ‘Parz_irret er ct | 00%ct | 00$(_:phMa| n$cphSachar $ctl 13 in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 6/ 2726.| pg Bl ock 1
82.102. 136. 65 |l srael 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 1
199.30.24.10 |Lhited Sates 147.237.77.216|dover.i df . i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
31.154.50. 181 |[lsrael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. ht m Bl ock 1
109. 64. 141. 101 [l srael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
. . D stributed Unhaut hori zed URL Access on
79.183.39.36 [l srael 147.237.76.86 [navy.idf.il W navy. i df i1/t enpl at es/ newsl obby/ nobi | e B ock 1
66. 249. 66. 187 |l srael 147.237.0.34 |[tikshuv.idf.i| |adthorized URL Access to . Bt ock 1
wan ti kshuv. i df.il/tenpl ates/sitenmap/ sitenap. aspx
173.252.90. 105 |Whited Sates  [147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. . Unaut hori zed URL Access to
37.142.240.15 |Israel 147.237.76.86 |[navy.idf.il vawd navy. i of i 1/t enpl at es/ newsl obby/ mobi | e Bl ock 1
84. 108. 168. 159 |l srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to vww aman.idf.il/https:/ww aman.idf.il/  |B ock 1
66.249. 79. 108 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407- he/ at al . aspx Bl ock 1
199. 203. 64. 23 |l srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 199. 203. 64. 23 Bl ock 1
31. 210. 188. 123 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
141.8.132. 78 :3:;:1”' o 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 141.8.132.78 B ock 1
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