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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  [Site |signature |Device Action  [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4046

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3

179. 43. 141. 194 Sntzerl and 147.237. 8. 24 elifestyleidf.il ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1

179. 43. 141. 194 Sntzerl and 147.237.77. 212 e.dover.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
85. 250. 163. 9 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 120. 188. 165 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
59.45.79.103 |147.237.76.39 |China nobi | e. mei tav. i df.il ET SCAN Potential SSH Scan 1
59.45.79.103 |147.237.76.34 [China yohal an. i df . il ET SCAN Potential SSH Scan 1
59.45.79.103 |147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
192. 151. 147. 34 |147.237.0. 17 |Whited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46.4.79.76 147. 237. 76. 148 |Ger many ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
101. 200. 82. 129 [147. 237. 77. 212 |Chi na e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.84.148.3 147.237.76.39 [lhited Sates |nobile neitav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
59.45.79.103  [147.237. 77. 235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
1 54.106.90 147 237 0.33 |\t et nam il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.103  |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
59.45.79.103 [147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 1
59.45.79.103  [147.237. 76. 148|Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
59.45.79.103 [147.237.76.38 [China eeneitav.idf.il ET SCAN Potential SSH Scan 1
210.15.242.7 |147.237.77. 178 |Australia e. mat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.103 |147.237.8.46 |China e. chinuch. i df .i ET SCAN Potential SSH Scan 1
192. 151. 147. 34 |147. 237.76. 44 |lhited Sates |e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.4.79.76 147. 237. 76. 199 |Ger many e. nakchal .idf.il ET SCAN Potential SSH Scan 1
115. 28.218. 77 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.4.79.76 147.237.76.30 |Ger many hi nush. i df . i | ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.84.148.3 147.237.76.39 [lhited Sates |nobile neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.103 |147.237.77. 176 |Chi na mat pash. i df .il ET SCAN Potential SSH Scan 1
59.45.79.103 |147.237.77.61 [China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59.45.79.103  [147.237.76. 198|Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
62.219.117.118 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
188. 72. 103. 227 g:;d%wm 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
84.228.147.169 |lIsrael 147. 237. 72. 156 [anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14
s SYNWACK retransmit with different .
46. 19. 85. 64 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence wi ndow scal 6 nonitor |11
62.219. 162. 6 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreaming Engine: TGP Invalid i i sSi
79.179.15.119  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 9
Ret ransni ssi on Packet dr opped.
46.19. 85.13 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
66.249. 93. 115 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
62.219.117. 118 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt with different | oo g
W ndow scal e
66.249.93. 119 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reanmn ine: TCP Invali i i ssi
87.71.92.73 I srael 147. 237. 77. 243 |robi | e. i of . i | Streamng Engi ne: TCP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.176 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
46.117.199.6  |Israel 147. 237. 77. 243 |robi | e. i of . i | Streamng Engi ne: TCP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.243.54 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
77.126.220. 247 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
37.46.39. 118 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber monitor |5
Sreanming Engine: TCP Invalid i i SSi
65.55.210. 100 |Lhited Sates  |147. 237. 76. 200 [ei tan. aka.i df .i | 9 =g Imvalid segnent retransmssion. g, 4
Ret ransni ssi on Packet dr opped.
188. 120. 148. 154/l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid AGK nunber noni t or
188. 120. 148. 154]I srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 13 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
87.70.27.229  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.85.233  |Israel 147.237. 72. 166 |aka. i df . i 9 =g Imvalid segnent retransmssion. g, 3
Ret ransni ssi on Packet dr opped.
31.210. 186. 150 |l srael 147.237.72.167 |ishurimaka. i df .il[Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
79.182.130.31 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
109. 64.59.147  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
87. 70. 38. 62 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
5.22.134.203  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.249.66.15  |Whited Sates  |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.183.19.77  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 64 I sr ael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
reanmn ine: TCP Invali i i ssi
109. 64.87.249  |israel 147.237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.148  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
72.9.148.10  [Wited Sates  [147.237.77.74 [lawidt.il Bad TCP sequence SINAXK retransmt with different | iior |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.53.42. 98 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
5.102. 195. 99 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
109. 64. 138. 164 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
176.13.19.79  |israel 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
31.154. 190. 138 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
77.126.72. 111 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 233. 126 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
31.154. 254. 160 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransni ssi on Packet dr opped.
84.108. 37. 57 | srael 147.237.72. 167 [i shurimaka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect
185.3.144.122 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
5.22.134. 203 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
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Attacker Address A(;)tua:]ilie)r/ Target Address |Ste Signature

5.29.50.193 | srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 13 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
79.177.50. 108 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176.13.11. 91 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
: . . Unaut hori zed URL Access to
208.115.113.88 |Lhited Sates [147.237.76.86 |navy.idf.il navy. i df . i1/ i yus/ f or und asp/ showf or um asp Bl ock 5
31.154. 254. 160 |[lIsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LRL from31. 154. 254. 160  |B ock 4
46.117.199. 6 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
87.70. 38. 62 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 87.70. 38. 62 B ock 2
141.8.132.78 RJSS::{} o 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 141. 8. 132. 78 B ock 2
68.180.231.43 |wnited Sates |[147.237.77.216|dover.idf.il Ml tipl e Unhaut hori zed URL Access from 68. 180. 231. 43 B ock 2
141.8.132.78 F“SS;:I”ion 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to wamn i df .i | /1133- 21100- B ock 1
81.111.195. 163 E?Ir:;gom 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
23.247.147. 4 Uited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwidf.il/ar/admn/ Bl ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.77.233|atal .idf.il (SSL OONN LI ENT HELLO) None 1
Parameter Type Mol ation
79.182. 20. 12 I srael 147.237.77.74 [lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
waw | aw i df.i |/ 163-7173- he/ pat zar . aspx
. . D stributed Uhauthorized URL Access on
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
204.79.180.251 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
i www. chamat z. aka. i d .
141. 212.122. 209|Lhited Sates 147.237.77. 226 £l Unhaut hori zed URL Access to 147.237.77.226/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.248 |[lIsrael 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 7/ 3467. | pg Bl ock 1
204.79.180.33 |Wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
27.159.234.88 [China 147.237.77.216|dover.i df .i | Distributed Uhaut hori zed HTTP Met hod B ock 1
: . . Unaut hori zed Met hod CPTIONS for
108.26.186. 192 |United Sates 147.237.72.166 [aka. i df . i | vy aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser B ock !
81.111.195. 163 E?';gegom 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut horized LRL Access from 81.111.195. 163 B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 7/ 2297. | pg Bl ock 1
204.79.180.253 [lhited Sates [147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
157. 55. 39. 32 Lhited Sates [147.237.72.166|aka.idf .il Lhaut hori zed URL Access to aka.idf.il/main/giyus/ xn B ock 1
2.53.37.35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
93.172.229.16 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ 1518- he/ r ef uah. aspx |B ock 1
68.180.229.89 |lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nil ui nd horaot B ock 1
204.79.180.92 |lnited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
109. 64. 21. 55 I srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
81.111.195. 163 | ted 147.237.76.31 |nakchal .idf.il PHP At t enpt B ock 1
Ki ngdom
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
: . . Unaut hori zed URL Access to
207.46.13.136 |lhited Sates [147.237.72.166|aka.idf .il v aka. i dff i 1/ mai v/ snal i ni ht b/ 13, asp Bl ock 1
157.55.39.172 |Uited Sates |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
2.53.135.13 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock
93.172.229.16 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx  |Bl ock
} . . Uhaut hori zed URL Access to
68.180.230.45 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9757- he/ r ef uah. aspx Bl ock 1
204.79.180.103 |lnited Sates |147.237.77.216|dover.idf.il D stributed ULhaut hori zed URL Access on waw i df.il/error. htm B ock 1
81.111. 105, 163 | '€ 147.237.77. 176 |nat pash. i df . i | PHP At enpt B ock 1
Ki ngdom
. . D stributed Uhauthorized URL Access on
66.249.78.234 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
157.55.39.210 |lhited Sates |147.237.77.216|dover.idf .il Ml tipl e Unauthorized URL Access from 157.55. 39. 210 B ock 1
23.247.147. 4 Lhited Sates |147.237.77.216|dover.idf.il D stributed Adnin B ocking B ock 1
. . Ml tipl e Lhtraceabl e SS. Sessi ons from 106. 186. 113. 132 ( Prot ocol
106. 186. 113. 132|Japan 147.237.77.233|atal .idf.il viol ation (SSL COAN QLI ENT HELLO)) None 1
46.117.199.6 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
204.79.180.112 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawnidf.il/error. htm B ock 1

04-16-2016-19:04:01 to 04-16-2016-20:04:01




