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|Top Attackers | n DDoS- Def ence |

04-16-2016-16:04:01 to 04-16-2016-17:04:01

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4077
156. 208. 85. 44 Egypt 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 2650
156. 208. 72. 52 Egypt 147.237.77. 216 dover.idf.il Block Udp All Nets drop 220
120. 132. 50. 135 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
94.102. 49. 116 Net her | ands 147.237.77. 74 lawidf.il B ock Np Al _Net dr op 1

45, 32.95. 13 Net her | ands 147.237.0. 35 akaws. i df. il Block Np All Net drop 1
185. 70. 184. 164 Net her | ands 147.237.72. 14 dover.idf.il(od) |[JLM Under Attack Con Htps drop 1
45.32.95. 13 Net her | ands 147.237.77.121 e.navy.idf.il Block Np Al Net drop 1




04-16-2016-16:04:01 to 04-16-2016-17:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
79. 180. 139. 202 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
109. 64. 153. 33 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
178.151. 143. 163  |Wkrai ne 147.237.77.176 |nmatpash.idf.il [CLO00074: HTTP: najestic bot Bl ock 3
109. 253. 197. 52 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
144.76. 8. 132 Ger nmany 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
5. 28. 160. 203 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
144.76. 93. 46 Ger nany 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
151. 80. 31. 168 France 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1




04-16-2016-16:04:01 to 04-16-2016-17:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Federati on

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
85.173.82.207 |147. 237. 76. 200 ?ég:;;”im eitan aka.idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 3072 1
85.173.82.207 |147.237.76. 176 ?;Z:;:I”ion test.ncore.idf.il ET SCAN Potential SSH Scan 1
216.227.58.7 147.237.77.235|thited Sates sviva.idf.il ET SCAN NVAP -sS wi ndow 3072 1
85.173.82.207 |147.237.76.30 |FSSIan hi nush. i df . | ET SCAN Potential SSH Scan 1
Feder at i on
187 161, 180. 1831147 237 72. 14 |nexi dover i df i1 (ol ) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . X1 CO er. | . .
Potential Scan or Brute Force
46.227.67.163 [147.237.0.16 |Sweden ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
156. 208.72.52  |147.237. 77. 216 |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
106. 186. 113. 67 |147. 237. 77. 212 [Japan e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 238.82.190 [147.237.76.30 |Lhited Sates hi nush. i df . i | ET SCAN Potential SSH Scan 1
85.173.82.207 |147.237. 77, 212 |¥SSI N e. dover.idf.il ET SCAN Potential SSH Scan 1
Federati on
85.173.82.207 |147.237.77. 121 XSS @ e.navy.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
85.173.82.207 |147.237.76. 198 ?ég:;;”im e.yohal an.idf . il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
85.173.82.207 |147.237.76. 148 ?;Z:;:I”ion gocenter.aka idf.il  |ET SCAN Potential SSH Scan 1
65.181.123. 161 [147.237.77.19 |[thited Sates | awe forumidf il ET SCAN NVAP -sS wi ndow 1024 1
156. 208. 85. 44 [147.237. 77. 216 |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
42.159.237.58 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
106. 186. 113. 67 |147. 237. 77. 233 [Japan atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 186. 113. 67 |147.237. 77. 176 |Japan nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
. - ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
93. 174. 95. 87 147.237.0.19  |Netherl ands nadi matal .idf.il ) ) 1
Potential Scan or Infection
85.173.82.207 |147.237.77. 176|581 nat pash. i df . i | ET SCAN Potential SSH Scan 1




04-16-2016-16:04:01 to 04-16-2016-17:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature

156. 208. 72.52  |Egypt 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 46

156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 41

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

188. 227. 234. 201 glcissi':('ja” Territoryi 47, 237. 77. 176 |natpash.if.il  |dr op First packet ism't SWN drop 28
Sreanming Engine: TCP Invalid i i ssi

217.132.27.121 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. |, ., 18
Ret r ansmi ssi on Packet dr opped.

reamn ine: TCP Invali i i Ssi

213.8.204. 1 I'srael 147.237.77. 243 |t e i1 |/ SAM NG Engine: TP Inval i invalid segnent retransnission drop 15
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

176.13.11.229 |israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 12
Ret r ansmi ssi on Packet dr opped.

65.50.0. 4 Lhited Sates 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

2.55. 2. 200 I srael 147.237.72. 156 |anan. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect

e SYNtACK retransmt with .

37.26.147.167 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence di fferent w ndow scal e moni tor |7
Sreanming Engine: TCP Invalid i i ssi

2.53.152.203  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

132.66.222.24 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.26.146.140 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

185. 120. 125. 38 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.

46. 19. 85. 31 I sr ael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6

66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

5.22.130. 88 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4

201.175.108. 99 |Mexi co 147.237.77. 121 |e.nawy.icf.il  |Geo-1 ocati on enf or cerent Geo-I ocat i on i nbound drop 4

enf or cenent

84.108.109.23 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |4
Sreamng Engine: TCP Invalid i i ssi

31.154.169.8  |Israel 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.

reamng BEngine: TCP Invali i i sSi

79.183.32.162 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

185.3.144.28  |Israel 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

87.71. 86. 66 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.178.169. 103 |l srael 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.

5. 22.130. 100 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreaming Engine: TCP Invalid i i ssi

109. 253. 157. 1321 sr ael 147. 237.72. 166 |aka i of .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

5.102.195.210 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i SSi

79.180.121.86 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

109. 64.129.11  |israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. | ., 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

84.95.86.178 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.

79.176.123.12  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i SSi

109. 253. 215. 237|i srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. —q ., 3
Ret ransm ssi on Packet dr opped.

79.180. 139. 202 |Israel 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3

5.102.195.210 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Bngine: TQP Invalid i i SSi

109. 64. 190. 179 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.

84.108.109.23 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 3

79.176.123.12  |[Israel 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNACK retransmt with monitor (3

different wndow scal e

Sreamng Engine: TCP Invalid i i ssi

185.27.105.88  |Israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

79.181.15.9 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.

5.22.129.97 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i sSi

109. 66. 28. 154  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.

5.29.114.5 I sr ael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi

79.178.117. 151 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

2.53.142. 86 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.

46.117.113. 185 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreaning Engine: TCP Invalid i i SSi

157.55.39.32  |lited Sates 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, ., 2

Ret r ansm ssi on

Packet dropped.




04-16-2016-16:04:01 to 04-16-2016-17:04:01

Attacker Address |Attacker Qountry

156. 208. 72.52  |Egypt

Target Address |Jte

147.237.77. 216 |dover.idf.il

Signature

drop

Frst packet isn't SN

drop

185. 3. 147. 148 | srael

147.237.76.86 |navy.idf.il

Bad TCP sequence

Invalid ACK nunber

noni t or

207.46.13.136 |lhited Sates

147.237.72. 166 |aka.i df .i |

Sreamng Engine: TCP Invalid [invalid segnent retransnission.

Ret r ansm ssi on

Packet dropped.

drop




04-16-2016-16:04:01 to 04-16-2016-17:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.117.32.94 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 92
185.32.179. 126 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 15
185. 3. 147. 154 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 8
2.53.8.191 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 4
66. 102. 8. 238 Lhited Sates [147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on wwuidf.il/error. htm B ock 3
213.8.204.1 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 3
65.50.0. 4 Lhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: (pen Mode None 2
. . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
109. 186. 180. 184l srael 147.237.76.42 |refuah.idf.il v ref ua. at al i df i |/ 1518 hel ref uah. aspx Bl ock 2
37.142.228.71 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 2
130. 193. 50. 33 RJSIS;;ni o 147.237.77.74 |lawidf.il Unaut hor i zed URL Access to www | aw i df .il/164- 3447 he/ B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 241 [Wited Sates [147.237.77.176 |nat pash. i df . il v cogat . i df . i 1/ 2113- he/ cogat . aspx B ock 1
157.55.39. 163 |Uited Sates [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/nain/general . aspx Bl ock 1
. - DO stributed Whaut hori zed URL Access on
84.228. 251. 242 |lIsrael 147.237.77. 216 |dover. i df .i | ww i o i1/t enpl at es/ arti cl ef nobi | e B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Distributed Unhaut horized URL Access on 147.237. 72. 166/ B ock 1
201.175.108.99 [Mexico 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to /tmunbl ock. cgi B ock 1
] . . Unaut hori zed URL Access to
40.77.167. 18 Wited Sates [147.237.77.216|dover.idf.il v df i1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
156. 208. 72.52  |Egypt 147.237.77. 216 |dover. i df . i | Distributed Wauthorized URL Access on 147. 237. 77. 216/ B ock 1
Lhited . .
81.111. 195. 163 Ki ngdom 147.237.77.74 |lawidf.il PHP At enpt B ock 1
184, 105. 247. 196|United Sates  |147.237.77.243|mobi | e. i df . i | Unhaut hori zed URL Access to 147.237.77.243/ Bl ock 1
- . Unaut hori zed URL Access to
89. 138. 167. 6 | srael 147.237.72. 166 |aka. i df . i | viwn aka, i df i |/ resour cel user f ol | owr esour cel cr eat ef B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |l srael 147.237.72.166 |aka. i df . i | 147.237.72. 166/ si p st orage/ 1 | es/ 4/ 60984. pf B ock 1
- kosher - kravi . i df
207.46.13.147 |lhited Sates 147.237.0. 16 niyl Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
46.19.85. 16 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw idf.il/tenpl ates/ news/ nobile [B ock
156. 208. 85. 44  |Egypt 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock
81.111. 195. 163 LKTI;gegom 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw i df . i1/ wp-1 ogin. php B ock 1
66.249.78.248 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
46. 19. 86. 106 I srael 147.237.77. 243 |nobi l e. i df . i | Ml tipl e Unaut hori zed URL Access from 46. 19. 86. 106 B ock 1
157. 55. 39. 32 Lhited Sates |147.237.72.166 |aka. i df .il Lhaut hori zed URL Access to aka.idf.il/sites/niktzoa/ B ock 1
81.111. 195, 163 |ted 147. 237.77. 170 |maar achot . i df . i | PHP At enpt B ock 1
Ki ngdom
66. 249. 66. 50 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
120. 132. 50. 135 |Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waw gyer . coni 894- he/ at al . aspx B ock
66.249.79.119 |[Israel 147.237.77. 216 |dover. i df.i | Unaut hori zed URL Access to 147.237.77. 216/ B ock
. . . Unaut hori zed URL Access to
46.19. 86. 106 | srael 147.237.77. 243 |nobi | €. i df . i ] nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1432 Bl ock !
157.55.30.37  |lWhited Sates |147.237.72. 166 |aka. i df . i | thauthori zed LR Access to Bl ock 1
aka.idf.il/mluinitenpl at es/ ww behazdaa. or g
81.111. 195. 163 Ei"";gegom 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel fi | es/ 1/ 3491 | pg B ock 1
201.175.108.99 |[Mexico 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
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