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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 4088
156. 208. 85. 44 Egypt 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 975
156. 208. 72. 52 Egypt 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 15
109. 66. 70. 248 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets dr op 5
45.32.95. 13 Net her | ands 147.237.76. 31 nakchal . i df . il B ock Np Al Net drop 1
156. 208. 85. 44 Egypt 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 1
45.32.95. 13 Net her | ands 147.237. 76. 44 e.refuah.idf.il Block Np Al _Net drop 1
91. 15. 207. 112 Ger many 147.237.0.15 kosher-kravi.idf.il [Bock Np Al Net dr op 1
156. 208. 72. 52 Egypt 147.237.77. 216 dover.idf.il JLM Under Attack GCon Htp drop 1
209. 126. 110. 228 Lhited Sates 147.237.72. 217 e.idf.il Bl ock Udp All _Nets dr op 1
91. 15. 207. 112 Cer many 147.237.0. 35 akaws. i df.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
79.179. 125. 252 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
109. 64. 153. 33 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 5
5.9.73.227 Ger nmany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
89. 163. 148. 58 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
162.210.196.129 |Whited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
162.210.196. 129 |lLhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
89. 163. 148. 58 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 2
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 190 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Federation

79.177.26.44  |147.237.77. 233l srael atal.idf.il ET SCAN NVAP -sA (2) 18
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 233 [147.237.77. 216 |Whited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
85.173.82. 207 |147.237.0.19 RF;Z:::{}O” nadi matal .idf.il ET SCAN Potential SSH Scan 1
L ET DC5 Large anount of TCP Zer oWndow - Possible Nkiller2
80. 246. 133. 196 |147. 237. 77. 233 [l srael atal.idf.il 1
DDos attack
42.113.132.39 |147.237.77.121|M et nam e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 238. 82. 190 |147.237.76.38 |Lhited Sates e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
85.173.82.207 |147.237.8.46 |RSSIaN e. chi nuch. i df .i ET SCAN Potential SSH Scan
Feder at i on
85.173.82.207 |147.237.0.34 |RSSIan ti kshuv. i df i ET SCAN Potential SSH Scan 1
Federati on
85.173.82.207 |147.237.0.17 gz:::lnion mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
80. 82.78. 38 147.237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
42.113.132.39 [147.237.77.121 |V etnam e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
198.20.69. 74 |147.237.77.19 |Lhited Sates | aw forumi df .i | ET DRCP Bshiel d B ock Listed Source 1
- ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
123.22.6.100 |147.237.0.35 [Vietnam akaws. i df.il . 1
Potential Scan or Brute Force

104. 238. 82. 190 [147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
85.173.82.207 |147.237.0.200 |RSSIan i df | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature ?;lli ?)?1
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 78
156.208. 72.52  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 75
79. 180. 133. 85 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
Sreaning Engine: TGP Invalid i i sSi
176.13.12.24  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret ransnm ssi on Packet dropped.
156.208.72.52  |Egypt 147.237.77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 9
Sreaning Engine: TCP Invalid i i SSi
108.5.135.205 |Wiited Sates 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dr opped.
89.138.109.46 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 92 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or
reamn ine: TCP Invali i i ssi
87.71.101.53  |israel 147, 237. 7. 243 |t L e i o1 | €AMNG Engine: TQP Inval i dfinvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf.il drop drop
46. 19. 85. 31 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 92 I srael 147.237.0.34 |tikshw.idf.il |[Bad TCP sequence Invalid AGK nunber aert
Sreaming Engine: TCP Invalid i i ssi
87.71.97.247  |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. . 6
Ret r ansm ssi on Packet dr opped.
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |5
79.178.111.3 | srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.178.111.3 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
87.69.220.168 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
80. 246. 130. 65 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
reamn ine: TCP Invali i i ssi
89.138. 176. 129 |Israel 147, 237, 76. 200 |ei tan. aka.icf. i1 || S2M NG Engi ne: TCP alid|invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dr opped.
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert
80. 246. 133. 196 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid ' i ssi
2.55.179.13  |Israel 147.237.72. 166 |aka. i of . i 9 =g Imvalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.182. 243. 135 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop
79.178. 4. 125 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reamng BEngi ne: TCP Invali i i ssi
109. 65. 231. 254 | srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Inval i dfinvalid segnent retransnissi on, drop 3
Ret ransn ssi on Packet dr opped.
46. 19. 85. 92 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 3
Sreaning Engine: TGP Invalid i i sSi
79.183.19.134 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
88. 135. 235. 237 |Wraine 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.190  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
79.181.56.162 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.210.216.17 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
46.19. 85. 92 | srael 147. 237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
188. 120. 148. 198|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi
87.71.41.208  |Israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. . 3
Ret ransn ssi on Packet dr opped.
S Uhexpect ed post SYN packet -
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf.il drop RST or SYN expect ed drop 3
Sreanming Engine: TCP Invalid i i SSi
46.19.85.185  |Israel 147.237.77. 243 |robi | e, i of . i1 g =g Imvalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
188. 225. 201. 104 (F;ajcis;i';'ja” Tertitoryty 47 237. 77. 216 |dover. i of . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi
79.181.182.58 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
79.176.43. 146 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Pal estinian Territory R SYNWACK retransmt with different .
188. 225. 201. 104 Qecupi ed 147.237.77. 216 |dover.i df .il Bad TCP sequence wi ndow scal e nonitor |3
192.0.116.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
149. 78. 158. 179 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
31.210. 186. 137 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |2
176.13.18.158 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 2
192.0.116.241 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
156. 208. 85. 44  |Egypt 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed URL Access from 156. 208. 85. 44 B ock 1262
156. 208.72.52  |Egypt 147.237.77. 216 |dover.idf . il Ml tiple Unhauthorized URL Access from 156. 208. 72. 52 B ock 1220
176.13.18. 253 |Israel 147.237.0.19 |nmadi matal . i df.i|Suspicious Response Code Bl ock 95
208.115.113.88 |Lhited States |[147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock 5
138. 251. 225. 21 Eiqlr:gegom 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wa i df.il/894-en B ock 3
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Mil tiple Unauthorized URL Access from 208. 115. 113. 88 Bl ock
2.53.57.186 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock
. . . {Paraneter Type M ol ati on ctl00$Cont ent A acetbl der 1$t xt Mbbi | e in
176.13.18.253  [lIsrael 147.237.0.19 |nadimatal .idf.i| o T 11 vobil e/ 1088- hel mer et z. aspx Bl ock 2
108.5.135.205 |Uhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed Method for Known URL from 108. 5. 135. 205 B ock 2
] . - Unaut hori zed Method CPTI ONS for
108.5.135. 205 Uited Sates |147.237.72. 166 [aka. i df . i wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 2
185. 27. 106. 63 |l srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to v idf.il/tenplates/article/ nobile B ock 1
. . Unhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 3/ 71553, pf B ock 1
207.46.13.178 |Wited Sates [147.237.0.34 |tikshuv.idf.il [Wauthorized LRL Access to tikshuv.idf.il/hone/ defaul t.aspx Bl ock 1
213. 8.204. 70 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/mai n/ hone/ def aul t . aspD B ock 1
66.249. 64. 235 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. txt B ock 1
192. 115. 99. 130 |l srael 147.237.77. 170 maar achot . i df . i | |[Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/5/ 113625. pdf Bl ock 1
156.208.72.52  |Egypt 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df . i |/ nuxnhi B ock 1
. - DO stributed Whaut hori zed URL Access on
66.249.78.246  |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
’ . . Unaut hori zed URL Access to
40.77.167. 22 Uited States (147.237.77. 176 @t pash. i df . i | Wy cogat . i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
208.115.113. 82 |[Wnited Sates [147.237.0.34 [tikshuv.idf.il [Wauthorized LRL Access to tikshuv.idf.il/sitelunsel ecatbl e. aspx B ock 1
149. 88. 205. 189 |l srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249. 64.240  |Israel 147.237.77. 216 |dover. i df . i | 147.237. 7. 216/ 1133- 19372- he/ i df gdover . aspx B ock 1
N . . URL is Above Root Drectory
197.231.221. 211 |Li beria 147.237.77.216|dover. i df . il v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js B ock 1
87.71.101.53 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 1
’ . - Unhaut hori zed URL Access to
40.77.167.33 Lhited Sates |147.237.77.233|atal .idf.il atal .idf.i1/tenpl at es/ shared usercont rol s/ navnenu B ock 1
176.13.23.122 |Israel 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul let1.gif  |B ock 1
149. 88. 205. 189 |Israel 147.237.72. 166 |[aka. i df . i | Mil tiple Untraceabl e SSL Sessions from 149. 88. 205. 189 (Cpen Mde) None 1
66.249.66.121 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 925- he/ r ef uah. aspx B ock 1
204.236. 235. 245|lhited Sates |[147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
157.55. 39. 104 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ snal i mi showbi g. aspx [Bl ock 1
176. 120. 63. 141 |Wkrai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1044-he/ i shuri m aspx Bl ock 1
149. 88. 205. 189 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
66.249.78.111 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
2.53.0.39 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx Bl ock 1
207. 46. 13. 37 Lhited Sates |147.237.72.166|aka. i df.il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
176.13.18. 158 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 [dover. i df . il 147. 237. 77. 216/ 1133- 20191- he/ dover . aspx Bl ock 1
213. 8. 204. 70 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 213. 8. 204. 70 B ock 1
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