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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 4092
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | ock_Udp All _Nets dr op 3
134.147. 203. 115 Ger many 147.237.77. 19 | awforumidf.il B ock Np All Net drop 2
184. 105. 139. 102 Lhited Sates 147.237.0. 35 akaws. i df.il B ock Np Al Net drop 1
184.105.139. 118 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np Al Net drop 1
104. 255. 70. 247 Lhited Sates 147.237.0. 16 ny- kosher-kravi . i df .il B ock Np Al _Net drop 1
184. 105. 139. 70 Lhited Sates 147.237.8.27 e.nadimatal .idf.il Block Np Al Net drop 1
184. 105. 139. 122 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al Net dr op 1
104. 255. 70. 247 Lhited Sates 147.237.0. 200 ndu. i df . i | B ock Np All Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il B ock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
144.76.12.75 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
144.76.12. 75 Ger nany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91. 201. 236. 155 147.237.72.217 |Wkraine eidf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
218.107.34.5 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
195.216. 176. 244  |147.237.77.121 |Latvia e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 147.237.72.217 |kraine eidf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 166. 184. 187 147.237.77.121  |Israel e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
218.107.34.5 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
195. 216. 176. 244  |147.237.77.233 |Latvia atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 36
37.60.146.9  |Aestinan 147.237.77. 176 |nat pash. i o . i | dro First packet isnt SWN dro 26
T ) Territory, Qcupi ed ) o pash. 1at. p pac P
S reanm ng Engi ne: TCP i i ssi
109. 67. 146. 121 |Israel 147.237.76.31 |nakchal .idf.il mng tngine: ! Invalid segnent retransmssion. | 16
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP ' i ssi
46.19.85.175  |israel 147.237.0.34  |tikshw.idf.i mng tngine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dropped.
46. 19. 86. 227 I srael 147.237.76.42 |refuah.idf.il drop First packet isn't SWN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
87.69.178.127 |israel 147. 237.77. 226 "f"l"’“ha”atz' aaidl |gag TOP sequence Invalid ACK nunber moni tor |7
Pal esti ni an Do -
37.60. 146. 9 Territory, Ceeupi ed 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
79.179.36.182 |[lIsrael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop
87.69.178.127 [ srael 147.237.77. 226 [} chanatz.aka.1df 1pad TCP sequence Inval i d ACK number aert 5
81.218.57.217 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence noni t or
185. 3. 144. 26 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engi ne: TCP i i ssi
85.250.14.59  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine: ! Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
2.53.10. 109 I srael 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
87.70.5.5 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence SYNRACK retransmt with monitor |3
di fferent w ndow scal e
reamng Engi ne: T i i ssi
2.53.190. 76 I'sr ael 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
ream n ine: T i i ssi
79.179.56.131 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
178. 255. 215. 87 |France 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP ' i ssi
37.26.148.141 |Israel 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
84.109. 30. 137 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Tineout [reject 3
reamng Engi ne: T i i ssi
79.180. 5.1 I'sr ael 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 3
Inval i d Retransmnission Packet dropped.
5.22.135. 244 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
81.218.57.217 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
S reaning Engi ne: TCP i i ssi
79.182.34.104 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransnission Packet dropped.
46.107. 102. 131 |Hungary 147.237.72. 156 |anan.idf.il dr op First packet isn't SYN drop
106. 184.3.122  |Japan 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout [reject
Sreamng Engi ne: TCP i i ssi
46.117.19.15  |Israel 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmi ssion Packet dr opped.
79.180. 191. 107 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |2
79.177.193.60 |[lsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 2
81.218.57.217 |Israel 147.237.72. 156 |anan. i df .i | drop First packet isn't SWN drop 2
79.180. 191. 107 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
81.218.57.217 |lsrael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber alert 2
92.111.43.134 |Netherl ands 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
. . SYNWAXK retransnmit with .
79.180. 191. 107 |Israel 147.237.72. 166 |aka. i dof .i Bad TCP sequence different vi ndow scal e nonitor |2
S reaning Engi ne: TCP i i ssi
207.46.13.136 |Uited Sates 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine: ! Invalid segnent retransmssion. | 2
Inval i d Retransnission Packet dropped.
81.218.57.217 |lsrael 147.237.72. 156 |amnan.idf il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
79.180. 191. 107 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 1
141.212. 122. 192|Wited Sates 147.237.8.27 |e.medimatal.idf.il |Geo-1ocation enfor cenent Sg?olrggi'n?” i nbound drop 1
216. 218. 206. 112|ULhited States 147.237.0.19 |nadi matal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
o SYN+tACXK retransmt wth .
79.176. 30. 78 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence gifferent wi ndow scal nonitor |1
104. 148. 44. 145 |Uhited Sates 147.237.77. 170 |maar achot . i df . i | SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
184. 105. 247. 216|United Sates 147.237.0.33  |idf.il drop drop 1
87.69.141. 248 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber alert
159.226.95.66  |chi na 147. 237. 76. 199 |e. nakchal .i df . i | Geo-l ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
141.212. 122. 205|United Sates 147. 237. 76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176.13.16. 8 I srael 147.237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
5.102.254.174 |Israel 147.237.72. 167 |ishurimaka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
144.168. 45. 117 |Whited Sates 147.237.72. 156 |anan.idf.il dr op SAMrul e drop 1
141.212.122. 192|Uhited Sates 147.237.77. 234 |hal ag.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Action ‘Count
79.182.35.188 |lsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 67
176. 13. 20. 238 [l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
92.111.43.134 |Net her| ands 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
208. 115. 113. 82 |Lhited Sates 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/main/giyus/general .aspx |B ock 1
157.55.39. 236 [lLnited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter pageNumin aka.idf.il/patzar/klali/default.asp |None 1
190. 58. 253. 35 ?olbn;gid and 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to ww cogat . idf.il/wp-1ogin. php B ock 1
104. 236. 55. 186 |Lhited Sates 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . idf.il/sip_storagel Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 230 |lsrael 147.237.77.216|dover. i df . il 147, 237. 77. 216/ 1133- 14463- he/ dover . aspx B ock 1
174.129. 228. 67 |lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock 1
. . D stributed Lhaut hori zed URL Access on
82.81. 31. 84 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
198.20.70.114 [Wited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
nobi | e. neitav.idf.i
106. 184. 3. 122 |Japan 147. 237. 76. 39 | Illegal Byte Gode Character in Mthod B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 235 |l srael 147.237.77. 216 (dover. i df .i| 147, 237. 77. 216/ 1133- 17858- he/ dover . aspx Bl ock 1
82.114.76.77 |Abania 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
199. 30. 16. 181 |Uhited Sates 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawn i df.il/error. htm B ock 1
nobi | e.neitav.idf.i _
106. 184. 3. 122 |Japan 147. 237. 76. 39 | NULL Character in Method B ock 1
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 938- he/ ref uah. aspx  |Bl ock 1
. . Unaut hori zed URL Access to
176.13.21. 162 |[lIsrael 147.237.72.166 |aka. i df . i | vow aka. i o i |/ ai v sachar /tf asi m aspx B ock 1
82.114.76.77 |Abania 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww | aw i df.il/wp-1ogin. php B ock 1
2.53. 48. 204 I srael 147.237.0.19 |[nmadimatal .idf.il |Ostributed Suspicious Response Code B ock 1
207.46.13.93 |Wited Sates 147.237.77. 176 [mat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ B ock 1
128. 232.110. 28 |Lni ted Ki ngdom |147.237.76.200|eitan. aka.idf.il Uhaut hori zed URL Access to 147.237. 76. 200/ B ock 1
66.249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
190. 58. 253. 35 Iro'b”;gid and 147. 237. 77. 176 |nat pash. i df . i | PHP At enpt B ock 1
5. 29. 82. 66 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
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