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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 4096
184. 105. 139. 100 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np Al Net dr op 1
74.82.47.2 Lhited Sates 147.237.72.217 e.idf.il Bl ock Wp Al Nets drop 1
184. 105. 139. 120 Lhited Sates 147.237.77.19 lawforumidf.il B ock Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77.179 e.nazi.idf.il B ock Np Al _Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.0. 16 ny- kosher-kravi . i df .il B ock Np Al _Net drop 1
117. 223. 64. 39 I'ndi a 147. 237.72. 156 anan. i df .| ock_Wp Al Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.77. 74 lawidf.il ock_Udp All _Nets dr op 1
184. 105. 139. 80 Lhited Sates 147.237.8. 50 e tikshuv.idf.il B ock Np All Net drop 1
184. 105. 139. 108 Lhited Sates 147.237.77. 176 nat pash. i df i | Block Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.0. 35 akaws. i df i | Block Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 116 Lhited Sates 147.237.0.19 nadi matal .idf.il Block Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.8. 45 e.eitanidf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address Devi ce Action |Count
177.185. 194, 45 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
66. 249. 66. 190 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
37.26.148. 203 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

deni al of service attenpt

177.185.194. 45 |147.237.77.74 |Brazil lawidf.il SQ Injection - Select From 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
220.231. 195. 122|147. 237. 76. 30 |Chi na hi nush. i df . i | ET SCAN NVAP -sS w ndow 2048 1
220.231. 195. 122[147.237.8.28 |China e.nobi [ e-ks.idf.i|ET SCAN NVAP -sS w ndow 4096 1
220.231. 195. 122|147. 237.0.35 |Chi na akavs. i df . il ET SCAN NVAP -sS wi ndow 4096 1
177.223.52. 167 |147.237.77. 121 |Brazil e navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 238.82. 190 |147.237.76.201|lhited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
46.4.79.76 147. 237.77. 179 |Ger many e.nazi.idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122|147. 237. 76. 30 |Chi na hi nush. i df . i | ET SCAN NVAP -sS w ndow 3072 1
220. 231. 195. 122|147. 237. 76. 30 |Chi na hi nush. i df . i 1 ET SCAN NVAP -f -sS 1
220.231. 195. 122|147. 237.8.28 |Chi na e.mobi | e-ks.idf .i|ET SCAN NVAP -sS w ndow 1024 1
195. 154. 54. 169 |147.237.0.19 |Fance nadimatal .idf.il [ET SCAN NMAP -sS w ndow 1024 1
190, 255. 7. 14 147 237.0.33  |col onbi il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
95. 45, 254. 123  |147.237.77. 216 |Irel and dover.idf.il SERVER APACFE Apache med_ssl non-SSL connection to S8 port 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Target Address |Ste Signature z\tlii f;
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
195.74.38. 14 Sweden 147.237.72. 166 |aka.idf .il drop SAMrul e drop
77.125.1.92 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
77.125.1.92 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence mﬁﬁsg reansm wthdifferent | ohitor |2
207.46.13.146 |Wnited Sates |147.237.72. 166 |aka.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dr opped.
184. 105. 247. 204|Wnited Sates |147.237.77.234 |hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 212|wnited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 200|Uhited Sates [147.237.76.44 |e.refuah.idf.il CGeo-| ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
104. 148. 44. 149 [Wnited Sates |147.237.76. 148 [gacenter. aka i df . i |dr op drop 1
71.68.41.7 Lhited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 248|Wnited Sates |147.237.77.235[sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 212|nited Sates |147.237.76.198e.yohalan.idf.il [Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
216.218.206.83 |lnited Sates [147.237.76.201|e.atal.idf.il Geo-1 ocat i on enf or cement Geo- | ocati on i nbound enf or cenent [drop 1
184. 105. 247. 200|Uhited Sates |[147.237.77.227 |e. hanaz. i df .i CGeo-| ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
106. 184.3.122 |Japan 147.237.76. 199 |e.nakchal .idf.il |Geo-| ocation enforcenent Geo- | ocati on i nbound enf or cenent |drop 1
73.171.202.86 |Lhited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 213|Wnited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
89.248.172. 201 |Netherlands 147.237.0.19 |nadi matal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 203|wnited Sates |147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106.184.3.122  |Japan 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82. 47. 50 Lhited Sates [147.237.77.227|e hamaz.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
197.210.225. 44 [Ngeria 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 213|Uhited Sates |[147.237.76.198|e.yohalan.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
104. 148. 44. 145 |Wnited Sates |147.237.76.200(eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
5.153.234. 74 Sweden 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 204|Wnited Sates |147.237. 77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
120.132.67.62 |China 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.55 Lhited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
177.185.194. 45 |Rrazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
104. 148. 44. 149 |Uited Sates |[147.237.76. 147 |chinuch.aka.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count

207.46.13.136 |lLhited Sates 147.237.72. 166 |aka. i df .i | Uhknown Paranet er 4f9c0c80 in www aka. i df . i1/ mai n/ home/ def aul t. aspx  |None 1
. . D stributed WLhaut hori zed URL Access on

66. 249.78. 246 |l srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1

66.102.8.238 |lLhited Sates 147.237.77.216|dover.idf .il |Dstributed Uhauthorized URL Access on waw idf.il/error. htm B ock

122. 180. 200. 89 |I ndi a 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock

66. 249. 66. 123 [l srael 147.237.76.42 |refuah.idf.il |Wauthori zed URL Access to 147.237.76. 42/ robots. t xt B ock

68.180.231.43 |Lhited Sates  [147.237.77.216|dover. i df.j| |Jeuthorized LR Access to waidt.il/nevsitefenglish/sal ah. stof Bl ock 1

target="_hl ank

66.102.8.243 |lhited Sates 147.237.77.216|dover.idf .i|l |Dstributed Lhauthorized URL Access on wawn idf.il/error. htm B ock 1

122. 180. 200. 89 |I ndi a 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/wp-Iogin. php B ock 1

66. 249. 66. 125 |l srael 147.237.76. 42 |refuah.idf.il |Unhauthorized URL Access to 147.237.76.42/sip_storagel/ files/ 7/ 2617.] pg |B ock 1

80. 246. 130. 217 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
. . Unhaut hori zed URL Access to

66.249.64. 131 || srael 147.237.72. 166 |aka. i df .11 147. 237. 72. 166/ mai n/ sachar/ resour ces/ scripts/faqg.js B ock 1

141.8.132.78 23:;;" o 147.237.77.216|dover. i df . i| |unauthorized URL Access to wwnidf.il/1153- 17717-en/ dover . aspx. B ock 1
. . Unhaut hori zed URL Access to

66.249.78.97 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1 gi yus/ gi yus/ gener al . aspx B ock 1

38.111.147.83 |lLhited Sates 147.237.77.216|dover. i df .i| [Unhauthorized LRL Access to v idf.il/894-he B ock 1

. . S3. Lhtraceabl e nnection - Protocol violation

95. 45. 254,123 |[lrel and 147.237.77.216|dover . i df . i | (SSL_OONN OLI ENT FELLO) None 1

66. 249. 64. 143 |l srael 147.237.72.166 |aka. i df . i | D stributed Unauthori zed URL Access on 147.237. 72. 166/ B ock 1

207.46.13.136 |lLhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df.il/mai n/rabanut /62281 B ock 1

66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ snal i i showbi g. aspx |Bl ock 1

66. 102. 8. 233 Lhited Sates 147.237.77.216|dover.i df.i| |Wauthorized URL Access to wwidf.il/error. htm B ock 1

120. 132. 50. 135 |Chi na 147.237.77. 176 [nat pash. i df . i I{uhaut hori zed URL Access to www maf engwo. cn/ 894- he/ cogat . aspx B ock 1

66.249.66. 121 |Israel 147.237.76. 42 |refuah.idf.il |Uauthorized URL Access to 147.237.76. 42/ si p_storage/ fil es/ 9/ 2969. j pg |B ock 1
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