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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 4099
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp All _Nets dr op 1
179.43.144.5 Sntzerl and 147.237.77.170 naar achot . i df . il B ock Wp Al Nets drop 1

94.102. 49. 116 Net her | ands 147.237.77.170 naar achot . i df .i | B ock Np Al Net drop 1

216. 218. 206. 75 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il Bl ock Up Al Nets drop 1

94.102. 52. 10 Net her | ands 147.237.77. 235 svivaidf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
106. 120.173.139 |thina 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
144.76. 93. 46 Ger nany 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
198. 46. 228. 238 Lhited Sates 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1




04-16-2016-04:04:03 to 04-16-2016-05:04:03

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80. 82. 78. 38 147.237.0. 35 Net her | ands akavs. i df il ET SCAN NVAP -sS wi ndow 1024 2
46.4.79.76 147. 237.76. 39 Ger many nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
193. 201. 227. 117 147.237.0. 35 krai ne akavs. i df .i | ET SCAN Potential SSH Scan 1
193. 201. 227. 117 147.237.0. 15 krai ne kosher -kravi .i df .i ET SCAN Potential SSH Scan 1
187.188.72.11 147.237.77. 227 Mexi co e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
176. 60. 80. 12 147.237.0. 35 Bel arus akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
162. 144. 41. 122 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 10. 114. 32 147. 237.77. 234 Chi na hal ag. i df.il ET SCAN NVAP -sS wi ndow 4096 1
104. 171. 122. 176 147. 237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.4.79.76 147.237.76. 44 Ger many e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 117 147.237.0. 19 krai ne madi matal .idf.il ET SCAN Potential SSH Scan 1
187.188.72.11 147. 237.77. 227 Mexi co e. hanaz. i df .il ET SCAN NMAP -sS w ndow 2048 1
187.188. 72. 11 147.237.77. 227 Mexi co e hanaz. i df .il ET SCAN NVAP -f -sS 1
162. 144. 41. 122 147. 237.77. 176 Lhited Sates mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
139. 217. 27. 204 147. 237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
104. 171. 122. 176 147.237.72.217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 3072 1
195. 216. 176. 244 147. 237. 0. 200 Latvi a . i df il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
185. 100. 85. 132 |Romani a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
192. 55.55. 41 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
66.109.50.38  |Wnited Sates  |147.237.76.201 e atal .idf.il Geo-1 ocat i on enf or cenent Geo-locati on i nbound drop 4
enf or cenent
Sreaning Engine: TCP Invalid i i ssi
71.14.152.231 |Wited Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dropped.
192. 55. 55. 39 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
66.249. 66. 187 |Wnited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Russi an . .. [Streaming Engine: TCP Invalid |invalid segnent retransnmission.
5. 255. 253. 51 Federat i on 147. 237. 76. 147 |chi nuch. aka. i df . i | Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
66. 102. 9. 98 Lhited Sates |147.237.72. 166 [aka.idf. il 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
73.171.202.86 |Lhited States  |147.237. 77. 216 |dover. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
85. 65. 127. 59 I srael 147.237.77. 170 |mearachot.iof .il |Bad TCP sequence Invalid ACK nunber noni t or
162. 144, 41. 122 |Wwited Sates  |147.237.77. 121 |e. navy.idf .l Geo- | ocati on enf or cenment Sﬁ?olrggi:f” I nbound drop 1
109. 253. 197. 143l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert
74.82.47.15 Wited Sates |147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
24.107.27.10 Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212.122. 214|Wnited Sates |147.237.8.24 |e.lifestyleidf.il |Geo-1ocation enf or cenent i?;;lrggilmon I nbound drop 1
104. 148. 44. 149 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216. 218. 206. 104|Whited Sates |147.237.8.24 |e.lifestyle.idf.il |Geo-1 ocati on enf or cenent gﬁ?glggi'ﬂfn I nbound drop 1
5.39.76. 158 France 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or
162. 144.41.122 |Uited Sates |147.237.77. 176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
109. 253. 197. 143l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
74.82. 47.24 Lhited Sates |147.237.76.202|e.halag.icf.il  |Geo-1ocation enf or cement S;fo'rgzxnfn I nbound drop 1
37.187.114. 171 |France 147.237.8.50 |e.tikshw.idf.il |Geo-location enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
185. 100. 85. 132 |Romani a 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overfl ow noni t or 1
141.212.122. 215|wnited Sates  |147.237.0.200 |rau.idf.il Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent
106.184. 3. 122 |Japan 147.237. 76. 148 |gocent er . aka. i of . i |dr op drop 1
5. 255. 80. 27 Net her | ands 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow rmoni t or 1
162. 144.41. 122 |wited Sates |147.237.77. 205 [prisha.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 227. 174|l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 1
85. 25.103. 119  |Ger many 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 215|Whited Sates |147.237.8.24 |elifestyleidf.il |Geo-1 ocati on enf or cerent Geo-| ocati on i nbound drop 1
enf or cenent
106. 186. 113. 132|Japan 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
176.10.99.209 [Swtzerland 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
109. 253. 227. 174l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d AGK nunber noni t or 1
85. 65. 127. 59 I 'srael 147.237.77. 170 |marachot.iof .il |Bad TCP sequence Inval id ACK nunber alert 1
155.4.192. 147  [Sweden 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
109. 186.49.99 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
74.82.47. 14 Lhited Sates 147.237. 76. 148 |gocent er . aka. i of . i |dr op drop 1
24.107. 27. 10 Lhited Sates  [147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 139. 103|Whited Sates  |147.237. 72. 166 |aka.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 214|Wited Sates  |147.237.0.200 |rdu.icf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation PageNimin B ock 6
wan i df . i | /1283- en/ dover . aspx
62.210.152.87 |France 147.237.77.216|dover. i df .i | PHP At t enpt B ock 1
. . UL is Above Root DOrectory
155.4.192. 147  |Sweden 147.237.77. 216 (dover. i df . il wowvi o i1/ ../ shared/cl i entscri pts/j query/j query-1. 4.2, min. | s Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64.235  |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 20329- he/ dover . aspx Bl ock 1
40.77.167. 22 lited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .i | Uhaut hori zed LR Access to wan i df.il/newsitelenglish B ock 1
62.210.152.87 |France 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
184.105. 139. 67 |lhited Sates |147.237.72.166|aka. i df .il Distributed Unauthorized URL Access on 147.237. 72. 166/ B ock 1
Unaut hori zed URL Access to
66. 249. 78. 82 I srael 147.237.77.74 [lawidf.il ww | aw i df . i | /tenpl ates/ t enpl at econt rol s/ news/ si p_storage/ fil es/ 6/ [Bl ock 1
1446. pdf /
50. 116. 30. 23 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . il Bl ock 1
141.8.183. 16 RJF Sﬁ::ﬂ on 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LR Access to wan cogat.idf.il/sip_ Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
_ ny- kosher - kravi . i df _ o
207.46.13. 147 |Whited Sates 147.237.0. 16 O Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt |B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
62.210.152.87 |France 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
. . Unhaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 (dover. i df . il 147, 237.77. 216/ 1133- 19817- he/ dover . aspx Bl ock 1
208.115.113.82 |nited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/sitelstory.aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
62.210.152.87 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
149. 202. 239. 135|France 147.237.77.216|dover.i df .i | vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
66.249. 64. 233 |lIsrael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wwnidf.il/atal 1/izkor/viewing.asp [B ock 1
74.82.47.3 Wited Sates [147.237.0.19 |[nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
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