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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4104
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
134.147. 203. 115 Ger nany 147.237. 76. 196 e.sviva.idf.il Bock Np Al Net drop 2
186. 220. 169. 58 Brazi 147. 237. 76. 198 e.yohal an. i df il Block Udp All Nets drop 2
134. 147. 203. 115 Ger nany 147.237.77.121 e.navy.idf.il B ock Np Al Net drop 2
94.102. 52. 10 Net her | ands 147.237.76. 34 yohal an.idf . il B ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 1
184. 105. 139. 86 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | B ock Wp Al Nets drop 1

94. 102. 52. 10 Net her | ands 147.237.0. 16 ny- kosher-kravi .i df .il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
106. 120.173.139 |thina 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




04-16-2016-03:04:08 to 04-16-2016-04:04:08

|Top Attackers In ID|

Target Address gotu?ﬁkf; Signature
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
106. 186. 113. 67 [147. 237. 76. 38 |Japan e.eneitav.idf.ifET SCAN NVAP -sS wi ndow 1024 1
990, 162. 144. 19 |147 237 76.31 |cni na vekehal id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
184.80.10.136 [147.237.0.33 |Wited Sates |[idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 32
Sreamng Engine: TCP Invalid i i ssi
46.120.75.169 | srael 147. 237.77. 243 |nobi l e.i df .i 9 =g Inval id segnent retransmssion. |, 10
Ret ransnm ssi on Packet dr opped.
213.143.50.26 |Spain 147.237.77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engine: TP Invalid i i ssi
66.249. 66.187 |Uited Qates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.177  |israel 147.237.72. 167 |i shuri maka. i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransnm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
197.41. 64. 15 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
80. 246. 130. 233 I srael 147.237.77. 234 |hal ag.i o .i Bad TCP sequence S retransmt with different — opior  |a
W ndow scal e
213.143.50.26 |Spain 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid AGK nunber nonitor |3
213.143.50.26 |Spain 147.237.77. 216 |dover. i df . i Bad TCP sequence Invalid sequence nunber noni t or 3
213.143.50.26 |[Spain 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 3
151.80.44.115 |Fance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
109. 64.59. 147 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
77.125.1.92  [israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SYMACK retransmt wth moni tor |1
different w ndow scal e
104. 148. 44. 149 |Uited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.77.234|halag.idf.il drop SAMrule drop 1
106. 186. 113. 132Japan 17.237.0.07 |V kosher-kravi.id |4 o SAMrule drop 1
R SYNtACK retransmt with .
31.154.7. 160 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal monitor |1
162.144.41. 122 |hited Sates [147.237.8.24 |elifestyle.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
104. 148. 44. 149 |Wited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
66. 67.116. 27 Lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 235|Wnited Sates [147.237. 77. 212 |e. dover.i of .1 Geo- | ocati on enf or cenent Sﬁfolr Szi'mon I nbound drop 1
106. 186. 113. 132|Japan 147.237.77. 243 |nobi l e.i df . i | drop SAMrule drop 1
85. 65. 81. 91 | srael 147.237.72. 167 |i shuri maka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 1
37.187.114. 171 |France 147.237.77.61 |e. cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.235. 65. 236 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber aert 1
169.229.3.91  [hited Sates |147.237.0.200 |mdu.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
104. 148. 44. 149 |Wited Sates [147.237.76.34 [yohalan.idf.il drop drop 1
185. 95. 254. 48 |Lebanon 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
89.248.172.78 |Netherlands [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.235. 65. 236 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor |1
169. 229. 3. 91 Lhited Sates [147.237.72.14 |dover.idf.il(old) drop SAMrul e drop 1
104. 148. 44. 149 |Uhited Sates |[147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
77.125.1.92 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
216.218.206.76 |Uited Sates |147.237.77.178|e. natpash.idf.il Geo- | ocati on enf or cenent i?olr ggi'nton I nbound drop 1
185. 95. 254. 48  |Lebanon 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |1
144.168. 45. 117 |Wited Sates [147.237.77. 170 |naarachot.idf.il drop SAMrule drop 1
89.248.172.201 |[Netherlands |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3.91 Lhited Sates |147.237.77.176|natpash.idf.il drop SAMrul e drop 1
104. 148. 44. 149 |Uhited Sates |147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 1
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|Top Attackers In V\AF|

Devi ce

‘Att acker Qountry |Target Address |Site Sgnature Action ‘Count
185. 89. 217. 225 |Net her | ands 147.237.77.216|dover. i df.i| [Wauthorized URL Access to wanidf.il/error.htm Bl ock 3
157.55.39. 210 |[Whited Sates 147.237.77.216|dover.idf.i|l |Ostributed Lhauthorized URL Access on wawidf.il/error.htm B ock 2
: . . S Whtraceabl e Gonnection - Protocol violation
66.67.116.27 [Uited Sates 147.237.72.166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
130. 193. 50. 33 :ZZ;:I”I o 147.237.77.74 |lawi df . i Uhaut hori zed URL Access to wan | aw i df . il/321- B ock 1
. . DO stributed Whaut hori zed URL Access on

2.53.191.123 |[Israel 147.237.77. 234 hal ag. idf . il |- oo oo nages/ shar ed/ bul | et 1. gi f Bl ock 1
207.46.13.145 |lLhited Sates 147.237.76.42 |refuah.idf.il |[Miltiple Unauthorized LR Access from 207. 46. 13. 145 B ock 1
68. 180. 229. 241 |Lhited Sates 147.237.77. 176 |nat pash. i df . i ||Paraneter Type M ol ati on PageNumin ww cogat . i df.i1/901- he/ cogat. aspx [Bl ock 1
141.8.132.78 23;;} o 147.237.77.216|dover. i df .i| |Mitiple Unauthorized UR. Access from 141. 8. 132.78 B ock 1
37.237.186. 104 |Irag 147.237.77.216|dover.idf.i| |Uauthorized URL Access to wanidf.il/arr/ B ock

208.115.113.82 |Lhited Sates 147.237.0.34 |tikshuv. i df.il[unaut horized URL Access to tikshuv.idf.il/main/giyus/general . aspx B ock

68.180.231.43 |lnited Sates 147.237.77.216|dover.idf .i| [|Paraneter Type Mol ati on PageNumin waw i df.il/1133- he/ dover. aspx Bl ock

: - . |Whaut hori zed URL Access to

40.77.167.46 |Wnited Sates 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shared/ ol | ent scri pts/ ¢l i ent scri pts. | s B ock 1
68.180.231.43 |Lhited Sates 147.237.77.216|dover.i df.i| [Paraneter Type M ol ation PageNumin wwu i df.il/1393-en/ dover. aspx B ock 1
157.55.39.239 |lhited Sates 147.237.76.42 |refuah.idf.il |[Miltiple Unauthorized LRL Access from 157. 55. 39. 239 Bl ock 1
46.19.86.205 |Israel 147.237.76. 42 |refuah.idf.il |Uhauthorized URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
80. 246. 130. 233 |I srael 147.237.77.234|hal ag. i df .i| |Wauthorized URL Access to 147.237.77.234/i nages/ shared/bul let1.gif [B ock 1
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