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04-16-2016-01:05:14 to 04-16-2016-02:05:14

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_|p Véb In drop 4050

93. 201. 95. 178 Ger many 147.237.0. 17 mny- kosher - kravi . i df . i | Block Np Al _Net drop 1

93. 201. 95. 178 Ger nany 147.237.0. 33 idf.il Block Np All Net drop 1

93. 201. 95. 178 Ger nany 147.237.0. 15 kosher-kravi .idf.il Block Np All Net drop 1

93. 201. 95. 178 Ger nany 147.237.0. 16 ny- kosher-kravi .i df.i | Block Np Al Net drop 1




04-16-2016-01:05:14 to 04-16-2016-02:05:14

|Top Attackers In IPS|

Attacker Address tacker Gountry get Address |Site |Sgnature Devi ce Action |Count |
98.19.222. 133 Lhited Sates 147.237.76.42 |refuah.idf.il [6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 24
98.19.222. 133 Lhited Sates 147.237.76.42 |refuah.idf.il [5670. HITP. SQ Injection (SELECT) B ock 12
103. 3. 173. 97 Mil aysi a 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion B ock 8
184.173.233.226 |Uited Sates 147.237.76.42 |refuah.idf.il [6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 8
87.242.112.35 Russi an Federation |147.237.77.176 |matpash.idf.il |6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 7
106. 120. 173. 139 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
87.242.112. 35 Russian Federation [147.237.77.176 |matpash.idf.il [3808: HITP SQ Injection Variabl e Declaration Evasion B ock 4
108. 175.157. 102 |Uhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
84.245. 33. 104 Net her | ands 147.237.77.216 |dover.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
194. 88. 154. 138 |Pol and 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
103. 3. 173. 97 Ml aysi a 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
84. 245, 33. 104 Net her | ands 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 4
194. 88. 154. 138 |Pol and 147.237.76.86 |navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 4
184.173.233.226 |lhited Sates 147.237.76.42 |refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
209. 15.196. 171  |Canada 147.237.76.86 |navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
64. 87. 23.55 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
87.242.112.35 Russi an Federation [147.237.77.74 [lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
209. 15.196. 171  |Canada 147.237.76.86 |navy.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion B ock 4
87.242.112.35 Russi an Federation [147.237.77.176 |mat pash.idf.il |5670: HITP. SQ Injection (SELECT) B ock 3
87.70. 98. 59 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 2
87.242.112.35 Russi an Federation |[147.237.77.176 |matpash.idf.il |9785: HITP. SQ Injection (Referer Header) Bl ock 2
108. 67.169. 124 |Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 1
185. 106. 92. 47 Russi an Federation [147.237.76.86 |navy.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
106. 38.241.106  |Chi na 147.237.76.42 |refuah.idf.il [CLO00071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241.106  |Chi na 147.237.77.176 |mat pash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
165. 215.209. 15  [Lhited Sates 147.237.77.216 |dover.idf.il 14511: HTTP. Wn32/ diga Fake User Agent B ock 1
106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
62. 98. 38. 146 Italy 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

08.19.222.133 |147.237.76.42 |Wited Sates |refuah.idf.il SQ Injection - Select From 94
194. 88. 154. 138 [147.237.76.86 |Pol and navy. i df.il SQ Injection - Select Fom 28
103. 3. 173. 97 147.237. 77. 233 |\l aysi a atal.idf.il S Injection - Select Fom 24
87.242.112.35 |147.237.77.176 gj::;”ion mat pash. i df .i SQ Injection - Select From 22
184, 173. 233. 226|147. 237.76. 42 |lhited Sates  [refuah.idf.il S Injection - Select Fom 14
103.3.173. 97 147.237.77. 74 |\l aysia lawidf.il QA Injection - Select From 12
84.245.33.104 |147.237.77. 216 |Net her| ands dover.idf.il SQ Injection - Select From 10
209. 15. 196. 171 |147. 237.76.86 |Canada navy.idf.il SQ Injection - Select From 10
46. 19. 85. 164 147.237. 77. 216 |I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 8
87.242.112.35 |(147.237.77.74 ?;Z:;:I”ion lawidf.il SQ Injection - Select From 6
108. 175. 157. 102(147. 237. 77. 233 |Whited Sates  [atal .idf.il S Injection - Select Fom 6
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
64. 87.23.55 147.237.77.74 |Wited Sates  |[lawidf.il SQ Injection - Select Fom 2
66.249.78.146  |147.237.72.166|Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
80. 82. 64. 146 147.237.0.15  [Netherl ands kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
187 184. 177 1151147 237 72. 14 v co dover i df.i1 (ol ) ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

23.244.78.178 |147.237.0.200 |Lhited Sates  [mdu.idf.il ET SCAN Potential SSH Scan 1
87.229.116. 42 |147.237.77.233|Hungary atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
185.106. 92. 47  |147.237. 76. 86 gj;:lnim navy. i df . il ET WEB_SERVER Mii ebl ackcat scanner 1
179. 43. 141. 214 |147.237.77. 121 |Sni t zer| and e.navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 36
100. 33. 4. 146 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
217.132.62.100 |lsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence SNretransmt wth different wndow scal e noni t or
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il dr op SAMrule drop
S reaning Engi ne: TCP i i ssi
185.3.147.173 [israel 147.237.72. 166 |aka.i df . M NG ENQINE. 1L i nval i d segnent retransnissi on. Packet drop 6
I nval i d Retransnissi on|dropped.
46.19. 85. 164 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
5.102.254.199 |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d AGK nunber noni tor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
41.92.57. 204 Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
5. 45. 65. 196 Netherlands  [147.237.77.233|atal .idf.il drop SAMrule drop 4
79.177.112. 147 |Israel 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
213.247.63.11 |Netherl ands 147.237.77.74 |lawidf.il dr op SAMrul e drop 4
79.177.112. 147 |israel 147.237.77. 216 |dover. i of .i Bad TCP sequence SMrAacretransmt withdifferent window ooniior [
Sreaning Engi ne: TCP i i
66.249.66.22  |nited Sates [147.237. 76. 147 |chinuch. aka. i df .11 M NG ENQINE. 1L Inval i d segnent retransmssi on. Packet drop |3
I nval i d Retransnissi on|dropped.
Sreanming Engi ne: TCP i i ssi
87. 70. 98. 59 I'srael 147.237.72. 166 |aka.i df . MNg tngine. L7 finvalid segnent retransmission. Packet drop 3
I nval i d Retransnissi on|dropped.
S reaning Engi ne: TCP i i ssi
207.46.13.132 |Uited Sates [147. 237.77. 243 |nobile.idf.i M NG ENQINE. 1L inval i d segnent retransmissi on. Packet drop |3
I nval i d Retransnissi on|dropped.
i Sreaning Engi ne: TCP i i ssi
93.158. 152, 49  [USSian 147. 237. 76. 147 |chi nuch. aka. i df . i M NG ENQINE. 1L i nval i d segnent retransmssi on. Packet drop 3
Federation I nval i d Retransnissi on|dropped.
Sreanming Engi ne: TCP i i ssi
178. 255. 215. 87 |France 147.237.72. 166 |aka.i df . MNg tngine. L7 finvalid segnent retransmission. Packet drop 3
Inval i d Retransnissi on|dropped.
46.19. 85. 138 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
37.46.39. 170 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 138 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
87.242.112. 35 R‘Sf:;”ion 147.237.77. 176 |nat pash. i df .| SYN At t ack SYN -> SYN-ACK -> Ti meout reject |2
84.95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | dr op SAMrul e drop 2
188.120.148.4  |lsrael 147.237.77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
Kor ea, ! s
175. 123. 98. 240 Republ i ¢ of 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
5.153. 234. 58 Sweden 147.237.77.234 |hal ag.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop 1
81. 203. 73. 36 Spai n 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
185.3.144.113 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
169.229.3.91  Uited Sates [147.287.77.226| 1" chamatz. aka. df 14, o) SAMrul e drop |1
141.212.122. 217|Wnited Sates |[147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
Non- conpl i ant TCP packets com ng from
S reani ng Engi ne: TCP i i
66.249.66.44  |Israel 147.237.0.34  |tikshuv.idf.il 9 =g mitiple external sources vere detected. This . 1
anoral y det ect ed nay result frompotentia network
configuration probl em
175. 123.98. 240 [Fr€2 147.237.76.39 |nobile. neitav.idf.il |drop SAMrule drop 1
Republ i ¢ of
Geo- 1l ocati on
169. 229. 3. 91 Lhited Sates |[147.237.76.44 |e.refuah.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
104.45.18.178 |Netherlands  [147.237.76.30 |hinush.idf.il Instant Messengers 'Sgpa;“ nessenger pattern found, application: oo |1
82.18.69. 135 z'r:;gom 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 1
175. 123, 98. 240 [FO'%2 147.237.76.30 |himsh.idf.il dro SMrule dro 1
CEee T Republ i ¢ of cenh e T P P
169. 229. 3. 91 Wited Sates [147.237.0.15 |kosher-kravi.idf.il |drop SAMrule drop
87.71.4.37 | srael 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect
207.46.13.173 [lhited Sates [147.237.77.170 |naarachot.idf.il Bad TCP sequence Inval id ACK nunber monitor |1
. . Geo- 1l ocati on o
71.6.167. 142 Lhited Sates |[147.237.77.121|e.navy.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
175. 123, 98, 240 [FO'%2 147.237.76.42 |refuah.idf.il dro SMrule dro 1
CEee T Republ i ¢ of cenh e T P P
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop 1
. . Geo-1 ocati on o
106. 186. 113. 132|Japan 147.237.8.27 |e.nadimatal .idf.il Geo- | ocation i nbound enf or cerment drop 1
enf or cenent
82. 18. 69. 135 E?';gegom 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |1
185. 106. 92. 47 R‘F Sf:;”ion 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST reject |1
46. 19. 85. 138 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
Kor ea, . .
175. 123. 98. 240 Republ i ¢ of 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
Geo-1 ocati on
169. 229. 3.91 Lhited Sates [147.237.8.28 |e.nobile-ks.idf.il Geo-1 ocati on i nbound enf or cerent drop 1

enf or cenent
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Atacker Address |Ftacker Target Address |Ste Signature
Count ry
Geo- 1 ocat i on
175.123. 98, 240 |FO'%% 147.237.76. 44 |e.refuah.idf.il Geo- I ocat i on i nbound enf or cenent drop 1
Republ i ¢ of enf or cenent
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|Top Attackers In V\AF|

At t acker . )
Attacker Address count ry Target Address |Site Sgnature

Devi ce
Action

‘Count

54.161.63.37  |Wited Sates  |147.237.77. 216 |dover. i df il Distributed Lhaut hori zed LRL Access on B ock 8
w i df . i | /894-en/ i df gdover . aspx

' . . Distributed Lhauthorized URL Access on
54.159.214.94 |lhited Sates  [147.237.77.216|dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 7

54.163.158. 202 |Wited Sates  |147.237.77. 216 |dover. i df il Distributed Lhaut hori zed LRL Access on B ock 6
w i df . i | /894-en/ i df gdover . aspx

. . . D stributed Unaut hori zed URL Access on
54.226.217.23 |lLited Sates 147.237.77.216|dover.idf .il vow i i 1/ 894- en/ i dff gdover . aspx B ock 5

54.163.63.81  |Wited Sates  |147.237.77. 216 |dover. i df il Distributed Lhaut hori zed LRL Access on B ock 5
w i df . i | /894-en/ i df gdover . aspx

] . . D stributed Lhauthorized URL Access on
54.196.91. 167 |lhited Sates  [147.237.77.216|dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 4

54.161.17.218 |Wited Sates  |147.237.77. 216 |dover. i df il Distributed Lhaut hori zed LRL Access on B ock 4
w i df . i | /894-en/ i df gdover . aspx

: . . D stributed Lhauthorized URL Access on
54.83.118.136 |lhited Sates  [147.237.77.216|dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 4

54.159.118. 249 |Wited Sates  |147.237.77. 216 |dover. i df il Distributed Lhaut horized LRL Access on B ock 4
w i df . i | /894-en/ i df gdover . aspx

. . . D stributed Unaut hori zed URL Access on
174.129. 181. 230|thited Sates 147.237.77.216|dover.idf .il vow i i 1/ 894- en/ i dff gdover . aspx B ock 4

D stributed Unaut hori zed URL Access on

54.205.75.23  |hited Sates  [147.237.77.216 |dover.idf.il vaw i i 1/ 894- en/ i dff gdover . aspx Bl ock 4
82. 210. 20. 27 Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 82.210. 20. 27 B ock 4
54.159.45.119 |United Sates  |147.237.77. 216 |dover. i df . i | Distributed thauthorized UR. Access on Bl ock 3

wa i df . i |/ 894-en/i df gdover . aspx
] . . D stributed Lhauthorized URL Access on
54. 80. 23. 54 Lhited Sates  [147.237.77.216|dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 3

DO stributed Unaut hori zed URL Access on

54.197.171.240 [Wited Sates  |147.237.77.216|dover.idf.il vow i i 1 /894- en/ i dff gdover . aspx Bl ock 3
37.26.148.169 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
54.158.200.98 |lnited Sates  |147.237.77. 216 |dover. i df . i | Distributed Lhauthorized URL Access on Bl ock 3

wa i df . i |/ 894-en/i df gdover . aspx

' : : O stributed Lhauthorized URL Access on
50.17.40.191  |lhited Sates  [147.237.77.216 |dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 3

] . . D stributed Lhauthori zed URL Access on
54.211.234.157 [Wited Sates  |147.237.77.216|dover. i df.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 3

' : : O stributed Lhauthorized URL Access on
54.160. 142. 232 |lhited Sates  [147.237.77.216 |dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 2

] . . D stributed Lhauthori zed URL Access on
54.145.79.121 |[Wited Sates  |147.237.77.216|dover. i df.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 2

' : : O stributed Lhauthorized URL Access on
54.146.154.31 |lhited Sates  [147.237.77.216 |dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 2

] . . D stributed Lhauthori zed URL Access on
54.159.100.46 [Wited Sates  |147.237.77.216|dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 2

' : : O stributed Lhauthorized URL Access on
54.157.37.81  |lhited Sates  [147.237.77.216 |dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 2

] . . D stributed Lhauthori zed URL Access on
23.20.245.57  [Wited Sates  |147.237.77.216|dover. i df.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 2

' : : O stributed Lhauthorized URL Access on
54.198.107.214 |lhited Sates  [147.237.77.216 |dover.idf.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 2

D stributed Lhauthori zed URL Access on

54.87.102.226 [Wited Sates |147.237.77.216|dover. i df.il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 2
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
54.158.179.39 |Wited Sates  |147.237.77.216|dover. i df il Distributed Uhaut hori zed LRL Access on B ock 2

wn i df . i |/ 894-en/i df gdover . aspx
D stributed Unaut hori zed URL Access on

54.92.161.185 |lhited Sates  [147.237.77.216|dover.idf.il vaw i i 1/ 894- en/ i dff gdover . aspx Bl ock 2
208.115.113.82 [Wnited Sates [147.237.0.34 |tikshuv.idf.il |Paraneter Type Molation catld in tikshuv.idf.il/sitel/general.aspx B ock 1
66.249.78.246 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |Bl ock 1
105. 105. 93. 233 |Ageria 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www idf.il/arr/ B ock 1
217.132.62.100 [Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1406- he/ at al . aspx B ock 1
68.180.231.43 |lnited Sates  [147.237.77.216|dover.idf .il Paraneter Type M ol ati on PageNumin waw i df.il/1397-en/ dover.aspx |B ock 1
141.212.122. 209|lhited Sates  [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ Bl ock 1
54.242.19.74  |Uited Sates  [147.237.77.216dover. i df .i| [0 >0 Duted dhaltnord ;ngéﬁ‘aﬁgiess on Bl ock 1
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