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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 3951
79.179. 224. 72 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | ock Wdp Al Nets drop 3
134. 147. 203. 115 Ger many 147. 237. 76. 147 chi nuch. aka. i df . il Block Np Al Net drop 2
94.102. 52. 10 Net her | ands 147.237.77. 227 e hanaz.idf.il Block Np Al _Net drop 1
66. 240. 236. 119 Lhited Sates 147.237.0. 35 akaws. i df i | Block Np Al Net drop 1
85. 25. 217. 46 Ger nany 147.237. 76. 201 e atal.idf.il Bl ock_Ulp Al _Nets drop 1
85. 25. 217. 46 Ger many 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets drop 1
93. 201. 94. 199 Ger nany 147.237.0. 16 ny- kosher-kravi .idf.il ock Np Al Net drop 1
85. 25. 217. 46 Ger nany 147.237. 76. 200 eitan. aka. idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site Sgnature

149.78.161.33 |Israel 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 7
66.76.174.2 Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 5
213.246.49.97 |France 147.237.76.31 |nakchal .idf.il 5670: HITP. SQ Injection (SALECT) B ock 4
87.70. 98. 59 I srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
66.76.174. 2 Lhited Sates 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
93. 89. 19. 29 Tur key 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 4
106. 120. 173. 139|Chi na 147.237.77.216 |dover.idf .il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
69.30.215.130 [Lhited Sates 147.237.77. 176 |nat pash. i df . i | C1000074: HTTP: naj estic bot Bl ock 2
106. 120. 173. 142 |Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 2
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
62. 98. 38. 146 Italy 147.237.77.216 |dover.idf .il CL000008: HTTP: Xenu User Agent B ock 1
163.47.12.170 |India 147.237.77.216 |dover.idf .il C1000008: HTTP: Xenu User Agent Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf .il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
185. 106.92. 47  |Russi an Federation [147. 237. 77. 226 |Www. chanat z. aka. i df . i | |20085: HTTP. M ebl ackcat Security Scanner Initial Request |Bl ock 1
185. 106. 92. 47  |Russi an Federation |147. 237. 77. 226 [waw chanat z. aka. i df . i | [20086: HTTP. M ebl ackcat Security Scanner B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
66.249. 66. 187 |l srael 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
188. 214. 249. 152 |Romani a 147.237.77.216 |dover.idf .il C1000008: HTTP: Xenu User Agent Bl ock 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

46.19.85.164  [147.237.77. 216l srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 36
66. 76. 174. 2 147.237.77.74 |lhited Sates  [lawidf.il SQ Injection - Select Fom 31
213.246.49. 97 |147.237.76.31 |Rance nakchal .idf.il S Injection - Select Fom 9
93.89.19. 29 147. 237. 77. 233 | Tur key atal.idf.il SQ Injection - Select From 6
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
179. 43. 141. 214 |147. 237.8.27  |Satzerl and e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
122.141. 236. 69 |147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
108. 67. 169. 124 |147. 237. 77. 233 |Wnited Sates  |atal.idf.il SQ Injection - Select Fom 1
106. 186. 113. 67 |147. 237. 72. 166 |Japan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
198.20.69. 74  |147.237.76.176|lhited Sates  |test.ncore.idf.il ET DRCP Dshield B ock Listed Source 1
185.106. 92. 47 |147.237.77. 226 RFéZZi:tl}on win chanat z. aka. i df i | [ET WEB_SERVER Mii ebl ackcat scanner 1
162. 144. 41. 122 |147.237.8.27 |UWited Sates |e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
122. 141. 236. 69 [147. 237. 76. 31 |Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
106. 186. 113. 67 |147. 237. 72. 167 |Japan i shuri maka. i df.il ET SCAN NVAP -sS w ndow 1024 1
104.192.0.18 |147.237.77.19 |Wited Sates  |lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
77 253.11. 100|147, 237 76. 86 |Fol and ey, i df i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198.20.69. 74 |147.237.76.42 |lhited Sates  |[refuah.idf.il ET DRCP Dshield B ock Listed Source 1
180,15 35.57  |147 237 0.33 |mrazi| il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

|
enf or cenent

country Target Address [Ste Signature
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
S reaming Engi ne: TCP i i ssi
109. 66. 63. 181 |l srael 147.237.72. 166 |aka. i of . i mng tngine: 7 nvalid segnent retransmssion. Packet drop 15
Inval i d Retransm ssi on dr opped.
46.19. 85. 164 I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
46.19.85.116 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber monitor |12
46.19.85.116 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
141.0.14. 90 Eur ope 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.46.39.217 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval id ACK nunber monitor |7
2.53.188.75 | srael 147.237.72. 167 |ishurimaka.idf .i1|SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37.26.149.214 |lsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reaning Engi ne: TCP i i ssi
79. 180. 170. 254 |1 srael 147. 237.72. 166 |aka i of . i mng tngine: 7 Invalid segnent retransmssion. Packet dr op 6
Inval i d Retransnission dr opped.
46.19.85.116 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert
89. 108. 144. 116 |Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.116 |lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
77.171.158. 105 [Netherlands  |147. 237. 77. 216 |dover. i df .1 Bad TCP sequence ssca::m retransmt wth different wndow |0 |,
S reaning Engi ne: TCP i i ssi
74.89.106.151 |wited Sates |147.237.77. 243 |mobile.idf.il mng tngine: 7 Invalid segnent retransmssion. Packet dr op 4
Inval i d Retransnission dr opped.
S reamng Engi ne: TCP i i ssi
79.181.31.62 |Israel 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
77.171.158. 105 [Netherl ands ~ |147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
166.129.181.3 |[United States |147.237.72.166 |aka.idf.il Bad TCP sequence Ssca:gCK retransmt with different wndow 1 oo |3
reamn ine: T i i ssi
87.70.20.238 |Israel 147.237.72. 166 |aka.i df . Streamng Engine: TP finvalid segment retransmission. Packet drop 3
Inval i d Retransni ssion dr opped.
Sreamng Engi ne: TCP i i sSi
46.19.85.122 |israel 147.237.72. 166 |aka. i df . mng Engine: 7 nvalid segnent retransmssion. Packet drop 3
Inval i d Retransm ssion dr opped.
reamn ine: T i i ssi
176.13.1.102 [ srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. Packet drop 3
Inval i d Retransni ssion dr opped.
Sreamng Engi ne: TCP i i ssi
2.55.134.234 |Israel 147.237.72. 166 |aka. i df . mng Engine: 7 nvalid segnent retransmssion. Packet drop 3
Inval i d Retransm ssion dr opped.
i S reaning Engi ne: TCP i i ssi
130.193.51. 91 |USSIan 147. 237.76. 200 |ei tan. aka.i df . i mng tngi e nvalid segnent retransmssion. Packet drop 3
Federati on Inval i d Retransm ssion dr opped.
185.32.179. 73 |l srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 3
reamng Engi ne: T i i ssi
176.13.16.177 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TP imvalid segnent retransnission. Packet drop 3
Inval i d Retransmnission dr opped.
S reaming Engi ne: TCP i i ssi
84.110.33.71 | srael 147.237.72. 166 |aka. i of . i mng tngine: nvalid segnent retransmssion. Packet drop 3
Inval i d Retransm ssi on dr opped.
Sreamng Engi ne: TCP i i ssi
66.249.66.32 |Wited Sates |147.237.76. 147 |chi nuch. aka i df .i mng thgi ne. Ivalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
S reaming Engi ne: TCP i i ssi
79.179.194.55 |israel 147.237.72. 166 |aka. i of . i mng tngine: nvalid segnent retransmssion. Packet drop 3
Inval i d Retransm ssi on dr opped.
77.171. 158. 105 [Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
S reaning Engi ne: TCP i i ssi
109. 65. 87. 250 |1 srael 147. 237.72. 166 |aka. i of . i1 mng thgine: 7 nvalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
Sreamng Engi ne: TCP i i ssi
178. 256. 215. 87 |France 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnissi on dr opped.
S reaning Engi ne: TCP i i ssi
66.249. 66.44 |wited Sates |147.237.0.34 |tikshuv.idf.il mng tngine: 7 nvalid segnent retransmssion. Packet dr op 3
Inval i d Retransnission dr opped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
77.171.158. 105 [Netherl ands ~ |147. 237. 77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or
166.129.181.3 |lLhited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
79.177.127.85 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence ssca::m retransmt with different wndow 1 o0 o
S reaning Engi ne: TCP i i ssi
66.249. 66.191 |Wited Sates |147.237.76.86 |navy.idf.il mng tngine: 7 nvalid segnent retransmssion. Packet dr op 2
Inval i d Retransnission dr opped.
o Streaning Engine: TCP TGP segnent _V\'rt_h ur gent poi nt er (no data).
46.19. 85. 164 | srael 147.237.77. 216 |dover.idf.il Ugent data indication was stripped. H ease drop 2
Wgent Data Enforcement | e to sk3ssso.
Sreamng Engi ne: TCP i i ssi
66.249.78.146 |United Sates |147.237.72. 166 |aka.idf.il mng thgi ne. I1valid segnent retransmssion. Packet drop 2
Inval i d Retransnission dr opped.
37.142.68.52 |lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni tor |2
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . il drop SAMrul e drop 2
79.177.127.85 |israel 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti meout alert 2
46. 19. 85. 164 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
46. 19. 85. 59 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |2
S reaning Engi ne: TCP i i ssi
84.111.10.6  |Israel 147.237.72. 166 |aka. i of .i | mng tngi e nvalid segnent retransmssion. Packet drop 2
Inval i d Retransnission dr opped.
5.22.135.188 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.177.127.85 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46.19.85.164 |Israel 147. 237.77. 216 |dover. i of .| Bad TCP sequence Ssca::a( retransmt with different wndow 000 o
5.22.135.188 |lsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber monitor |1
Geo- | ocati on
169.229.3.91 |lhited Sates [147.237.8.27 |e.nadimatal.idf.i Geo-1 ocati on i nbound enf or cerent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
149.78.45.151 |Uhited Sates [147.237.0.19 |nadimatal.idf.il |Dstributed Suspicious Response Code B ock 226
] . . D stributed Unauthori zed URL Access on
54.227.3.234  |lhited Sates [147.237.77.216|dover.idf . il v i i 1/ 894- en/ i dff gdover . aspx Bl ock 8
54.145.224.236 |Wnited Sates |147.237.77. 216 |dover. i df .i | Distributed Uhaut hori zed URL Access on B ock 7
vy i df . i |/ 894-en/i df gdover . aspx
] . . D stributed Unaut hori zed URL Access on
23.20.38.178  |lhited Sates [147.237.77.216|dover.idf . il v i i 1/ 894- en/ i dff gdover . aspx Bl ock 4
54.196. 8. 2 Wited Sates  |147.237.77.216|dover. i df . i Distributed Uhaut hori zed URL Access on B ock 4
vy i df . i |/ 894-en/i df gdover . aspx
46. 19. 85. 22 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
46.119.127. 129 |Wraine 147.237.76.42 |refuah.idf.il Ml tipl e Uhaut horized URL Access from 46. 119. 127. 129 B ock
82.81.57.110 | srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock
] . . D stributed Unauthori zed URL Access on
107.21. 165. 217 |Uited Sates |147.237.77.216|dover.idf.il v i i 1/ 894- en/ i dff gdover . aspx B ock 2
54.161.17.218 |[Whited Sates |147.237.77. 216 |dover. i df .i | Distributed thauthori zed UR. Access on B ock 2
vy i df . i |/ 894-en/i df gdover . aspx
] . . D stributed Unaut hori zed URL Access on
54.144.97.150 |lhited Sates [147.237.77.216|dover.idf . il v i i 1/ 894- en/ i dff gdover . aspx Bl ock 2
107.21. 165. 217 |Uhited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 2
: ] ] D stributed Unauthori zed URL Access on
54.211.241.100 |thited Sates (147.237.77.216 |dover.idf . il v i i 1/ 894- en/ i dff gdover . aspx Bl ock 2
5. 255. 253. 10 RJF Sﬁ::ﬂ on 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww | aw i df . il /320-en/ pat zar . aspx. B ock 1
. . . . Paraneter Type Mol ation FHleNane in
78.58.175.202 |Lithuania 147.237.77.74 |lawidf.il wwe | aw i of i 1/t enpl at es/ getfil ef getfil e. aspx Bl ock 1
. . Unaut hori zed URL Access to
176. 9. 58. 227 Ger many 147.237.76.42 |refuah.idf.il ref ua. at al i df .|/ shar ed user cont rol s/ header pper/ Bl ock 1
66.249.64.230 |[Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
46.119.127. 129 |Wraine 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal.idf.il/xnrpc. php B ock 1
78.58.175.202 [Lithuania 147.237.77. 216 |dover . i df .i | Paranet er Type Mol ati on PageNumin v i df . il/1398-en/ dover. aspx |Bl ock 1
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . D stributed Unhaut hori zed LRL Access on
186. 89. 157. 173 |Venezuel a 147.237.72. 166 [aka. i df . i | v aka. i df i 1/ vp-| ogi n. php Bl ock 1
141.8.132.78 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to v idf.il/1294-en/ww idf.il/english |B ock 1
. . Unaut hori zed Met hod HEAD for
92.176.146.78 |France 147.237.72. 166 [aka. i df . i | aka. i df .i|/nai i/ sachar/vi ewpaysl i p. aspx Bl ock 1
. . . . Paraneter Type Mol ation InfoGenterltemin
78.58.175.202 |Lithuania 147.237.77.74 |lawidf.il v | aw i i1/t enpl at es/ get i | ef getfi | e. aspx Bl ock 1
Russi an . . Unaut hori zed URL Access to
178.154.189. 201 o - 147.237.77.74 |lawidf.il v | aw i o . i |/ 592- 6584- en pat zar . aspx, Bl ock 1
66. 249. 66. 16 I srael 147.237.0.19 |nadimatal .idf.il | hori zed LRL Access to I Bl ock 1
nadi matal .idf.il/appl e-app-site-associ ation
78.58.175.202 |Lithuania 147.237.77. 216 |dover.i df .i | Paraneter Type Miolation SortDr in wwidf.il/1398-en/dover.aspx  |B ock 1
. . Uhaut hori zed URL Access to
66.249.78.111 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp Bl ock 1
Korea, Republic . . . Lo . .
203. 133. 170. 205 of 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/nodiin/ defaul t.aspx B ock 1
141.212. 122. 209|hited Sates [147.237.72.166|aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
93.61.127. 89 Italy 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
. . . . Paranet er Type M ol ati on PageNumin
78.58.175.202 |Lithuania 147.237.77. 176 [nat pash. i df . i | v cogat i df i | / 901~ en/ cogat . aspx B ock 1
185.118.27.8 Lebanon 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 121  [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar edl ¢l i ent scri pt s/ si debar/ si debar | s B ock 1
123. 59. 59. 52 Chi na 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www maf engwo. cn/ 14- he/ pat zar . aspx  |Bl ock 1
78.58.175.202 |[Lithuania 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation lang in wwidf.il/1398-en/ dover. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx Bl ock 1
93.61.127.89  |italy 147.237.72. 166 |aka. i df . i | Distributed thauthori zed UL Access on B ock 1
ww aka. i df . i |/ wp-1 ogi n. php
. . . . Paraneter Type Molation SortOr in
78.58.175.202 |Lithuania 147.237.77. 176 [nat pash. i df . i | v cogat i df i | / 901- en/ cogat . aspx B ock 1
185.118.27.13 |Lebanon 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 123 | sr ael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/scrol | er/j query.j carousel . j s B ock !
54.157.37.81  |Wnited Sates |147.237.77. 216 |dover. i df .i | Distributed thauthori zed UR. Access on B ock 1
vy i df . i |/ 894-en/ i df gdover . aspx
i nobi | e. nei tav. i df.
128. 232. 110. 28 z";;gom 147.237.76.39 | Unaut hori zed URL Access to 147, 237. 76. 39/ B ock 1
79.181.31.62  |israel 147.237.72. 166 |aka. i df . i | lllegal Byte Qode Character in URL /nai nfkapat z//res#012 B ock 1
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