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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4112
78.83.111. 251 Bul gari a 147.237. 76. 147 chi nuch. aka.idf.il B ock_Udp Al _Nets drop 4

79.182. 36. 215 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

94. 102. 49. 116 Net her | ands 147.237.77. 121 e navy.idf.il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1

94.102. 52. 10 Net her | ands 147.237.0. 33 idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
84.229. 28. 153 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 8
106.120.173.139  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 8
79.179. 113. 100 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
104. 156. 251. 29 Lhited Sates 147.237.72.166 |aka.idf.il C1000016: HTTP. adnministrator in LR B ock 1
123.126.113. 19 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 150 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
89.248.167. 131 |[147.237.77.19 [Netherlands | awforumidf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147. 237. 76. 147 [Net her | ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
89.248. 167. 131 |147.237.72. 167 |Net her | ands i shuri maka.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |[147.237.0.34 |Netherlands tikshuv. idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
201 33.34. 103|147 237, 0.15 |mazi| vosher-kravi i df i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 82.78. 38 147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.182.170.38 [147.237.76.39 |China mobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
36. 84. 76. 230 147. 237.76. 30 |l ndonesi a hi nush. i df il ET SCAN NMAP -sS wi ndow 1024 1
89.248.167. 131 |[147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
14,39 145. 19 147 237, 76, 34 |KOrEa Republic yohal an.idf i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
89.248.167. 131 |147.237. 76. 199 [Net her | ands e.nakchal .idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237.76.86 |[Netherlands navy.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |[147.237.8.50 [Netherlands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 [147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN Potential SSH Scan 1
87.229.116.42 [147.237.0.200 [Hungary mu. i df il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147.237.0.19 |Latvia nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61.182.170.38 [147.237.76.198|Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |147.237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 77. 179 |Net her| ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
36. 84. 76. 230 147.237.8.45 |l ndonesi a e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
93.172.168. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 52
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
46. 19. 85. 62 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
79.183.173.69 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor |16
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.109  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 93 | srael 147.237.72. 156 [anan. i df . il dr op First packet isn't SN drop 10
79.177.230. 134 |lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
o SYN+ACXK retransmt wth .
79.177.230. 134 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vi ndow scal e monitor |6
Sreaning Engine: TP Invalid i i ssi
37.142.73.252  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.41. 89 I'sr ael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
79.177.50. 57 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
109. 60.84.182 |Qoatia 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop
79.177.230.134 [Israel 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout aert
Sreaning Engine: TCP Invalid i i ssi
66.249.66.29  |United Sates |147. 237. 76. 147 |chi nuch. aka.i of . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
80.179.241.26 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
2.53. 144. 67 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 189. 124 |1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.170. 112 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.228.216.138 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
79.181.19.19  |[Israel 147.237. 77. 226 WI"‘IW chamat z. aka. 1df |\ At t ack SYN -> SYN-ACK -> Timeout  |reject 3
2.53.39.108 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
176.13.7.239  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. o 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
207.46.13.183 |Wnited Sates [147. 237. 72. 166 [aka. i of . il 9 =g Invalid segnent retransmssion. g 2
Ret ransmi ssi on Packet dropped.
2.53.51.208 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
79.177.3.203 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
87.69. 83. 74 I srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 2
87.69.83. 74 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |2
213.57. 45. 97 | srael 147.237.77. 234 |hal ag.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
87.70.126. 99 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
79.177.83.126 |lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
. o SYN+ACXK retransmt wth .
41.216.161. 147 |Ngeria 147. 237. 77. 216 |dover.idf .il Bad TCP sequence different vi ndow scal e noni t or 1
84.109. 94. 243 |Israel 147.237.77. 234 |hal ag.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates |147. 237. 72. 167 |i shurimaka.idf .il dr op SAMrul e drop 1
5.102.254. 108 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
130. 193. 216. 120|iraq 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 1
o SYN+ACK retransmt wth .
79.176.95. 15 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence different i ndow scal noni t or 1
106. 186. 113. 132[Japan 147.237.77.19 [lawforumidf.il dr op SAMrul e drop 1
216.243.31.2 Wited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 153 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
85. 65. 244. 86 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates |147.237. 77. 205 |prisha.i df.il dr op SAMrul e drop 1
141.212. 122. 216|Wited Sates |147. 237. 76. 201 |e. atal i df .i | Geo- | ocati on enf or cenent (:;?o'rgZi'nf” I nbound drop 1
79.177.172.190 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
109. 60. 84.182 |Qoatia 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
216.243.31.2  |Wited Sates |147. 237.76. 197 [e. hi nush.i df . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
73.171.202.86 |United Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104. 156. 251. 29 |Wnited Sates |147. 237. 72. 166 [aka. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19. 85. 34 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109.126.25 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
149. 88. 37. 63 | srael 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 149. 88. 37. 63 B ock 7
104. 156.251. 29 [lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unhauthorized URL Access from 104. 156, 251. 29 B ock 5
109. 64. 239. 135 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
104. 156.251.29 |[Uhited Sates |147.237.72.166|aka.idf.il Dstributed PHP At enpt B ock 4
37.26.148.131 |israel 147. 237.77. 216 |dover . i df . i | m“it(;':riilzl‘iinﬁt ﬁgfﬁs\fsftloash/ I B ock 3
104. 156. 251. 29 |Uhited Sates [147.237.72.166|aka.idf.il Ml tipl e Admin Bl ocking from 104. 156. 251. 29 B ock 3
46.19. 85. 42 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 74 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
37.26.147.176 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
208. 105. 66. 42 Lhited Sates |[147.237.77.216|dover.idf.il DO stributed Whaut horized URL Access on ww idf.il/error.htm Bl ock 2
46.19. 85. 211 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock 1
141.212.122. 209|nited Sates [147.237.72.167(i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
79.183.173.69 [Israel 147.237.76.42 |refuah.idf.i| e e L0 aspx Bl ock 1
62.210.254.52  |France 147.237.72. 166 |aka. i df . i | mn;’kv:izf:f ?rf;:lr n/i"?r;'fjs?galixncha' ashx None 1
173.252.115.8 |Uited Sates [147.237.77.216|dover.idf.il Dstributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 1
66.249.78.146 I srael 147. 237. 72. 166 |aka. i df . i | m”;‘gii;fé?lﬁyﬁgfﬁf; 1 e co. N Bl ock 1
213.57.157.177 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for vww aka. i df . i |/ mai n/ sachar/ B ock 1
80.138. 198. 224 |Israel 147.237.76.42 |refuah.idf.il ﬂ?.”é??.rééefz%ﬁiﬁ?eéﬂ et css Bl ock 1
65. 55. 210. 96 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
176.13.15. 39 | srael 147.237.0.17 ][n in|y_ kosher-kravi. 1 Irrlllnfgilos?;ré}nlfrtae\;i Elngl?d: In/ga: f;?(/icf: eat ecapt chai nage. aspx None !
66.249.78.230 | srael 147. 237.77. 243 |nobi | €. i df . i | nﬁ;ﬂteh?gf.sz/aﬁ :Ca;§S; tte‘?associ tion Bl ock 1
219.74.148. 111 |9 ngapore 147.237.77. 216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
149. 88. 37. 63 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 1
93.196.126.52  |Ger many 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx |B ock 1
66. 102. 7. 226 Uhited Sates |[147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
199. 30.16. 165 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
24.36.51. 39 Canada 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wwuidf.il/894-en B ock 1
104. 156. 251. 29 |Uhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to wwu aka. i df . il/wp-1ogin. php B ock 1
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
157.55. 2. 182 Lhited Sates |[147.237.77.216|dover.idf.il DO stributed Whaut horized URL Access on ww idf.il/error.htm B ock 1
104. 156. 251. 29 |Uhited Sates [147.237.72.166|aka.idf.il Adnin Bl ocki ng B ock 1
66. 249. 64. 233 [Israel 147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
207. 46.13. 11 Lhited Sates |[147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/site/general.aspx |B ock 1
72.9.148.10  [lnited Sates [147.237.76.86 [navy.idf.il m“tnze;' izzf_ e navy. aspx. aspx Bl ock 1
46. 19. 85. 238 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ nav. css |B ock
173.251.20. 242 |lnited Sates [147.237.77.216|dover.idf .il Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 1
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