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|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

|Target Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 3857
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets dr op 3
113. 248. 166. 23 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il B ock Udp Al Nets drop 2
94. 102. 52. 10 Net her | ands 147.237.77. 243 nobi le.idf.il Bock Np Al Net drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 42 refuah.idf.il B ock_Udp Al Nets drop 1
134.147. 203. 115 Ger nany 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
109. 67. 210. 48 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 10
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
109. 65. 0. 156 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
192. 168. 0. 15 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1

66. 249. 66. 154 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry

66.249. 69. 153 [147.237.77.74 [lhited Sates |lawidf.il ET SCAN NVAP -sA (2) 1590
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177.207. 143. 25 [147.237.0.33 |Brazil idf.il ) 1
Potential Scan or Brute Force
. o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port deni al
106. 38. 241. 106 [147. 237. 72. 166 |Chi na aka idf.il . 1
of service attenpt
106.184.2.29 |147.237.0.19 [Japan nadi matal .idf.i|ET SCAN Potential SSH Scan 1
80. 82.78. 38 147.237.77. 74 |Nether| ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
36.84.76.230 [147.237.8.14 [Indonesia e.orchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SYNretransmt wth different

5.28.187. 201 I srael 147.237.77.233 |atal .idf.il Bad TCP sequence . noni t or 203
w ndow scal e

Sreaming Engine: TGP Invalid i i sSi

89.139.177.97 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 42
Ret r ansni ssi on Packet dropped.

41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrule drop 36
Sreamng Engine: TCP Invalid i i ssi

109.67.174.13  |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dropped.

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi

185.3.147.173  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 6

46. 19. 85. 46 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni t or 6
Sreamng Engine: TCP Invalid i i ssi

109. 65.228.55 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

79.182.163.4  |israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid  invalid segnent retransmssion. |, op 6
Ret ransni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

94.230.86.164 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5

2.53.148. 189 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreaming Engine: TGP Invalid i i ssi

97.77.25.226  |tnited Sates  |147.237.72. 166 |aka i df .il 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

79.183.128.48 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 64.203.88 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

217.132.34.113 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

80. 178. 202. 136 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.55.155.233  |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.182. 1. 67 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.13. 8. 33 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

5.102. 254. 65 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

79.182.129.30 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

2.53.3. 46 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

Russi an o Streaming Engine: TCP Invalid |invalid segnent retransnission.

141.8.182.112  [C oo 147.237.72. 166 |aka. i df i Ret r ansmi ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i sSi

207.46.13.120 |Wited Sates |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

84.109. 230. 97 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid AGK nunber noni t or

66.102. 9. 101 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

46.120. 219. 146 [l srael 147.237.77. 170 |mearachot. i df .il [Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi

207.241.225. 235|United Sates  |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.

2.53.170. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

46.120. 219. 146 [l srael 147.237.77. 170 |mearachot. i df .il [Bad TCP sequence Inval i d ACK nunber noni t or
Sreanmng Engine: TCP Invalid i i ssi

207. 241. 226. 216U ted Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.

106. 38. 241. 106 |Chi na 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2

106. 38. 241. 106 |Cni na 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

92.237.187.34 |United Kingdom|147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber aert 2

64.233.172. 155 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2

92.237.187.34 |United Ki ngdom|147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

109. 66. 58. 197 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 2

46.117.121. 218 |[Israel 147. 237. 77. 216 |dover.idf .i Bad TCP sequence Inval i d ACK nunber noni t or 1

216.243.31.2 Lhited Sates  [147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1

5. 153. 234. 58 Sweden 147.237.8.28 |e.mobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1

5.22.135.188 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber noni t or 1

149.78.154.69 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 1

108.61.228.87 |[wnited Sates |147.237.77. 234 |hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

216. 243.31. 2 Uited Sates |147.237.77.178|e.natpash.idf.il [Geo-1 ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent |dr op 1

93.44.103.160 |italy 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 1

5.29.245. 105 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1

162. 144. 41. 122 |wited Sates  |147.237.72. 167 |i shurimaka.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.185. 58 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 105
46. 19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 57
109. 253. 142. 152|I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 9
] . . Unaut hori zed URL Access to
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 5
79.178.197.139 [israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
79.183.35.134 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
188. 143. 232. 123 R‘Sf;:t”i o 147. 237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 188. 143. 232. 123 B ock 4
2.55. 155. 233 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock
79.183.35.134 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ Bl ock
37.26.149.218 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
. . . S Lhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72.166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.43 |lhited Sates  |147.237.77.216|dover.idf.il v i df i 1/ 1397- en/ dover . aspx B ock 1
. . Paraneter Type Mol ati on PageNumin
217.78.4.232  [ireland 147.237.77. 216 [dover. i df . il v i df i 1/ 1398- en/ dover . aspx B ock 1
207.46.13. 19 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on ww idf.il/error. htm B ock 1
. . . Unaut hori zed URL Access to
66.249. 66. 162 |l srael 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p, st oragel i 1 es/ 7/ 1557. | pg B ock 1
68.180.231.43 |Wnited Sates |147.237.77.216|dover.idf .il Paraneter Type M ol ation PageNumin B ock 1
waw i df . i1/ 1779- he/ dover . aspx
217.78. 4.232 I'rel and 147.237.77. 216 |dover.idf .il Paraneter Type Mol ation SortDr in wwidf.il/1398-en/ dover.aspx |B ock 1
- kosher - kravi . i df i
66.249. 65. 232 [ srael 147.237.0.16 |- KoSher-kravi. idf Junaut hori zed UL Access to . Bl ock 1
il v ny- kosher-kravi . i df.il/style/1. he/grid.css
207.46.13.172 |whited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | awidf.il/14-he B ock 1
. . O stributed Whaut hori zed URL Access on
66.249.78.111 |l srael 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . Paraneter Type Mol ati on PageNumin
217.78. 4. 232 Irel and 147.237.77. 176 |nat pash. idf.il WA cogat . i df . i |/ 901- en/ cogat . aspx Bl ock 1
5. 28.187. 201 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx  |B ock 1
157.55.39.205 |Uhited Sates |147.237.72. 156 |anan.idf.il Uhaut hori zed URL Access to |ist.ips.gov.il/robots.txt B ock 1
74.95.149.205 |thited Sates  [147.237.77.176 |nat pash. i df . i | Distributed Suspici ous Response Qode B ock 1
217.78. 4.232 I'rel and 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation lang in waidf.il/1398-en/ dover. aspx B ock 1
-kosher-kravi . i df |ostri i
66.249. 65,239 I srael 147.237.0.16 |- KOSher-kravi. idf Ioistri buted tnaut hori zed LRL Access on Bl ock 1
R v ny- kosher -kravi . idf.il/robots. txt
207.46.13.183 |lLhited Sates  |147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
. . Unaut hori zed Met hod CPTI ONS for
82.81.3.151 I srael 147.237.72.166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
. . Unaut hori zed URL Access to
66.249.78.234  |[Israel 147.237.72.166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 4/ 69054. pf B ock 1
217.78.4.232  |ireland 147.237.77.176 |nat pash. i df . i | Paraneter Type Mol ation SortOr in Bl ock 1
wan cogat . i df . i | /901-en/ cogat . aspx
. . - Unaut hori zed URL Access to
66.249. 66. 154 |l srael 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ si p, st or age/ i | es/ 8/ 1558. ] pg B ock 1
208.115.113.82 |lnited Sates [147.237.0.34 |ti kshuv.idf.il Mil tipl e Unaut hori zed LRL Access from 208.115. 113. 82 Bl ock 1
. . Unknown Pararet er ctl 00%ct | 00$cphMai n$cphSachar $cb14641127
87. 70. 29. 156 I srael 147.237.72. 166 |aka. i df . i | in aka.idf.il/mainsachar/ paysl i ps. aspx None 1
. . O stributed Whaut hori zed URL Access on
66.249.78.240 |l srael 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . Paraneter Type Molation lang in
217.78. 4. 232 Irel and 147.237. 77. 176 |nat pash. idf.il WA cogat . i df . i |/ 901- en/ cogat . aspx Bl ock 1
37.187.114.171 |France 147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to /irj/portal B ock 1
199. 47.81. 13 Lhited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/1497- B ock 1
79.183.35.134 |[Israel 147.237.76.31 |nakchal .idf.il Ml tiple Unhauthorized URL Access from 79. 183. 35. 134 B ock 1
66. 249. 66. 158 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ robots. txt B ock 1
2.53.185. 58 | srael 147.237.0.19 |nadimatal .idf.il SSL Untraceabl e Connection - Qpen Mde None 1
208.115.113.82 |[thited Sates [147.237.0.34 |ti kshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/site/links. aspx B ock 1
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