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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 2595
101. 201. 147. 32 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 f orward 2
159. 104. 163. 19 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.102. 52. 10 Net her | ands 147.237.8. 14 e.orchot.idf.il Bock Np Al Net drop 1
141. 212. 122. 125 Lhited Sates 147. 237.76. 38 eeneitav.idf.il Block Udp All Nets drop 1
159. 104. 163. 20 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.102. 52. 10 Net her | ands 147.237.72. 217 e.idf.il B ock Np Al _Net drop 1
159. 104. 163. 17 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.102. 52. 10 Net her | ands 147.237.77. 226 W chanat z. aka. i df . i | Bock Np Al Net drop 1
159. 104. 163. 18 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 148 gocenter. aka.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

|Attacker Gountry

Attacker Address

Target Address

|Site

|Sgna1 ure

Devi ce Action |Oount

109. 253. 222. 139  |Israel 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 154 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

2.53. 184. 204 147. 237. 77. 233 |I srael atal .idf.il 13
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.79.202 |147.237.76.39 |Wited Sates  |[nobile meitav.idi.i|ET SCAN NVAP -sA (2) 2
89.248.167. 131 [147.237.0.34 [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
37.26.149.152 |147.237. 72. 166 |l srael akaidf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
195. 216. 176. 244|147. 237.76.30 |Latvia hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
180.97.81. 71 147.237.8.28 [China e.mobi le-ks.idf.il [ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248. 167. 131 |[147.237.76.39 [Netherlands nobi | e. neitav.idf.i|ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 76. 44 |Latvia e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
165.138.213.4 |147.237.8.45 |lhited Qates eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
106. 184. 2. 29 147. 237. 77. 212 |Japan e. dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce

Attacker Address count ry Target Address |Ste Signature Action

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 30
Sreaning Engine: TP Invalid i i ssi

84.109. 106. 130 I srael 147.237.76.31 |nakchal .i df .i| 9 =9 Invalid segnent retransmssion. o 14
Ret ransni ssi on Packet dropped.

85.64.28.25 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi

79.181. 213. 106 I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 210 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6

reamn ine: TCP Invali i i ssi

31.168.114.74 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 210 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6

79.178.17.18 I srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

46. 19. 85. 210 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 4

46. 19. 85. 210 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4

reaning BEngine: TCP Invali i i ssi

46.121.73.89  |Israel 147.237.72. 167 | shrimaka ior. i1 | €amng Engine: TCP Invalid invalid segnent retransnission drop 4
Ret ransmi ssi on Packet dropped.

5.22.130. 119 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber moni tor |4

o SYN+ACK retransmt wth .
79.177.224. 151 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vi ndow scal e monitor |3

Sreaning Engine: TCP Invalid i i ssi
87.71.25.167  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
reamn ine: TCP Invali i i ssi
109. 65. 113. 190 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.243.11 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.182.132.64 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.0.217  |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
5.22.130.100  |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 160. 200. 139|i srael 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
185. 27. 105. 165 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.220.87 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.181.98.82  |Israel 147.237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 223. 229|i srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
188. 120. 154. 51 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber moni tor |3
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 4 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 147. 210 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178.207. 171 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. o 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181. 154. 213 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
79.177.224.151 |lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
109. 64. 160. 117 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
79.179.0.5 I srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
37.26.149.152 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
94. 230. 86. 31 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
46.117.19.15  |israel 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.

o SYN+ACK retransmt wth .
79.179.0.5 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence different vi ndow scal e monitor |2
37.26.149.174 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence alert 2

W chanat z. aka. i df SYN+ACK retransmt with .
46. 19. 85. 126 I srael 147.237.77.226 || Bad TCP sequence ditferent window scal e nonitor |2
37.26.149.174 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |2
37.26.149.174 |lsrael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 2
80. 246. 139. 188 |l srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
79.179.0.5 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
37.26.149.152 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 2
84.228.197.121 |[lsrael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
184.105.139. 86 |Wnited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.174 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber noni t or 1
149.78.178.12 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
216.243.31.2  |Wited Sates |147. 237. 76. 198 [e. yohal an.idf . Geo- | ocati on enf or cenent Sﬁ?o'rggi:]?n I nbound drop 1
5.102.242.158 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.151. 35. 218 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 76
109. 253. 142. 254/1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 53
5.189.190.212 |Ger many 147.237.77. 216 |dover.idf.il Dstributed Suspicious Response Code B ock 20
85.64.117. 141 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
. . . Unaut hori zed URL Access to
46. 19. 85. 227 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 Bl ock 3
131. 253.25.202 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v i df.il/error.htm B ock 3
. . Unaut hori zed URL Access to
46.117.10. 21 I srael 147.237.76.86 |[navy.idf.il v navy. i o i |/t enpl at es/ gener al / nobi | e Bl ock 3
46.19. 85. 227 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unauthorized URL Access from 46. 19. 85. 227 B ock
109. 253. 222. 139l srael 147.237.77.216|dover.idf .il D stributed Uhaut hori zed UR. Access on waidf.il/error.htm B ock
109. 160. 200. 139|1 sr ael 147.237.77.243|nobi | e.i df . i | Ml tipl e Unhauthorized URL Access from 109. 160. 200. 139 B ock
130. 193. 50. 33 RJF Sﬁ::ﬂ on 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw i df . i/ 935- 4489- he/ B ock 1
80.246.133.46 |lIsrael 147.237.77.216|dover.idf .l D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
. . Paraneter Type Molation FleNange in
217.78. 4.232 I'rel and 147.237.77.74 [lawidf.il vwy nag i o i1/t enpl at es/ et f i | ef getfi | e. aspx Bl ock 1
184.172.172.26 |Uhited Sates [147.237.76.200|eitan. aka.idf.il Lhaut hori zed LRL Access to eitan. aka.idf.il/bl og/ wo-adm n/ B ock 1
. . . Unaut hori zed URL Access to
109. 160. 200. 139]l srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i 1/ cat egoryt enpl at es/ | st chi | dsubcat egori es/ 1423 Bl ock 1
. . Uhaut hori zed URL Access to
66. 249.78. 240 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ sachar/ r esour ces/ scripts/site.js Bt ock !
204.79.180.137 [Lnited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
] - . . Paraneter Type Molation catld in
24.154.199.26 |Lhited Sates [147.237.0.34 |tikshuv.idf.il vowy ti kshuv. i of i1 /i tel general . aspx Bl ock 1
80. 246. 133. 187 |l srael 147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
. . Paraneter Type Mol ation InfoCenterltemin
217.78. 4.232 I'rel and 147.237.77.74 [lawidf.il vuwy nag i o i1/t enpl at es/ getfi | ef getfi | e. aspx Bl ock 1
203. 189. 105. 36 |Japan 147.237.76.200|ei tan. aka. i df . i | Unhaut hori zed URL Access to eitan. aka.idf.il/wp/wp-admn/ B ock 1
: . . Unaut hori zed URL Access to
68.180.229.89 |lLnited Sates |147.237.72.166|aka. i df.il vaw aka. i df i |/ nai v gi yus/ undef i ned/ Bl ock 1
207.46.13.189 |lnited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed LRL Access to aka.idf.il/yohal an/ nai n/ asp Bl ock 1
. . . . Paraneter Type Mol ation ct| 00$Cont ent Pl acetbl der 1$t xt Passwor d
37.26.146.209 |[Israel 147.237.76.39 |nobile.neitav.idf.il i n nobi | e. nei tav. i of.i |/t enpl at es/ | ogi n. aspx B ock 1
. . Unaut hori zed URL Access to
149. 88. 179. 102 |l srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai v/ i yus/ 209142397 Bl ock 1
. . S Untraceabl e Gonnection - Protocol violation
84.109. 202. 143 |[Israel 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to v idf.il/aman B ock 1
204.79.180.12 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf .il v i df i 1/ 1779- he/ dover . aspx Bl ock 1
. . . . Uhaut hori zed URL Access to
207.241.229. 214|thited Sates  [147.237.0.34 |tikshuv.idf.il tikshuv. i o i |/ shar ed/ user cont rol s/ header upper/ Bl ock 1
38.81.65.42 Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
_ m ny- kosher - kr avi . i , o
159.203.70.73 |lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to wawwn mny-kosher-kravi.idf.il/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 146 | srael 147.237.72.166|aka. i df . i | wn aka, i df . i |/ nd mai n/ r abanut / gener al . aspx Bl ock 1
. . D stributed Unhaut hori zed LRL Access on
2.53.12.12 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
204.79.180.80 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
109. 253. 222. 1501 srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on wwww i df.il/error. htm B ock 1
79.176.9. 176 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . ; Unaut hori zed URL Access to
180.76.15.22 China 147.237.77. 216 dover . i df . i1 wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
. . Unaut hori zed URL Access to
66.249.78. 234 | st ael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ mai n/ sachar/ scri pt r esour ce. axd Bl ock !
204.79.180.114 |lWited Sates |[147.237.77.216(|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
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