04-15-2016-16:04:09 to 04-15-2016-17:04:09

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2, 800-
2, 100+ M dover.idf.il
i W aka. idf.il
. M nadimatal .idf.il
1, 4007 B obile.idf.il
Number B navy.idf i
Att(zlcks B naarachot . idf.il
I anan.idf.il
, : : Meitan aka.idf.il
RO R R D O A D nat pash. i df . |
& & s \\Q" rzﬁ* 6"\ é@?’\ ¥ é"\ » M ishurimaka.idf.i
Y & & < ¥ R R\
S > > & S
& & )
Top Tar get
[Top Attackers |
/
2, 400+
1, 800-
M 167. 114. 156. 16
. 37.77.49. 192
1, 200- I 109. 253. 142. 152
46. 19. 86. 177
Number - B 79. 177. 233. 23
thcks 6001 M 41.33.231. 90
[ 79.176.30. 78
i M 109. 66. 10. 41
46. 19. 85. 120
o \3’\ ks P 2 N \3,0 & M 95. 25. 151. 85
& © FCON @?’Q %f@ & &
o I O N L A2
e N o P © ©
\gg\‘ A ) A N X S

Top Attackers



04-15-2016-16:04:09 to 04-15-2016-17:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 2581

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3

95. 25. 151. 85 Russi an Federation 147.237. 76. 86 navy.idf.il JIMPurple Gon Limt Htp dr op 3

95. 25. 151. 85 Russi an Federation 147.237.76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2

104. 148. 71. 133 Lhited Sates 147.237.72. 217 eidf.il JLIMPurple Gon Linit Htp drop 1

92. 223. 184. 69 Italy 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 1




04-15-2016-16:04:09 to 04-15-2016-17:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
91.121.169.194  |France 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 2
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
151. 80. 31. 182 France 147.237.72.166 |aka.idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
106. 184. 2. 29 147. 237. 77. 226 |Japan waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
96. 127. 95. 81 147.237.76.44 |thited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
87.229.116.42 |147.237.77. 234 |Hungary hal ag. i df.il ET SCAN NVAP -sS w ndow 1024 1
123.126. 113. 164(147. 237. 72. 166 |Chi na aka idf.il SERVER APACHE Apache mod_ss| non-SSL. connection to SS. port |,

deni al of service attenpt

106. 184. 2. 29 147.237.8.45 |Japan eeitanidf.il ET SCAN Potential SSH Scan 1
96. 127. 95. 81 147.237.76.44 |lhited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 38 147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf il drop SAMrule drop 32
Sreamng Engine: TCP Invalid i i ssi
46.19.85.120 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Inval i d segnent retransnission drop 21
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109.66.10.41  |israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dropped.
95. 25. 151. 85 RJSf;;”ion 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
109.186.1.182 |Israel 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SINAK retransmt with different | oo vor 11
w ndow scal e
79.176.30. 78 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
79.176.30.78  |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINHAK retransmt with different oo
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
213.151. 35. 212 | srael 147. 237.76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 118 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 7
5.29. 88. 42 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or 6
192.117.138. 212l srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 6
184.32.136.67 |lhited Sates 147.237. 77. 170 |naar achot . i of . i I|dr op First packet isn't SYN drop 6
46.19. 85. 212 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 212 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 5
2.53.165.123 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
134.35.41.201 |wnited Sates  [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.148.143 | srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SINHAK retransmt with different o, o s
w ndow scal e
134.35.41.201 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
79.176.30. 78 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
79.178.49.130 I srael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence SINAK retransmt with different oo vor s
w ndow scal e
46.185.176. 135 |Jordan 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
134.35.41.201 |Uited Sates  |147.237.77. 216 [dover.idf.il Bad TCP sequence Inval id ACK nunber alert
79.176.30.78 | srael 147.237.72.156 [anan.icf.i1  |Bad TCP sequence SINAK retransmt with different Joovor g
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
89. 139. 172. 144 |Israel 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransnission. drop 4
Ret r ansmi ssi on Packet dr opped.
94. 230. 86. 31 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence I'nval i d ACK nunber noni t or 4
109. 253. 224. 183|l srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
79.178.49.130 |[Israel 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
184. 32. 136. 67 Lhited Sates 147.237.77. 170 |naarachot . i of . i 1|Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
2.53.31.143  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
31.210.176. 184 |israel 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46.19. 85. 212 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 3
Russi an . . |Sreaming Engine: TCP Invalid Invalid segnent retransnssion.
141.8.142.1 eration 147.237.76. 200 |eitan. aka.idf . il Ret r ansni ssi on Packet dr opped. drop 3
. . SYNPAXK retransmit with different .
79.176.30.78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 3
5.29.88.42 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
37.26. 148. 143 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
46.19. 85. 212 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.176.56.72  |israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segment retransmssion. dr op 3
Ret r ansmi ssi on Packet dropped.
; . . SYNPAXK retransmit with different .
184.32.136.67 |Whited Sates 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence Vi ndow scal e noni t or 3
37.26.148.143 |[Israel 147.237. 72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
79. 176. 56. 72 I srael 147.237.77. 243 |mobile.idf.il  [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i ssi
109. 253. 142, 152 I srael 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 Inval i d segnent retransmission. drop 3
Ret r ansni ssi on Packet dr opped.
5.29. 88. 42 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
2.55.131.196 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 44 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
. . . SYNPAXK retransmit with different .
79.176.56. 72 | srael 147.237.77. 243 |nobi l e. i df . i | Bad TCP sequence Vi ndow scal e noni t or 3
37.77.49.192 Iraq 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
5. 29. 88. 42 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt with different Jooyvor |3
w ndow scal e
79.176.30. 78 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning BEngine: TQP Invalid i i ssi
37.26.149.182 |Israel 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3

Ret ransm ssi on

Packet dropped.




04-15-2016-16:04:09 to 04-15-2016-17:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.77.49.192 Iraq 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 37.77.49. 192 B ock 148
37.77.49.192 I'raq 147.237.77.216|dover . i df . il Mil tipl e Admin Bl ocking from37.77.49. 192 B ock 139
37.77.49.192 Irag 147.237.77.216|dover.idf .l PHP At t enpt B ock 101
46.19. 86. 177 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 47
109. 253. 142. 152/l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 45
79.177.233.23 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 34
79.181. 98. 82 I srael 147.237.77.216|dover.i df .|l Wnaut hori zed HTTP Met hod Bl ock 8
2.53.141. 42 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 8
5.189.190.212 |Ger many 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 5
109. 66. 10. 41 | srael 147.237.77.243|nobi l e. i df . i | Mil tiple Unaut hori zed URL Access from 109. 66. 10. 41 B ock 3
79.181. 98. 82 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/sip_storage/files/ 4 B ock 3
79.181. 98. 82 I srael 147.237.77.216|dover . i df . i Ml tiple Unauthorized URL Access from 79.181. 98. 82 B ock 3
85. 64. 162. 82 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ gi yus/ f or ns. aspx Bl ock 2
85. 64. 162. 82 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 85. 64. 162. 82 B ock 1
213.151.41.52 [Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter _ in ww aka. i df.il/mai n/ hone/ def aul t. aspx None 1
72.143.5.133 Canada 147.237.77.216|dover. i df .i |l Paraneter Type Miolation IDin vwwidf.il/1294-en/ dover. aspx B ock 1
157.55.39. 117 |wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
40.77.167.25 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/robots. t xt Bl ock 1
185. 89. 217. 233 |Net her| ands 147.237.77.216|dover. i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
109. 253. 142. 152|I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 1
77.75.76. 163 ggﬂ‘i . 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wuw i df . i1/ page/ 31/ B ock 1
184.168.200. 14 |Lhited Sates |147.237.76.200|ei tan. aka.idf.i| |hauthorized URL Access to eitan. aka.idf.il/test/wp-adm n/ B ock
46.19. 85. 140 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
23.81.248.94  |Uited Sates |147.237.77.216|dover. i df . il Eﬂ;ﬁ Lf_uitIidsrﬁf&hg;riiitﬁsﬁzzzrSgper ) Bok |1
109. 66. 10. 41 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LRL Access to nobile.idf.il/sip storage/files/3 B ock
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock
188.143. 232, 123| oo & [147.237.76.86 |navy. i df .l Eaj;r: outed ;f?ﬂ;/hfo; S;dasﬁsﬁ&ezfu;”asp Bock |1
123. 126. 113. 164|Chi na 147.237.72. 166 |aka. i df . i | (Sg‘sgmﬂflzﬁ‘fﬁfg - Protocol violation None 1
89. 139. 156. 157 |Israel 147.237.72. 166 |aka. i df . i | m”;’k‘”gi?.?ﬁtn;r nf;;g?:f/t;angfgzﬁgchhsaChar$Ct' 13in None 1
185. 89. 217. 225 |Netherl ands 147.237.77.216|dover.i df . il Dstributed Lhauthori zed URL Access on waww idf.il/error.htm B ock 1
37.28.152.58 Pol and 147.237.72. 156 |aman. i df . i | Unhaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 1
109.186.1.182 [Israel 147.237.72. 166 |aka. i df . i | L'u'ri%asl/ i?“ageeg?in(g:a;:g;fgoibgcﬁi’ fm’j W kapat 2/ res012 B ock 1
82.166.244. 86 I srael 147.237.77. 234|hal ag. i df . i | iéf r2'3t7)“t7§dzgﬁjﬁggszhﬁlﬁﬁﬁ 1(.)2“ . Bock |1
66.249. 78.246 I srael 147.237.72. 166 |aka. i df . i | lu;z;f’tzg‘;r_'7zfdlég‘gf§3§/sfotrz it asp! show or um asp Bock |1
198. 38. 82. 69 Lhited Sates |147.237.76.200|ei tan. aka. i df . il [Uhauthorized URL Access to eitan. aka.idf.il/wordpress/ wo-admn/ B ock 1
141.8.132.78 gz::;”i on 147.237.77.216|dover.i df.il Mil tipl e Unauthorized URL Access from 141.8.132.78 Bl ock 1
37.77.49.192 Iraq 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to waw idf.il/ar/admn/ B ock 1
94. 136. 40. 78 Ei“ir]tgegom 147.237.76.200|ei t an. aka. i df . i | |haut hori zed URL Access to eitan. aka.idf. il /wp-adm n/ B ock 1
79.181. 98. 82 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/main/scripts/css3pie. htc B ock 1
46.127.30. 15 Siitzerl and 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
185. 89. 217. 228 |Net her| ands 147.237.77.216|dover. i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
37.77.49.192 Irag 147.237.77.216|dover.idf .il Adnin Bl ocki ng B ock 1
109. 186.1.182 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 186. 1. 182 B ock 1
85. 64. 85. 181 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwv aka. i df.il/wwtikshuv.idf.il B ock 1
68.180.231.43 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i|/1779- he/ dover. aspx B ock 1
Unhaut hori zed URL Access to vy i df . i|/1133- 13606- he/ dover. aspx"« 'x’
207.46.13.113 |Lhited Sates [147.237.77.216|dover.idf.il PRET™fApC, EACRA FAES IIRETICAES . i 0 [AEIE™ L. B ock 1
BENINGE, . BEXC
141.8.132.78 :Z::I”i on 147.237.77.216|dover . i df . i Lhaut hori zed LRL Access to waw i df.il/nazi B ock 1
38.111.147.84 |wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/894-he B ock 1
95. 86. 78. 225 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/mai n/ hone/ defaul t.aspx  |Bl ock 1
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