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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip VWb In drop 1132

109. 67. 206. 55 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3

81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | Bl ock Wp Al Nets drop 3

204, 42. 253. 2 Lhited Sates 147.237.77. 226 wan chamat z. aka. i df . i | Bock Np All _Net drop 2

14.189. 238. 126 Wi et nam 147.237.76. 201 eatal.idf.il Bl ock_Udp All _Nets drop 2

204. 42. 253. 2 Lhited Sates 147.237.77.216 dover.idf.il Block Np Al _Net drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2

14, 182. 204. 228 Wi et nam 147.237.77. 243 nobi | e.idf.il Bl ock_Udp All _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 197 e hinush.idf.il Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
66.194. 11. 113 Wnited Sates 147.237.77.176 |mat pash.idf.il C1000008: HTTP: Xenu User Agent B ock 2
95.12.213. 177 Tur key 147.237.77.216 |dover.idf.il C1000016: HITP. adninistrator in R B ock 2
109. 64. 153. 33 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
46. 4.116. 197 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
95.12.213. 177 Tur key 147.237.76. 147 |chi nuch. aka. i df.i| |CL000016: HTTP. adninistrator in UR B ock 1
106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66.194. 11. 113 Lhited Sates 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38.241.106  |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 106 France 147.237.76. 42 refuah.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38.241.106  |Chi na 147. 237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 162 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38.241.106  |Chi na 147.237.77.176 |matpash.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66.194.11. 113 Lhited Sates 147.237.77. 74 lawidf.il CL000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
66.249. 78. 29 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 155
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 233  |147.237.77. 216 |Wited Sates dover . idf il ET SCAN NVAP -sA (2) 2
220.179.172. 185(147.237.0.33 |thina idf.il ET SCAN Potential SSH Scan 1
106. 186. 113. 67 [147.237.0.35 [Japan akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
95.12.213.177  |147.237.77. 216 |Turkey dover . idf il SERVER- VEBAPP adm n. php access 1
91. 201. 236. 158 |147. 237. 76. 197 |kr ai ne e. himush. i df il ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 158 |147. 237.76. 197 |krai ne e. hi nush. i df . il ET SCAN NVAP -f -sS 1
87.229.116.42 |147.237.76.38 [Hungary eeneitav.idf.il ET $°N Behavi oral Lhusufal ! y fast Termnal Server Traffic, 1
Potential Scan or Infection

80. 82.78. 38 147. 237. 77. 227 |Net her | ands e. hamaz. i df .i| ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244(147. 237. 76. 31 |Latvia nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
185.103. 252. 14 |147. 237. 76. 148 23::;'}0'1 gocenter. aka i df .i |ET SCAN Potential SSH Scan 1
106. 184. 2. 29 147.237.0.35 |Japan akaws. i df . i ET SCAN Potential SSH Scan 1
95.12.213.177  |147.237. 76. 147 |Turkey chi nuch. aka. i of . i1 |[SERVER- WEBAPP adm n. php access 1
91. 201. 236. 158 |147. 237. 76. 197 |kr ai ne e. himush. i df il ET SCAN NVAP -sS w ndow 2048 1
87.229.116.42 |147.237.76.38 |Hungary eemitav.id.il |[ET SCAN NVAP -sS wi ndow 1024 1
87.229.116.42 |147.237.8.14 |Hungary e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1




04-15-2016-14:04:05 to 04-15-2016-15:04:05

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TCP Invalid i i SSi
5.144.60.235  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 54
Ret ransni ssi on Packet dr opped.
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
Sreanming Engine: TCP Invalid i i ssi
87.70.52.243  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
105. 159. 152. 157 |Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
reamn ine: TCP Invali i i SSi
77.127.67.85  |Israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
46. 19. 85. 103 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
reaming BEngine: TCP Invali i i SSi
31.210.186.55 |Israel 147.237.77. 243 |moti 1 e ior iy | &M NG Engine: TP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
149. 88. 185. 201 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TQP Invalid i i sSi
46.19.85.109  |israel 147. 237. 72. 167 |i shuri maka i f . i 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.55.162. 41 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
84. 95. 208. 20 | srael 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 6
94. 230. 86.209 |l srael 147.237.72. 156 |anan. i df .i Bad TCP sequence Invalid AGK nunber noni t or
109. 64. 117. 179 |(Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning Engine: TGP Invalid i i sSi
5.144.60.235  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.135  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid
64.231. 205. 119 |Canada 147.237.77. 216 |dover.idf.il Checksugm 9 Inval i d checksum Packet dropped. |drop 5
84. 95. 60. 162 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.102.242.154 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.146.191 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
85.130.133.27 |[lsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.121.211. 156 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
85.130. 133.27 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber aert 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
reaming BEngine: TCP Invali i i Ssi
157.55.39. 251 |united Sares |147. 237, 76. 200 |eitan. aka i1 |2 S NG Engi ne: TP alid  |invalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.4.21.217  |Germany 147.237.77. 216 |dover i of . i1 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
5.22.134.227  |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.181. 164. 206 |l srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 139. 222|i srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
. . SYNHAK retransmit with different .
79.176.7.189 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence vi ndow scal 6 noni t or 3
Sreaning Engine: TQP Invalid i i SSi
2.53. 186. 74 I'sr ael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
77.127.2.104  |israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.183.202.91 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
37.46.39. 212 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or
79.176.7. 189 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout aert
46.19. 86. 126 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanmng Engine: TCP Invalid i i ssi
31.210.187. 221 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
176.13.1. 172 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 146 | srael 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant noni t or
79.176.7. 189 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreaning BEngine: TQP Invalid i i SSi
46.19.86.129  |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.39. 241 |Wited Sates |147.237.72. 166 |aka i of .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 33 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.176.7. 189 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert
s SYNHAK retransmit with different .
79.176.7. 189 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence wi ndow scal noni t or 3
Sreaning Engine: TCP Invalid i i SSi
109. 64. 234. 183 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
212.179. 244. 152 srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
79.176.7. 189 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
185. 32. 179. 214 |Israel 147. 237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
89. 138. 211. 222 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 151
176.13.8. 251 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 102
95.12.213.177 [Turkey 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 95.12. 213. 177 B ock 11
95.12.213.177 |Turkey 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 8
95.12.213.177 |Turkey 147.237.77. 216 |dover.i df .i | Mil tipl e Adnin Bl ocking from95.12. 213. 177 B ock 7
79.181.39.232 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 5
95.12.213.177 |Turkey 147. 237. 76. 147 |chi nuch. aka. i df . i|Mil ti pl e Unaut hori zed LRL Access from 95.12.213. 177 B ock 5
95.12.213.177 |Turkey 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP At t enpt B ock 4
84.108. 182. 120 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waww refua. atal .idf.il/1518- he/ B ock 3
. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | vy cogat i df i 1/si p._storagel i1 es/ O/ si 7e220x0/ 3410, j pg. St ¢ Bl ock 3
95.12.213.177 [Turkey 147.237. 76. 147 [chi nuch. aka. i df . i|Mil ti pl e Admin Bl ocking from 95, 12. 213. 177 B ock 3
46.161.9. 6 RJSS::t”ion 147.237.77. 216 |dover . i df . i | Mil ti pl e Uhaut hori zed URL Access from 46.161. 9. 6 B ock 2
46.19. 85. 146 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Ml formed URL from 46. 19. 85. 146 B ock 2
46.19. 85. 146 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 146 B ock 2
46. 19. 85. 146 I srael 147.237.77. 216 |dover.i df . i | Mil tiple Abnormal |y Long Request from 46. 19. 85. 146 Bl ock 2
84.108. 182. 120 |[lIsrael 147.237.76.42 |refuah.idf.il Mil tipl e Unhauthorized URL Access from 84. 108. 182. 120 B ock 2
109. 67. 154. 173 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
194. 187. 168. 214|France 147.237.77. 216 |dover.i df . i | Unhaut hori zed URL Access to www idf.il/1283-17570- Bl ock 1
169. 229. 3. 91 Lhited Sates  |147.237.76.30 [hinush.idf.il Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
Russi an . . Paraneter Type Molation SortOr in
95.189.19.159 - -7 - 147.237.77. 176 (@t pash. i df . i | v cogat . df . i |/ 1043- en/ cogat . aspx Bl ock 1
40.77.167.25 Lhited Sates  [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error. htm B ock
169. 229. 3. 91 Uhited Sates  |147.237.76.42 |refuah.idf.il Ml tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock
77.127.67.85 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode B ock
141.8.132. 78 stﬁ::ﬂ on 147.237.77.216|dover. i df . i | D stributed Lhauthorized URL Access on waw i df . i/ nazi B ock 1
207.46.13.140 |[wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
Russi an Uhaut hori zed URL Access to
46.161.9.6 ration 147.237.77.216|dover.i df . i | v i df . i |/tenpl at es/ honepage/ honepage. aspx/ t enpl at es/ soci al /twitte |B ock 1
r. aspx
169.229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in Header Nane B ock 1
95. 189. 19. 159 RJSf;:I”i on 147.237.77. 176 |nat pash. i df . i | |Paraneter Type Violation Iang in www cogat .idf.il/1043-en/ cogat. aspx |Bl ock 1
46. 19. 85. 146 | srael 147.237.77.216|dover.i df . il Abnormal |y Long Request net hod B ock 1
95.12.213.177 |Turkey 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df.il/wp-1ogin. php B ock 1
79.180. 164. 141 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
141.8.132.78 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1507- B ock 1
95.12.213.177 [Turkey 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
95.12.213.177 |Turkey 147. 237. 76. 147 |chi nuch. aka. i df . i|Adm n Bl ocki ng Bl ock
: ] ] . Unaut hori zed URL Access to
207.46.13. 189 Wited Sates 147.237.76. 200 [ei tan. aka. i df . i1 wan ei tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx B ock !
169. 229. 3. 91 Uhited Sates  [147.237.76.42 |refuah.idf.il Mal f or med URL B ock 1
66. 249. 66. 50 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list6. htm Bl ock 1
99. 196. 29. 4 Lhited Sates  [147.237.77.216|dover.idf.il DO stributed Suspicious Response CQode B ock 1
46. 19. 85. 146 I srael 147.237.77. 216 |dover . i df . i | Mal f or med URL B ock 1
95.12.213.177  |Turkey 147.237.77.216|dover.i df . i | Adnmi n Bl ocki ng Bl ock 1
176.52. 42. 86 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wuw aka. i df.il/iturimtasp/’ B ock 1
46. 19. 85. 146 | srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method s=5710d75764311c5c000 in URL Bl ock 1
141.212.122. 161|Uhited Sates  |147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237. 77. 216/ Bl ock 1
95. 86. 85. 164 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
31.210.186.55 |[Israel 147.237.77.243|nobi l e.i df . i | O stribut ed Suspicious Response Gode Bl ock 1
213.191. 130. 145|CQoati a 147.237.77. 170 |maarachot . i df . i | [DOstributed PHP Attenpt B ock 1
169. 229. 3. 91 Uhited Sates  |147.237.76.42 |refuah.idf.il Ml tiple Abnormal Iy Long Request from 169.229. 3. 91 B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
. . D stributed Unaut hori zed URL Access on
109. 65. 186. 128 |l srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1517- hel at al . aspx Bl ock 1
186. 151. 254. 242|Quat emal a 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 1
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