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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 1612

204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1

204. 42. 253. 2 Lhited Sates 147.237.77. 179 e.nazi.idf.il ock Np Al Net drop 1

220. 167. 100. 13 Chi na 147.237.0. 34 tikshuv.idf.il [JLMPurple Con Limt Htp drop 1
185.94.111.1 Russi an Federation 147.237.8. 14 e.orchot.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker O)untry|Target Addr ess |Site

|Sgnaiure

40. 76. 83. 187 Lhited Sates 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner B ock 10
40. 76. 83. 187 Lhited Sates 147.237.76.30 |hi nush.idf.il 20086: HITP. Mi ebl ackcat Security Scanner B ock 5
40. 76. 83. 187 Lhited Sates 147.237.76.39 [nobile.neitav.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
46.4.123.172 Ger many 147.237.72. 166 |aka. i df . i | CL000074: HTTP. naj estic bot B ock 4
106. 38. 241. 149 |Chi na 147.237.77.216 |dover.idf .i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 3
69. 30. 234. 2 Lhited Sates 147.237.0.34 |tikshuv.idf.il C1000074: HTTP. mgj estic bot B ock 2
84.109.241.40 |Israel 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
69. 30. 234. 2 Lhited Sates 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot B ock 2
46.4.123.172 Ger many 147.237.76.86 |navy.idf.il C1000074: HITP. maj estic bot B ock 2
106. 120. 173. 154 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der B ock 2
69. 30. 234. 2 Lhited Sates 147.237.76.86 |navy.idf.il C1000074: HTTP: naj estic bot Bl ock 2
46.4.123.172 Ger many 147.237.77.74 |lawidf.il C1000074: HITP. maj estic bot B ock 2
40. 76. 83. 187 Lhited Sates 147.237.0.17 |mny-kosher-kravi.idf.il [20085: HITP. Miebl ackcat Security Scanner Initial Request [Bl ock 2
69. 30. 234. 2 Lhited Sates 147.237.77.216 |dover.idf .il C1000074: HITP. naj estic bot B ock 2
46.4.123.172 Ger many 147.237.77.216 |dover.idf .i | C1000074: HITP. maj estic bot B ock 2
69. 30. 234. 2 Lhited Sates 147.237.77.233|atal .idf.il CL000074: HTTP. naj estic bot B ock 2
46.4.123.172 Ger many 147.237.0.34 |tikshuv.idf.il C1000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf .i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
40. 76. 83. 187 Lhited Sates 147.237.76.30 |hinush.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initia Request |Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
40. 76. 83. 187 Lhited Sates 147.237.76.39 [nobile.neitav.idf.il 20085; HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
151.80.31.184  |France 147.237.77. 176 |nat pash. i df . i | C1000146: HITP.  AhrefBot craw er Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
207. 46. 13. 23 Lhited Sates 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; Signature
109. 67.128.96  |147.237.76.86 |Israel navy. i df.il ET SCAN NVAP -sA (2) 10
40. 76. 83. 187 147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |ET WEB_SERVER Mii ebl ackcat scanner 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
195. 154. 54. 169 |147.237.72.14 |France dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
115.29. 197. 215 [147.237.8.50 |China e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 186. 31, 135 |147.237.0.34 |Japan Cikshov. i i1 ET SOAN Behavi or al Lhusugl ly fast Terminal Server Traffic, 1
Potential Scan or Infection
91. 201. 236. 155 |[147.237.77. 170 |lkrai ne n@ar achot . i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
40. 76. 83. 187 147.237.76.39 [lhited Sates |nobile neitav.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
198. 144. 184. 120(147. 237. 76.30 |Whited Sates |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 [147.237.77. 170 |krai ne naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
52.8.82.27 147.237.77.235|Wited Sates |sviva.idf.il SERVER APAGHE Apache nod_ss| non-SSL. connection to SSL port |,
deni al of service attenpt
40. 76. 83. 187 147.237.76.30 [lhited Sates |hinush.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
23.27.45.25 Lhited Sates |[147.237.77.216]|dover.idf.il |dr op Frst packet isn't SN drop 44
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 33
Sreaming Engine: TGP Invalid i i sSi
2.53.160.254  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
94.197. 120. 163 E?';gegom 147.237.72. 166 |aka.i df .i | drop First packet ismt SN drop 10
79.176.16.197 I srael 147.237.77. 216 |dover.idf.il |Bad TOP sequence SIWAK retransmt wth different oo |7
W ndow scal e
79.176.16.197 |lIsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
Sreamng Engine: TCP Invalid i i ssi
2.53.32.236 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 64.233.78 |Israel 147.237. 72, 166 aka icf. i1 | €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
217.132.11.53 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19.86.196 | srael 147.237. 72, 166 aka icf. i1 | €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.248.15 |israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19.85.156 | srael 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
176. 13. 3. 247 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 5
79.177.83.124  |israel 147.237.72.166 |aka i of il |Bad TOP sequence SIWAK retransmt with different Jooniior |5
W ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 5
176. 13. 3. 247 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 5
5.29. 216. 253 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
79.177.83.124 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 5
79.177.83.124 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 5
5.29.180. 39 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
141. 0. 15. 32 Nor way 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37. 46. 39. 159 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
46. 19. 85. 136 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaming Engine: TCP Invalid i i ssi
37.26.147.153  |Israel 147.237.77. 243 |nubi | e.i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
87.70.32.126 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
77.124.24.219  |israel 147.237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
46.19.86.156  |Israel 147.237.77. 243 |nobi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 147. 146 | srael 147.237.72. 166 |aka i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 160. 167. 238|i srael 147.237.77. 243 |nobi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.0.34  |tikshw.idf.i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i SSi
109. 253, 223. 229|i srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.53.28  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
5.102. 195. 99 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.178.142.35 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
84.110. 144. 201 I srael 147.237.77. 216 |dover.idf.il |Bad TOP sequence SIWAK retransmt wth different oo |3
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.182.235.57 |israel 147. 237. 72. 166 |aka. i o . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
2.55.4.131 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 25 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
37.24.73.239 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i SSi
2.55.45.132 I srael 147.237.72. 166 |aka. i df .| 9 =g nvali d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.103. 132 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
5. 102. 254. 35 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.129.126 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 175 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 2
66.249. 64.233 |Lhited Sates |[147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 2
C e SYNHAK retransnit with different .
46.19. 85. 61 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal noni t or 2
5.102.254. 141 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.110. 144. 201 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect
46. 19. 85. 175 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
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185. 3. 147. 121 I srael 147.237.77. 243 |mobile.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
5.22.130. 142 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
37.26.148.247 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
2.53.16. 30 I srael 147.237.0.19 |[madi matal .idf.il|Dstributed Suspicious Response Code B ock 8
195. 182. 151. 246 RJSIS:;”i o 147. 237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on www i df.il/error. htm B ock 5
149. 78. 192. 135 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
46. 19. 85. 175 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock
109. 253. 142. 254|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
77.239. 224. 35 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Distributed Uhaut hori zed URL Access on i idf.il/error. htm B ock 2
107.170.22.185 |Uhited Sates |147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 107. 170. 22. 185 Bl ock
66. 249. 78. 159 I srael 147.237.77. 216 |dover . i df . i | DO stributed Uhaut horized URL Access on wwn idf.il/error. htm B ock
. . Uhaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 20387- he/ dover . aspx B ock 1
169. 229.3.91 Lhited Sates [147.237.77.176 [mat pash. i df .i | Distributed Ml formed UR B ock 1
84. 95. 208. 20 | srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/ newsf | ash/ pi w k. php |Bl ock
169. 229. 3. 91 Lhited Sates [147.237.77.216|dover.idf.il D stributed Whknown HTTP Request Met hod B ock
. ; Uhaut hori zed URL Access to
66.249.78.118 |[lIsrael 147.237.77.74 |lawidf.il 147.237. 7. 74/ i p_storage/ 11 es/ 2/ 882. pf B ock 1
169. 229. 3. 91 Uited Sates |147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Qode Character in Method from169. 229. 3. 91 B ock
46.116.55.240 |[lIsrael 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock
. . Ml tiple Lhtraceabl e SS. Sessi ons from5. 29.24.197 (Protocol violation
5.29.24.197 I srael 147.237.77.216|dover. i df . il (SSL. CONN APPLI CATI ON DATA EXCHANGE) ) None 1
109. 64.233.78 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nai n/drushi nw B ock 1
66.249.81.215 |Israel 147.237.77. 216 |dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
199. 30. 24. 194 Lhited Sates 147.237.77.216|dover.i df .i | D stributed Uhaut horized URL Access on wan i df.il/error. htm Bl ock 1
66. 249. 64. 233 | srael 147.237.77.216|dover.i df .i | D stributed Unhaut horized URL Access on wan i df.il/error. ht m Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176 [mat pash. i df . i | Distributed Unknown HTTP Request Met hod B ock 1
149.88.3.7 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
89.139.9.124  [israel 147.237.72. 156 |aman. i df . i | Wnaut hori zed R Access to . B ock 1
waw anan. i df . i | / consol e/ cor e/ doc_ngr/ undef i ned
169. 229. 3. 91 Lhited Sates |147.237.77.216|dover.idf.il Illegal Byte (de Character in LR Bl ock
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in waw aka. i df.il/mai n/ hone/ None
169. 229. 3. 91 Lhited Sates |147.237.77.74 [lawidf.il Il1legal Byte Code Character in Method 06. Ay [#15] ] O [#1]] 1 Bl ock 1
} . . . S Whtraceabl e Gnnection - Protocol violation
52.8.82.27 Lhited Sates [147.237.77.235|sviva.idf.il (SSL CONN QLI ENT HELLO) None 1
5. 255. 253. 10 RJSIS:;ni on 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/163-6967- hel pat zar. aspx. |B ock 1
207.46.13.140 |[thited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
66. 249. 66. 67 I srael 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ robots. t xt B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176 [mat pash. i df . i | Mitiple Illegal Byte Qode Character in Header Nane from169.229.3.91 |B ock 1
157.55.39. 2 Lhited Sates [147.237.72.156|anan.idf.il Lhaut hori zed URL Access to waw anan.idf.il/. .. B ock 1
46. 19. 85. 188 I srael 147.237.77.216|dover . i df . i | Dstributed Ml formed LR B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.216|dover.idf.il Mitiple Illegal Byte CGode Character in Mthod from169.229. 3. 91 Bl ock 1
66.102. 9. 81 Lhited Sates  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/1294-en/wayidf.il/english B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.74 |lawidf.il I11egal Byte Gde Character in LR B ock 1
31.172.191. 231 |Pol and 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/aman Bl ock 1
128.232.110. 28 z‘;;gom 147.237.72. 167 |i shuri maka. i df . ifunaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
84. 95. 208. 20 | srael 147.237.77.216|dover.idf .il Ml ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 1
217. 69. 136. 208 RJSIS;;ni o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df .i |/ mazi B ock 1
66.249.75.6 I srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176 [mat pash. i df . i | Mitiple |llegal Byte Qode Character in Mthod from169. 229, 3. 91 Bl ock 1
157.55. 39. 15 Lhited Sates 147.237.77. 216 |dover . i df .i | DO stributed Uhaut hori zed URL Access on wwn idf.il/error. htm Bl ock 1
46.19. 85. 188 I srael 147.237.77. 216 |dover.idf . il Distributed Unknown HTTP Request Met hod B ock 1
2.55.4.131 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/gius Bl ock 1
) . . Uhaut hori zed URL Access to
107.170.22.185 |Lhited Sates |[147.237.76.31 |nakchal .idf.il wiww nakhal i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
189. 218. 226. 123|Mexi co 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Gode B ock
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
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