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|Top Attackers | n DDoS- Def ence |

04-15-2016-11:04:06 to 04-15-2016-12:04:06

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 1428
79.178.217. 205 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 6
204. 42. 253. 2 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il B ock Np All Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237.77. 170 raar achot . i of . | Block Np Al Net drop 2
101. 201. 147. 32 Chi na 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forward 2
204. 42. 253. 2 Lhited Sates 147. 237. 72. 156 aman. i df il Block Np All Net drop 2
123. 59. 59. 52 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 2
94.102. 52. 10 Net her | ands 147.237.8. 45 e.eitan.idf.il B ock Np Al _Net drop 1
184. 105. 139. 86 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np All Net drop 1
71.6.165. 200 Lhited Sates 147.237.76. 201 eata.idf.il Bock Np Al Net drop 1
204. 42. 253. 2 Lhited Sates 147. 237.72. 166 aka.idf.il Block Np Al Net drop 1

82. 145. 218. 209 Eur ope 147.237. 72. 166 aka.idf.il ock I p Vb _In drop 1




04-15-2016-11:04:06 to 04-15-2016-12:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
84.109.1. 15 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 12
109. 65. 19. 225 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 8
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 5
213.57.159. 135 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 120. 173. 76 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




04-15-2016-11:04:06 to 04-15-2016-12:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
82.205.126.170 [147.237.77. 216 gcisgii:fja” Territory: \sover i df il ET SCAN NVAP -sA (2) 2
80. 82. 78. 38 147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
198. 144. 184. 120|147. 237.76. 42 |[lLhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
184.168. 75. 231 |147.237.77.226|Lhited Sates v charat z. aka. i df . i | SERVER APAO_E Apache r_TDd_SS| non-SSL connect i on to 1
SS. port denial of service attenpt
88.204.187.90 [147.237.8.45 |Kazakstan eeitanidf.il ET SCAN NMAP -sS w ndow 4096 1
88.204.187.90 [147.237.8.45 |Kazakstan eeitanidf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147.237.0.17  |Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244|147.237.8.28 |Latvia e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 218. 151. 126(147. 237.0.34  |Mexi co tikshuv.idf.il BT SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
113. 240. 250. 154|147. 237. 76. 31 |Chi na nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
88.204.187.90 [147.237.8.45 |Kazakstan eeitanidf.il ET SCAN NMAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

w ndow scal e

217.20.171.93 |raine 147.237.77. 233 |atal .idf.il Bad TCP sequence . nonitor (283
w ndow scal e
) . . SYNretransmt wth different .
217.20.171.93 |Uraine 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal @ monitor  [195
197. 132. 189. 201 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 86
110.92.98. 4 S ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 73
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
reamn ine: TCP Invali i i Ssi
87.70.52.243  [Israel 147.237.72. 166 |aka. i df .i | Stream g Engi ne P Invalid finvalid segnent retransnission drop 24
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.180.238.41 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dr opped.
89. 108. 144. 116 |Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 23
89. 108. 144. 116 |Lebanon 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
94.197. 120. 163 LK*i"rfgegom 147.237.72. 166 |aka. i df .i | drop First packet isnt SWN drop 12
Sreaning BEngine: TCP Invalid i i ssi
84.95.208.20  |israel 147, 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransmi ssi on Packet dr opped.
207. 241. 229. 187|Wited Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 8
217.20.171.93 [Wkraine 147.237.0.15 |kosher-kravi.idf.il  |[Bad TCP sequence SWretransmt with different moni tor |8
w ndow scal e
46.117.196. 145 |l srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST alert
109. 64. 135. 221 |l srael 147.237.72. 156 |anan.i df .i | dr op First packet isn't SN drop
46.117.196. 145 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i SSi
217.20.171.93 |Wraine 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 40 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
185. 32.179. 220 |Israel 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i sSi
77.127.56.68  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
79.176.38.156 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert
31.210.186.25 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
89.108. 144. 116 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
80.179.114.3  [israel 147.237.77. 226 " chanatz. aka. 1df 1paq TOP sequence Inval i d ACK nunber moni tor |5
5.102.195.234 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |4
80.179.114.3 [ srael 147.237.77. 226 "} chamatz.aka.1df |paq TOP sequence Inval i d ACGK nurber alert 4
106. 219.12. 178 |india 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
2.53. 55, 39 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
95.35.76.220  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.181.144.60 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
. . . SYNtAXK retransmt with .
84.109. 1. 15 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 3
80.179.114.27 |[lIsrael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
46.120. 166. 219 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert
Sreaning BEngine: TGP Invalid i i ssi
79.179. 162. 105 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
84.95.208.20  |israel 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
2.55.52.140  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
46.19. 86. 86 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
5.28.179.122  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46.120. 166. 219 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreaning BEngine: TCP Invalid i i ssi
66.249.66.44  |Uited Sates [147.237.0.34  [tikshov.icf. il 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.182. 111. 114 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
157.55.39. 251 |Wnited Sates |147. 237, 72. 167 |i shuri maka.i of .1 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
185.3.147. 165 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
2.53.27.119 I'srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
79.177.17.91 I srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Bngine: TQP Invalid i i ssi
66.249.66.47  |United Sates [147.237.0.34  [tikshuv.icf. il 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
217.20.171.93  [Ukraine 147.237.77. 234 |hal ag.i f i Bad TCP sequence SN retransmt wih different moni tor |3
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A tacker

Attacker Address count ry Target Address |Ste Signature

Sreaming Engine: TCP Invalid |invalid segnent retransnission.

79.182.195.55 |Israel 147.237.72. 166 |aka.idf.il .
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry ‘Target Address |Site S gnature Action ‘Count
80. 179. 30. 244 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 172
208.115.113. 88 [Lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 19
2.53.63.94 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 15
2.53.164.7 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 10
2.55.36. 27 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 4
176.13. 6. 62 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 4
37.26.148. 247 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
157.55.39.15 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 3
176.13.19.50 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 3
81.218.33.77 |Israel 147.237.76.86 |navy.idf.il mu;:\?;.'izd?c.jiﬁi sfgfsfaéé’/ {11 s/ 3 si 263360/ 1613, pg Bock |2
80.179.114. 3 | srael 147.237.77. 226 \(;\:W\i/'l(:hanat z. aka.i Mil tiple Wauthorized URL Access from 80.179. 114. 3 B ock 2
72.9.148.10  |Wited Sates |147.237.76.86 [navy.idf. il mULZS;I e e e/ navy. aspx. aspx Hock |2
157.55.39. 251 |lhited Sates |147.237.72.166|aka.idf.i | Uhaut hori zed LRL Access to waw aka. i df . il/main/giyus/gen...px Bl ock 1
23.81.235.55 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/english Bl ock 1
212. 235. 62. 200 |l srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to ww i df . i|/hebrew organi zati on/ nakhal B ock 1
Unknown Par anet er
109. 64. 247. 128 |I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$23 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
207.46.13.82 |Wited Sates |147.237.0.34 |tikshuv.idf.il m“ttihgr'] jve? by fcn;es/sgity?;s/ di yus! general . asp Bock |1
169.229.3.91 |Whited Sates |147.237.77.234|hal ag.idf.il Abnornal |y Long Request et hod B ock 1
169.229.3.91 |lhited Sates [147.237.76.31 |nakchal .idf . il [U[‘g](;% :—r::rpkgep%%ej ﬂhglg‘]’?, Q#5148 i n WAL Bock |1
66. 249, 64. 131 |Israel 147. 237.72. 166 |aka. i df . i | ﬂa;etzgt;r.i7zze.dlég‘n§fg7§§atl? f showbi g. aspx Bock |1
220. 255. 103. 33 |S ngapore 147.237.77.216|dover. i df . i | Dstributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 1
208.115.113. 82 |Lhited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/main/giyus/general . aspx B ock
149. 50. 15. 180 |l srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock
184.168. 75. 231 |Lhited Sates |[147.237.77.226 \(;\:W\i/'l(:hanat z. aka.i Untraceabl e SSL Sessions: Protocol violation (SSL_GONN G ENT_HELQ [None 1
66.249.93.50 | srael 147.237.77. 234 |hal ag. i df . i | ﬂ;“’tzggr ;;feggiﬂ‘n:;g:/sssh;oe &bl et L, gi Bock |1
169.229.3.91 |lhited Sates [147.237.77.19 |(lawforumidf.il Ill1egal Byte Gode Character in URL d ‘" [ [ M8«H ] Vinds fe Bl ock 1
169.229.3.91 |Lhited Sates [147.237.76.31 |nakchal .idf.il Abnormal |y Long Request et hod Bl ock
217.20.171.93 |kraine 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 217.20.171. 93 B ock
Unknown Par anet er
109. 66.0.246  |Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMi n$TochenPl acetbl der $ct | 13%ct | 02%ct 1 03%txtField in [None 1
aka.idf.il/main/giyus/questionnai re. aspx
207.46.13.129 [lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il/capt cha. ashx Bl ock 1
Illegal Byte de Character in Mthod
169.229.3.91 |wited Sates [147.237.77.234|hal ag.idf.il SON[#27] 1 hA 98[ [#30]], [ [ #26] ] €) +A\ +g[ [ #26] ] x=0@Uk012+[ [ #28] ] @ (Bl ock 1
[[#20] ] +-« 64nEl P pl [ [ #16] ] 7 [ [ #7]] +UCk 6#012” pi% P*1
169.229.3.91 |[lhited Sates |147.237.76.86 |navy.idf.il Abnorrmal |y Long Request net hod B ock 1
66.249.78.95 |israel 147. 237.77. 216 |dover . i df . i | e e oo hef dover. aspx Bock |1
84.94.181.18 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
195. 112. 235. 59 gj:; :I”i o 147. 237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i 1/894- he/ chi nuch. aspx B ock 1
68. 180. 229. 241 |Uited Sates [147. 237.77. 176 [nat pash. i df . i | \;Twal:;;;z?el Y/goit_;?'/‘czzgf"\“arsnrjx” Hock |1
169.229.3.91 |Wnited Sates [147.237.77.19 |lawforumidf.il Mal formed URL d “"[ [ M8«H] ] VRINY.s fe B ock 1
169.229.3.91 |lhited Sates [147.237.76.31 [nakchal .idf.il Ill1egal Byte Gde Character in Header Nane Bl ock 1
40.77.167.84 |Whited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
217.20.171.93 |kraine 147.237.76.200|ei tan. aka.i df . il Mil ti pl e Unaut hori zed URL Access from 217.20.171. 93 B ock 1
207.46.13.189 |lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 189 Bl ock 1
110. 86. 186. 223 |Chi na 147.237.77.216|dover. i df .i | Unaut hori zed HTTP Met hod B ock 1
Unknown HTTP Request Met hod
169.229.3.91 |Wited States [147.237.77.234|hal ag.idf.il SON[#27] 1 hA 98 [#30]1, [ [ #26] ] €) +4\ +o[ [ #26] ] x=0gUk012+[ [ #28]] @ [BI ock 1
[ [#20]] +-+64nE NP pl [ [ #16]] 71 [ [#7]] +U3 6#012" pu% P*1 in URL
80.179.114.3 |Israel 147. 237. 77. 226 m|Chamt z. aka.i m“é:;;;tzzeiktg‘ dflcicle/s; [;_Ost or agel | es/ 9 2478, pg B ock 1
66. 249, 78. 240 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?ugggr;zef&% ﬁfgtesfa;; Fil es/ 6f 69086, pck Bock |1
169.229.3.91 |Wited Sates [147.237.76.86 |navy.idf.il Ill1egal Byte Gode Character in Method Bl ock 1
208.115. 113. 88 [Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/main/giyus/ general . aspx Bl ock 1
157.55.39.15 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/1283-17615-en/ dover. asp B ock 1
89. 107. 192. 129 gz::;'}on 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general .aspx  |B ock 1
203. 127. 96. 215 |9 ngapor e 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 1
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