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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 1257
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | Bl ock_Udp All _Nets drop 6
2.53.55.193 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
204. 42. 253. 2 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Net drop 2
184. 105. 139. 112 Lhited Sates 147.237.77. 243 nobi | e.idf il Block Np Al Net drop 1
184. 105. 139. 80 Lhited Sates 147.237. 8. 28 e.nobile-ks.idf.il|[Block Np All Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.77. 176 nat pash. i df . i | B ock Np Al Net drop 1
184. 105. 139. 100 Lhited Sates 147.237. 0. 200 mdu. i df i | Bock Np Al Net drop 1
71.6.135. 131 Lhited Sates 147.237.72. 217 e.idf.il Bl ock Udp Al Nets drop 1
184. 105. 139. 72 Lhited Sates 147.237.77. 227 e hanaz.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Count |
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
40.77.167. 4 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80, 246. 133. 193|147 237 77 233 |1 ael atal idh il ET DCS Large anount of TCP Zer oWndow - Possible Niller2 3
DDos attack
66. 249. 66. 15 147.237.77.170|Wnited Sates |[naarachot.idf.il ET SCAN NVAP -sA (2) 2
97.74.4.26 147.237.77. 227 |Whited Sates |e hanaz.idf.il ET SCAN Potential SSH Scan 1
87.229.116.42 |147.237.0.16 |Hungary ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
64. 20. 48. 41 147.237.8.50 |Lhited Sates |e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
13.92.100. 128 |147.237.8.24 |lhited Sates [elifestyle.idf.il ET SCAN NMAP -sS wi ndow 4096 1
113. 240. 250. 154|147. 237. 76. 39 |Chi na nobi | e.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
104.192. 0. 18 147.237.8.27 |Whited Sates |e.nadimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 171. 122. 176|147. 237. 77. 121 |Uhited Sates |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
97.74.4.26 147.237.77.233|Wited Sates |atal.idf.il ET SCAN Potential SSH Scan 1
87.229.116.42 |147.237.0.34 |Hungary tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
64. 20. 48. 41 147.237.8.50 [lhited Sates |e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
64.20. 48. 41 147.237.8.50 [Wited Sates |e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
122, 3,37 100 147.237.0.35  |Philipsines  |akevs.ich.il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104.192.0. 18 147.237.8.46 |lhited Sates |e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 171. 122. 176|147. 237. 77. 121 |thited Sates |e.navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
104.171. 122. 176|147. 237. 77. 121 |United Sates |e navy.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 568
95. 24. 151. 168 gz::;”i on 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 130
176.77.14.16  |SSIan 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 79
Feder ati on
95.26.49. 207  |¥ssian 147. 237. 77. 216 |dover. i df . i | dr op First packet isn't SWN drop 76
Federation
95.220.187.53 |USSian 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 73
Feder ati on
176.193. 108, 13 |RSSIan 147.237.77. 216 |dover.i of . i dr op First packet ismt SN drop 45
Federation
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
179.211. 231. 7 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
219.74.180. 192 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
219. 74. 166. 247 |S ngapore 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
203. 127.58. 229 |9 ngapore 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
85.64.123.252 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnission drop 4
Ret r ansm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
220. 255. 146. 48 |9 ngapore 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop
94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Response out of state noni t or
107. 200. 209. 212|Wited Sates  |147.237.77. 243 [mobile.icf.il  [Bad TCP sequence mdg?vrsin;"lt wth different moni tor |3
219. 74. 180. 185 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
66.249.79.119 |Uited Sares  |147.237.77. 243 foti 1o ior i1 |2 SAMNG Engine: TCP Invalid invalid segnent retransmssion. | o 3
Ret r ansm ssi on Packet dr opped.
66.249.83. 144 |Wnited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
107. 200. 209. 212|lhited Sates 147.237.77. 243 |nobile.idf.il dr op Frst packet isn't SN drop 3
130. 193. 37. 16 :Zg::t”i o 147.237.0.34 |tikshuv.idf.il ;; ?2':3?2 sir;g;r?e: TP Invalid ::;Vcak]eitd dsreggs:;. retransnissi on. drop 3
203. 127.58. 228 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
203. 127. 96. 232 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
203. 127. 96. 249 |9 ngapore 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
119.73.253.5 S ngapor e 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
203. 127. 96. 234 |9 ngapore 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
203. 127. 58. 233 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
203. 127. 96. 237 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
203.127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
157.55.39. 4 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
203. 127. 96. 245 |9 ngapore 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
80. 246. 133. 193 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
203. 127. 96. 229 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
68.180. 230, 155 |United Sates  |147. 237, 76. 200 fei tan aka o i1 | SAM NG Engine: TP Invalid i nvalid segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
219. 74. 166. 227 |9 ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
203. 127. 96. 246 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
80. 82. 70. 198 Net her | ands 147.237.0.33 |idf.il dr op drop 1
46. 19. 85. 155 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122.219|lhited Sates 147.237. 8. 45 eeitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 87 |Whited Sates 147.237.0. 19 madi matal .idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 133. 193 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 1
74.82.47.11 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 208|lhited Sates 147.237.76.34 |yohalan.idf.il dr op drop 1
80. 82. 70. 198 Net her | ands 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 220|lhited Sates 147.237. 8. 45 eeitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 87 |Whited Sates 147.237.77. 121 |e.navy.idf.il Geo-| ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
94.123.192. 152 |Turkey 147.237.77.216|dover. i df . il Miltiple Ml formed URL from 94.123.192. 152 B ock 95
94.123.192. 152 |[Turkey 147.237.77.216|dover.i df . i Mil tipl e Unknown HTTP Request Method from 94.123.192.152  |B ock 95
94.123.192. 152 [Turkey 147.237.77.216|dover.idf.il Mil tipl e Abnornal |y Long Request from 94.123.192. 152 B ock 95
85.64.123.252 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
66. 249. 78. 95 I srael 147.237.77. 216 |dover . i df .i | D stributed Unaut horized LRL Access on 147.237. 77. 216/ B ock 1
220. 255. 146. 48 |9 ngapore 147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 1
149.78.39.218 |Uited Sates 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 1
69.171.228.120 [lhited Sates 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
184. 105. 247. 194|United Sates 147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 1
66.249.78.102 |lsrael 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
. . Uhaut hori zed URL Access to
149. 78.254. 45 |l srael 147.237.72. 166 [aka. i df . i | v aka. i o i |/ nai v sachar /tf asi m aspx B ock 1
. ny- kosher - kravi . i df _
74.82.47. 4 Lhited Sates 147.237.0. 16 i| Unhaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64. 143 | sr ael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ nai n/ sachar/ regi strat i onw zar d/ r egi st er. aspx B ock !
207.46.13.192 |thited Sates  [147.237.77.176 |mat pash. i df . il Unaut hori zed URL Access to 147.237.77.176/ B ock 1
- kosher - kravi . i df
104. 236. 25. 172 |lhited Sates 147.237.0. 16 niyl Uhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/ B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter doc in waw aka.idf.il/kamar/klali/default.asp |None 1
157.55.39.205 |Uited Sates 147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
. . D stributed Lhauthorized URL Access on
66.249. 64. 240 |[lIsrael 147.237.77. 216 |dover.i df . il 147 237 77 216/ r obot s. £ xt B ock 1
216.218.206.68 [lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
107. 200. 209. 212|thited Sates 147.237.76.86 |navy.idf.il PHP At t enpt B ock 1
68.180.229.89 |lnited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df.i|/main/rabanut/62312 |B ock 1
179.211.231.7 |Brazil 147.237.77. 216 |dover . i df . i | NMD'J;)‘)' e Untraceabl e S Sessions from179. 211. 231. 7 ((Gpen None 1
P . Uhaut hori zed URL Access to
66.249.69. 125 [lIsrael 147.237.0.15 |kosher-kravi.idf.il vaw kosher - kravi i df . i 1/t enpl at es/ shar ed/ user cont rol s/ navnenu/ B ock 1
Russi an . . Uhaut hori zed URL Access to
217.69.136. 206 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ newsf | ash/ newsf | ash. aspx/ Bt ock !
107. 200. 209. 212|thited Sates  [147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/wp-1ogin. php B ock 1
69.171.228.118 |lnited Sates 147.237.77.216|dover. i df .il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock
179.211.231.7 |Prazil 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None
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