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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 1154
184. 105. 139. 76 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np Al Net dr op 1
204. 42. 253. 2 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Bock Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237. 8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
204. 42. 253. 2 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il B ock Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il B ock Np Al _Net drop 1
184. 105. 139. 112 Lhited Sates 147.237.77. 121 e.navy.idf.il Block Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77. 205 prishaidf.il B ock Np Al Net dr op 1
185.94.111.1 Russi an Federation 147.237.0. 17 m ny- kosher -kravi .idf . il B ock Wdp Al Nets drop 1
82.221.105. 6 I cel and 147. 237. 76. 201 e.atal.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 6
69. 30. 213. 82 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
69. 30. 234. 186 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot B ock 2
69. 30. 234. 186 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 154 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
40.77.167. 4 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address
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Attacker Country

dte

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
87.229.116. 42 147.237.77. 226 Hungary ww chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
40. 114. 42. 13 147. 237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.96. 109. 87 147.237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
218.200. 188. 213 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 221 147. 237.76. 34 Lhited Sates yohal an. i df . i ET SCAN NVAP -sS wi ndow 2048 1
198. 71. 54. 46 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN Potential SSH Scan 1
113. 196. 182. 86 147.237. 76. 147 Tai wan chi nuch. aka. i df . il ET SCAN NMAP -sS wi ndow 2048 1
97.74.4.26 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147. 237. 8. 45 Net her | ands eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
23.96. 109. 87 147. 237.77. 226 Lhited Sates wiaw chanat z. aka. i df .| ET SCAN NMAP -sS wi ndow 3072 1
218. 200. 188. 213 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
23.96. 109. 87 147.237.77. 226 Lhited Sates v chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
199. 101. 186. 221 147.237.76. 34 Lhited Sates yohal an. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
199. 101. 186. 221 147. 237.76. 34 Lhited Sates yohal an. i df . il ET SCAN NVAP -f -sS 1
198. 71. 54. 46 147.237.77. 205 Lhited Sates prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
165. 138. 213. 4 147.237.77.61 Lhited Sates e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 196. 182. 86 147. 237. 76. 147 Tai wan chi nuch. aka. i df . i ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf. il drop SAMrule drop 30
46. 19. 85. 224 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |6
46. 19. 85. 224 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 224 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |6
46. 19. 85. 224 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46.19. 85. 113 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber aert 4
46.19. 85. 113 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |4
46. 19. 85. 113 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4
183.87.129. 254 |India 147.237.77. 216 |dover.idf. il drop First packet isn't SWN drop 4
139.129. 18. 107 |onina 147.237.76. 197 |e. hinush. i df . | Geo- 1 ocati on enf or cenent Sﬁf Olrggzi'mo n i nbound drop 4
46.19. 85. 113 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
130. 193. 51. 91 gjziion 147. 237. 76. 200 |ei tan. aka.i of .| ‘:e; ?ZTS?T? Slir:g;:e: T Invalid Lg\éileitd dsreggggé retransmssion. |y o0 3
183. 87.129. 254 |India 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 2
208.115.113.88 |Lhited Sates |[147.237.76.86 |navy.idf.il Stream ng Engi ne: TCP Invalid|invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
151.80.31.172  |France 147.237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid|invalid segnent retransmission drop 2
Ret r ansmi ssi on Packet dr opped.
183.87.129.254 |india 147. 237.77. 216 |dover. i df . i1 Bad TCP sequence wﬁtraggxl;fth moni tor  [2
74.82.47.23 Wited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 100|Lhited Sates |147.237.76. 200 [ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 250|Wited Sates [147.237.0.19 |nadi matal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 130|Wnited Sates  [147.237.76.34 |yohalan.idf.il drop drop 1
84.108. 70. 15 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218.206.86 |[Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.187.114. 171 |Rance 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.88 |[wnited Sates [147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.24 Lhited Sates |147.237.0.17 ?]I"Iy kosher-kravi-id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 112|thited Sates |147.237.0.200 [rau.idf.il Geo- | ocati on enf or cenent Sﬁfo',ﬁgﬁggf’” i nbound drop 1
104. 238. 169. 116 zi;gegom 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 51 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 1
216.218.206.92 |lhited Sates [147.237.77.19 |lawforumidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
183.87.129. 254 |India 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
141.212.122.91 |Wited Sates |147.237.77. 178 |e. rat pash. i of . i | Geo- | ocati on enf or cenent gﬁ?olrggi:mo” i nbound drop 1
74.82. 47.55 Lhited Sates [147.237.72. 166 [aka.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
172.58.217. 244 |wnited Sates |147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 51 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |1
216.218.206.98 |Lhited Sates |147.237.72. 156 |anan.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.92 |Wited Sates |147. 237.77. 178 |e. nat pash. i of . i | Geo- | ocati on enf or cenment Sﬁfolrggﬁ;ton  nbound drop 1
74.82. 47.56 Lhited Sates [147.237.77.234 |hal ag.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.76 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
50. 153. 156. 226 [Wited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218. 206. 100|Uhited Sates |147.237.72. 166 |aka.idf.i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 248|wnited Sates [147.237.0.33  |idf.il drop drop 1
141.212.122. 129|nited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
79.181. 214. 165 |l srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.78 |lhited Sates |147.237.76.148|gqcenter.aka.idf.il drop drop 1
14.175.223.165 |M et nam 147. 237.72. 167 |i shuri maka. i f . i Bad TCP sequence wﬁtrj\;;ggz?c;gth moni tor |1
183.87.129. 254 |india 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nvalid ACK nunber aert
141.212.122.87 |wnited Sates [147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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ount ry ‘Target Addr ess ‘Site ‘S’gnature Acti on ‘Oount
207.46.13.140 |[nited Sates  |147.237.77.216|dover. i df . ifhaut hori zed UR. Access to 147.237.77. 216/ robots. t xt Bl ock 1
66. 249. 64. 230 |l srael 147.237.77. 216 |dover . i df . i|Unaut hori zed URL Access to 147.237.77. 216/ 1133- 20222- he/ dover . aspx B ock 1
93.160. 60.22  |Denmark 147.237.77. 216 |dover . i df . i|uhaut hori zed URL Access to ww i df . il/newsitelenglish B ock 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover . i df . i|Unaut hori zed URL Access to 147.237.77. 216/ 1133- 20313- he/ dover . aspx B ock 1
204.79.180.16 |lLhited Sates 147.237.77. 216 |dover . i df . i|Di stributed Unauthorized URL Access on waw idf.il/error.htm B ock 1
66.249.78.97 |israel 147.237. 72. 166 [aka. i df i | [T pho' 260 ML Acoess ;;IJI eyl showpi ¢t ure. asp Bl ock 1
204.79.180. 161 |Lhited Sates  [147.237.77.216|dover. i df . i[O stributed Lhauthorized UR. Access on wawidf.il/error.htm Bl ock 1
66. 249. 78. 159 |l srael 147.237.77.216|dover. i df . i[Dstributed Wauthorized UR. Access on waw idf.il/error.htm B ock 1
204.79.180. 234 |Lhited Sates 147.237.77.216|dover. i df . i[Dstributed Whaut horized URL Access on waw i df.il/error.htm B ock 1
66.249.64.13  |[Israel 147.237.72. 166 |aka. i df . i | |Unauthorized URL Access to 147.237.72. 166/ mai n/ har edi mi gener al . aspx Bl ock 1
66.249.78. 234 |Israel 147.237.72.166 |aka. i df . i | 1D4§t rzgk;‘_ﬂg_’ 1&7“;}0;; ;efu;geﬁgfgf_saggx B ock 1
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