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Attacker Address |Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_|p Véb In drop 1135
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 6
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . il Bl ock Udp All Nets drop 6
37.144. 87. 226 Russi an Federation 147.237. 76. 86 navy.idf.il JLMPurple Gon Linit Htp drop 3
204. 42. 253. 2 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il Block Np All _Net drop 2
37.144. 87. 226 Russi an Federation 147.237. 76. 86 navy.idf.il JLM Under _Attack _Con_Htp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush.idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.0. 35 akaws. i df.il Block Np Al _Net dr op 2
209. 126. 127. 16 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df .il Bl ock Udp All Nets drop 1
209. 126. 127. 16 Lhited Sates 147.237.0. 35 akaws. i df .il Bl ock Udp All _Nets drop 1
38.229.1.13 Lhited Sates 147.237.76. 202 e.halag.idf.il B ock Np All_Net dr op 1
218. 23. 79. 217 Chi na 147.237.72. 217 eidf.il JLMPurple Gon Limt_Tcp drop 1
209. 126. 127. 16 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Udp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgna1 ure Devi ce Action ‘Oount |
106. 38. 241. 149 [Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 3
185.106.92. 47  |Russian Federation [147.237.77.234 |halag.idf.il 20086: HITP: Mii ebl ackcat Security Scanner Bl ock 3
69. 30. 214. 38 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot B ock 2
199. 30. 24. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
68. 64. 168. 82 Lhited Sates 147.237.77.170 |maarachot.idf.il |Cl000016: HITP. administrator in UR B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
185.106.92. 47  |Russian Federation [147.237.77.234 |halag.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 [Chi na 147.237.77.176 |natpash.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
106. 186. 113. 132(147. 237. 76. 200 |Japan eitan. aka.idf.il SERVER APAO_E Apac.he mod_ss| non-SSL connection to SS 1
port denial of service attenpt
97.74.4.26 147.237.72.167 |Whited Sates  |ishurimaka.idf.il ET SCAN Potential SSH Scan 1
87.229.116. 42 |147.237.76. 202 |Hungary e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218.205.69 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
220.179. 172. 185(147. 237.0. 17 |China mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
218.23.79.217 |147.237.76.34 |China yohal an.i df .i | ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 76. 86 |Latvia navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185.106. 92. 47 |147.237.77. 234 gjj‘;”im hal ag.i df .i | ET WEB_SERVER Mii ebl ackcat scanner 1
97.74.4.26 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
97.74.4.26 147.237.8.14 |wnited Sates |e.orchot.idf.il ET SCAN Potential SSH Scan 1
58.218.205.69 [147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
46.151.52.139 |147.237.76.38 |lkraine e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220.133.23.113 [147.237.0.19 [Taiwan nadi matal .idf.il BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
198. 20. 69. 98 147.237.76.197 |Lhited Sates  |e hinush.idf.il ET CROP Dshiel d B ock Listed Source 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i of . i drop SAMrule drop 36
37.144.87. 226 RJSf;;”ion 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 31
66. 102. 8. 238 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop
213.143.50.1  |Spain 147. 237. 77. 216 |dover . i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
79.182. 155. 109 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
172.56.36.177 |wited Sates |147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
213.143.50.1 ai n 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
213.143.50.1 Spai n 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 5
123.126. 113. 101|chi na 147. 237. 77. 216 |dover . i of . i | drop SAMrul e drop 5
213.143.50.1 Spai n 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
213.143.50. 1 ai n 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 4
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
2.53.142.15 I'srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
179. 232. 119. 147|Rrazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
172.56.12.141 |Uited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
. e SYN+ACXK retransnmit wth .
179. 232. 119. 147|Brazi | 147.237.77. 216 |dover.idf .i | Bad TCP sequence different vindow scal & nonitor |3
46.117.58. 55 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
199.30.24.201 |Wnited Sates |147.237.76. 200 |ei tan. aka.idf . il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
213.143.50.1  |Spain 147. 237. 72. 166 [aka. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect
177.75.229.28 |Brazil 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
141.212.122. 131|Wited Sates |147.237.76.196 |e. sviva idf.il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 112|Uhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.80 |[lhited Sates [147.237.0.35 |akaws.idf.il drop drop 1
159. 226.95.66  |Chi na 147.237.0.33 |idf.il dr op drop 1
141.212.122. 136|thited Sates |147. 237. 76. 200 |ei tan. aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 121 |wnited Sates  |147.237.76. 201 [e. atal i df i1 Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
184. 105. 247. 228|Wnited Sates  [147.237.8.14 e orchot.idf. il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
106. 186. 113. 132 |Japan 147. 237. 76. 200 [ei tan. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
62.210. 129. 246 |France 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
141.212.122. 213|Uhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 [China 147.237.77.19 [lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.53.154. 20 I sr ael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
141.212. 122. 132|Wited Sates  |147. 237. 76. 196 |e. sviva.i df. il Geo- | ocati on enf or cement gﬁfolggﬁ;‘fn i nbound drop 1
141.212.122. 114|United Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184.105. 139. 111 |thited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
84. 53. 232. 154 RJF Sﬁ::ﬂ on 147.237. 77. 216 |dover.i df .i | Directory Traversal directory traversa overflow nonitor |1
46.105.61.138 |Fance 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
141.212.122. 136|Wited Sates  |147.237.77. 121 [e. navy. i df .1 Geo- | ocati on enf or cenent gﬁfolggﬁ;‘fn I nbound drop 1
141.212.122. 122|wnited Sates  [147.237.76. 201 [e. atal .idf . i1 Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
184. 105. 247. 243|Lhited Sates |147.237.76.34 |yoha an.idf.il drop drop 1
120. 132. 84. 157 |onina 147.237.8.24 |elifestyle.idf.il  |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 214|Wited Sates  |147.237.0.200 [rau.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
37.48.74.44 Net her | ands 147.237.77. 216 |dover. i df .i | D rectory Traversal directory traversal overflow noni t or 1
141.212.122. 132|Wited Sates  |147. 237. 76. 197 |e. hi nush. i df .1 Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
200. 74. 240. 180 |Panama 147. 237.77. 226 "‘f":‘“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 115|thited Sates |147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 112|thited Sates |147.237. 72. 167 |i shuri maka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
84.94.165.139 |[Israel 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 137|Wited Sates  |147.237. 77. 121 [e. navy. i df .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1

enf or cenent
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
199. 30. 25. 90 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm B ock 3
199.30.24.220 |uhited Sates |147.237.77.216|dover.idf. il D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 2
66. 102. 8. 238 Lhited Sates |147.237.77.216]|dover.idf.il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 2
199. 30. 24. 35 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
107. 200. 209. 212|thited Sates [147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 2
107. 200. 209. 212|tnited Sates |147.237.77.74 (lawidf.il Ml ti pl e Uhaut hori zed URL Access from 107. 200. 209. 212 B ock 1
. . . Uhknown Par anet er SearchText in
84.95.208.20  |Israel 147.237.76.200|ei tan. aka.i df . il v ei tan. aka i o . i 1/ 938- hel i t an, aspx None 1
40.77.167.78 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/chanatz/klali/default.asp None
147.9. 98. 104 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwi i df . il/894-en/i df gdover. aspx Bl ock 1
107. 200. 209. 212|thited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to ww aka. i df .il/wp-1ogin. php B ock 1
. . Il egal Parangter Encodi ng searchText in
66. 249. 78. 89 I srael 147.237.77.74 [lawidf.il vow | aw i df i |/ 275- hel pat zar . aspx None 1
107. 200. 209. 212|lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df.il/wp-1ogin. php B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf . il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
40.77. 167. 83 Lhited Sates |147.237.77.216]|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
} . . DO stributed Whaut hori zed URL Access on
157. 55. 39. 55 Uhited Sates |147.237.77.233|atal .idf.il 147 237 77. 233/ robot s. £ xt B ock 1
107. 200. 209. 212|thited Sates |147.237.76.31 |nakchal .idf.il Dstributed PHP At tenpt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 240 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
204. 236. 235. 245|Uhited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock
109. 86. 72. 163  |Lkrai ne 147.237.77. 216 |dover.i df .i | Unhaut hori zed LRL Access to wwidf.il/1116-en/ B ock
. . . Mil tiple Uhtraceabl e SS. Sessi ons from 106. 186. 113. 132 (Pr ot ocol
106. 186. 113. 132|Japan 147.237.76.200(ei tan. aka. i df.il viol ation (SSL GOV QI ENT HELLO)) None 1
198.58.96.215 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294- he/ wan i df . i | B ock
107. 200. 209. 212|lnited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to v nakhal . idf.il/wp-1ogin. php B ock
’ . . Paraneter Type M ol ati on PageNumin
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1381- he/ dover . aspx B ock 1
. P . Uhaut hori zed URL Access to
123.59.59.52  |China 147.237.0.15  |kosher-kravi.idf.il | " - engwo. cn/ 894- he/ or chot . aspx B ock 1
. . . S Untraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.76.200(ei tan. aka. i df . il (SSL OONN LI ENT FELLO) None 1
66. 102. 8. 243 Lhited Sates |147.237.77.216]|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
68.180.231.43 |Wited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/kesher Bl ock 1
. . URL is Above Root Directory
37.48.74. 44 Netherlands  |147.237.77.216|dover.idf.il Wi of i1/ / shared/ cl i entscri pts/j query/j query-1.4.2.nin. | s B ock 1
Lhi t ed wwv, chamat z. aka. i d )
128. 232. 110. 28 Ki ngdom 147.237.77. 226 £l Uhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
107. 200. 209. 212|thited Sates |147.237.72.166|aka.idf .il PHP At t enpt B ock 1
66.249. 64.131 I srael 147.237.72. 166 |aka. i df . i | thaut hori zed LRL Access to Bl ock 1

147.237. 72. 166/ edi ni yonan/ enl ar ge. asp
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