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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 1114

203. 189. 74. 44 Si Lanka 147.237.77. 176 nat pash. i df . i | L4 Source or Dest Port Zero drop 3

81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 3

89. 248. 160. 138 Net her | ands 147.237.77.170 naar achot . i df .i | B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

|Site

Devi ce Action |Count

94.102. 153. 58 United Ki ngdom 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
91.121.211.59 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
40.77.167. 85 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
65. 55. 210. 108 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
66. 249. 66. 162 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
94.102.153.58 |147.237.72. 166 LKJ?';;gom aka.idf.il A Injection - Select From 4
180.97.81. 71 147.237.0.16 [China ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
66. 37. 80. 113 147.237.77.227 |Wited Sates |e hanaz.idf.il ) 1
Potential Scan or Brute Force
198. 20. 69. 98 147.237.77.170|Wited Sates |nmarachot.idf.il ET DRCP DBshield B ock Listed Source 1
188. 14.242.67 |147.237.77.234|italy hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
- SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
106. 186. 113. 132|147. 237. 76. 42 |Japan refuah.idf.il . . - 1
deni al of service attenpt
88.204.187.90 [147.237. 72. 167 |Kazakst an i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
176.77.86.62  |SSIan 147. 237. 77. 216 |dover . i of . i | dro First packet isn't SWN dro 43
T Federation ) o o P P P
178. 140. 124. 201 RJSfia” 147. 237. 77. 216 |dover. i df .i drop Frst packet isn't SIN drop 42
. 140. 124, ot on . 237.77. Lidf.
41.33.231.90 Egypt 147.237.77. 216 |dover. i df il dr op SAMrul e drop 32
101. 128.179. 75 [Japan 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 27
Russi an P .
109. 63. 145. 137 Federat i on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
178. 140, 87. 205 |Ssian 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 25
) ) ) Federati on ) ) ) ) )
37.237.210.135 |irag 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence i;;e”ansmt with different wndow | 4 20
37.237.210.135 [irag 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence S retransmt with different wndow | oior |20
93.81.122.89  |USSIan 147. 237. 77. 216 |dover. i df . dro First packet isn't SWN dro 17
T ) Federation ) o o P P P
Sreanming Engine: TCP Invalid i i ssi
109. 253. 198. 95 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =9 nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
212.143.142.56 |Israel 147.237.77. 216 |dover. i df il dr op First packet isn't SWN drop 7
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.0.34  |tikshw.idf.i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
84.95.208.20 | srael 147.237. 72. 166 |aka. i df . g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 79 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Russi an . . .
141.8.132. 78 Federat i on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
190. 210. 137. 105|Argenti na 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
123. 126. 113. 101|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
141.0.13. 245 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Sreanming Engine: TCP Invalid i i ssi
87.69.230.170 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invali d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
94.73.150. 148 |Turkey 147.237.77. 233 |atal .idf.il dr op SAMrul e drop 4
41.185. 31. 40 South Africa 147.237.77.233|atal .idf.il dr op SAMrule drop 4
217.70.44.165 |Sweden 147.237.72. 166 |aka.idf .il drop SAMrul e drop 3
reamn ine: TCP Invali i i SSi
2.55.132. 80 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
212.179.212.38 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
38.111.147.86 |Lhited Sates [147.237.77.216 |dover.idf.il dr op drop
84.110. 37. 248 |Israel 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Inval i d AGK nunber aert
128. 232. 110. 29 LK!i“r::gom 147.237.76. 44 |e.refuah.idf.il |Geo-| ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent drop 2
84.110. 37.248 |Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACGK nunber nonitor |2
128. 232. 110. 29 LKTI;;gom 147.237.77. 212 |e.dover.idf.il  |Geo-1 ocati on enf or cenent Geo-l ocation i nbound enforcement  |drop 2
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
128. 232. 110. 29 z‘;;gom 147.237.77.227|e.hanaz.idf .il  |Geo-| ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2
92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
93.33.107.182 |italy 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 2
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
106. 186. 113. 132|Japan 147.237.76.38 |e.e.neitav.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 39. 54 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122. 129|United Sates  [147.237.8.50 |e.tikshuv.idf.il [Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
109. 186.49.99  |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
93.33.107.182 |italy 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 140|United Sates  |147.237.76.44 |e.refuah.idf.il |[Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
141.212.122. 121 |Whited Sates 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 1
. . . illegal header fornat detected: 1llegal .
46. 19. 85. 175 I srael 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant start line in request moni tor |1
197.133.255.3  |Egypt 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence i’:l;:tné:nsmt W th different monitor |1
106. 186. 113. 132|Japan 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95. 66  |Chi na 147.237.76.197 |e.hinush.idf.il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf or cenent drop 1
89. 248. 167. 131 |Net her| ands 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 120. 142. 202 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 59
197. 165. 138. 165 |Egypt 147.237.77. 216 |dover . i df . i | Mil tipl e Uhauthorized URL Access from 197. 165, 138. 165 B ock 3
37.238.188.41 |[iraqg 147.237.77. 216 |dover.idf . il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 3
130. 185. 155. 10 |Sweden 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock 2
149.78.192.30 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
87.69. 206. 51 I srael 147.237.76. 42 |refuah.idf.il PHP Att enpt B ock 1
174.129.228.67 |Uited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
84.94.176. 72 I srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Method a MU B ock 1
66.249.78.102 [Israel 147.237. 77. 216 |dover . i df . i | e e e el dover. aspx Hock |1
87.69. 206. 51 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw idf.il/xnrpc. php B ock

84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to wmw kosher-kravi.idf.il/default.aspx  |B ock
212.179.21.194 [Israel 147.237.0.15  [kosher-kravi.idf.il [ahorized UL focess tpist oragel i1 68/ 3 1773 bq Bl ock 1
157. 55. 39. 98 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/chanatz/ niktzoa/ defaul t.asp |None 1
84.94.176. 72 I srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to v i df.il/newsitelenglish Bl ock 1
46.19. 85. 175 I srael 147.237.77. 216 |dover.i df . i | Mal f or med LRL B ock 1
87.69. 206. 51 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 1
197. 165. 138. 165 |Egypt 147.237.77. 216 |dover. i df . il D stributed Admn B ocking B ock 1
84.94.176. 72 I srael 147.237.72. 166 |aka. i df . i | Mal f or med HITP Header Line 5 B ock 1
68.180.230.184 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1486-he/ atal . aspx  |B ock 1
130. 185. 155. 10 |Sweden 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka. i df.il/wp-1ogin. php Bl ock 1
87. 69. 206. 51 I srael 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
23.235.227.106 |lhited Sates [147.237.77.216|dover.idf .il Paraneter Type Miolation IDin waidf.il/1294-ar/dover. aspx B ock 1
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 1
157.55.39.217 |Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
84.94.176. 72 I srael 147.237.72. 166 [aka. i df . i | Dstributed Aonormal |y Long Request B ock 1
106. 186. 113. 132Japan 147.237.76.42 |refuah.idf.il ylj IOT i;t)'i inﬁtgffgﬁ_ﬁaﬁiiﬁggmm 106. 186 113. 132 (Protocol {6 1
46.19. 85. 175 I srael 147.237.77. 216 |dover.idf . il Unknown HTTP Request Method xocpms in URL B ock 1
87. 69. 206. 51 I srael 147.237.76.86 [navy.idf.il Ml tiple Unauthori zed URL Access from 87.69. 206. 51 B ock 1
84.94.176. 72 I srael 147.237.72. 166 |aka. i df . i | Mal formed URL B ock 1
69. 121. 60. 58 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
131.253.25. 142 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawwidf.il/error.htm B ock 1
87. 69. 206. 51 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wawidf.il/xnirpc. php B ock 1
37.237.210.135 |[iraqg 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
84. 95. 208. 20 I srael 147.237.77.226 }'W\:Al’ chamat z. aka. i d Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 1
173.252.79. 116 |Uhited Sates |147.237.77. 216 |dover. i df . i | mriidtf"ftﬁcj Eﬁ%&yﬁaﬁﬁéﬂgm . Bl ock 1
84.94.176. 72 I srael 147.237.72. 166 |aka. i df . i | Ill1egal Byte (de Character in Header Nane B ock 1
106. 186. 113. 132Japan 147.237.76.42 |refuah.idf.il %{E@‘;\Tﬁ&ﬁfﬂf& - Protocol vidlation None 1
87. 69. 206. 51 I srael 147.237.76.86 [navy.idf.il PHP Attenpt B ock
84.94.176.72 | srael 147.237.72. 166 |aka. i df . i | Unknown HTTP Request Method a MXpla B ock

197. 165. 138. 165|Egypt 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/ar/unljlj B ock 1
72.9.148.10  |Uited Sates |147.237.76.86 |navy.idf.i| m“tngsry' e R e vy, aspx. asp Bock |1
87. 69. 206. 51 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unauthorized URL Access from 87.69. 206. 51 B ock 1
84.195.208. 20 | srael 147.237.77. 226 :‘,M:,Y chamat z. aka.1d muéﬂgrz;tzf.dalt?_i (ﬁ‘cﬁelslst etr;.pl at es/ honepage/ di v. i tem Bl ock !
173.252.90. 106 |Uhited Sates |147.237. 77. 216 |dover. i df .i | m:i dtf“.’tﬁd/ E‘giﬁ:%ozf‘?a!&a;;f;ger . B ock 1
84.94.176. 72 I srael 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1
66. 249. 64. 240 | srael 147.237.77.216 |dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ 1133- he/ dover. aspx |B ock 1
130. 185. 155. 10 |Sweden 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 130. 185. 155. 10 B ock 1
87. 69. 206. 51 I srael 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized URL Access from 84.95. 208. 20 B ock 1
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