04-15-2016-00:04:07 to 04-15-2016-01:04:07

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il
M nadi matal .idf.il
M aka.idf.il
M anan.idf.il
M tikshuv.idf.il
M navy.idf.il
[ ishurimaka.idf.i
M nobile.idf.il

nat pash.idf.il
M test.ncore.idf.il

Top Tar get

[Top Attackers |

1, 200

M 167. 114. 156. 16
37.26.149. 171

I 37.26. 149. 219
41.33.231.90

M 46. 19. 85. 79

I 103. 208. 244. 163

[ 141.8.132. 112

W 176.13.22. 40
152. 238. 202. 150

90 A \3;5 \/\;L .bg ,\500 ) W 109. 186. 5. 19

Nunber
(6]
At acks

Top Attackers



04-15-2016-00:04:07 to 04-15-2016-01:04:07

|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

Target Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 1203
109. 67. 38. 238 | srael 147.237.72. 156 anan.idf.il ock_Wp Al _Nets dr op 3
89. 248. 172. 201 Net her | ands 147.237. 8. 46 e. chinuch.idf.il Block Np All Net drop 1
89. 248. 172. 201 Net her | ands 147.237.72. 217 eidf.il Block Np All _Net drop 1
89. 248. 160. 138 Net her | ands 147.237.0. 19 nadi matal .idf.il B ock Np Al Net drop 1
89. 248. 160. 138 Net her | ands 147. 237. 8. 27 e.nadi matal .idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gountry

arget Address

Devi ce Action |Oount

79.178. 105. 155 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
40.77.167. 85 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
46.19. 85. 168 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
103. 208. 244. 163 147.237.77.216 |dover.idf.il C1000016: HTTP. adnministrator in LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
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Attacker Address |Target Addr ess Attacker Qountry ([Ste |Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
165. 215. 209. 15 147.237.77.216 |Lnited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
107. 158. 255. 194  |147. 237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 208. 244. 163  |147.237.77.216 dover.idf.il SERVER- WEBAPP adm n. php access 1
78.109. 24. 107 147.237.77.243 |Wkraine nobi | e. i df.il ET SCAN Potential SSH Scan 1
37.26.149. 171 147.237.0.19 I srael nadi matal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
125.212.232. 165 |147.237.77.74 Mi et nam lawidf.il ET SCAN NMAP -sS w ndow 1024 1
104. 128. 144. 131 |147.237.76.34 Canada yohal an.i df . il ET SCAN NMAP -sS wi ndow 3072 1
80. 82. 78. 38 147.237.72.167 |[Netherl ands ishurimaka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
42.113.132. 39 147.237.77.179 |M etnam e.nazi.idf.il ET SCAN NMAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Russi an D Sreaming Engine: TCP Invalid |invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df .i | Ret 1 ansni ssi on Packet dr opped. drop 9
Sreaning Engine: TQP Invalid i i ssi
176.13.22.40 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransnssion. drop 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid
152. 238. 202. 150|Brazi | 147.237.77. 216 |dover.idf.il Checksugm 9 Invalid checksum Packet dropped. drop 8
46.19.85.79 I sr el 147.237. 77. 216 |dover. i of . i Bad TCP sequence SINAK retransmt with different opnivor s
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46. 19. 85. 79 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
reamn ine: TCP Invali i i ssi
79.179.185.45 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segrent retransnissi on, drop 6
Ret r ansni ssi on Packet dr opped.
2.53.148. 144 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
123. 126. 113. 101|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
46.19. 85. 79 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |5
109. 186. 5. 19 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19. 85. 219 I srael 147. 237. 77. 216 [dover.i df . i Bad TCP sequence Inval id ACK nunber alert 4
73.171.202.86 |Lhited States 147.237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 219 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
37.26.149.219 |lIsrael 147.237.0.19 |madimatal.idf.il[Bad TCP sequence alert 4
37.26.149.219 |Israel 147.237.0.19 |medimatal .idf.il|{Bad TCP sequence nonitor |4
Sreanming Engine: TCP Invalid i i ssi
79.182.51.51  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransssion. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.177.244.16  |israel 147.237.77. 243 |moti 1o i or iy | @M NG Engine: TP Inval i d invalid segrent retransnissi on. dr op 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 165. 73 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 60 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni tor |3
Sreanming Engine: TCP Invalid i i ssi
82. 166. 119. 177 | srael 147.237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
37.46. 41. 197 I srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i ssi
79.179.13.57  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invali d segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i ssi
46. 19. 85. 60 I srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126.218. 212 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
2.53.61.187 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
109. 186. 5. 19 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
Sreanming Engine: TGP Invalid i i ssi
178. 255. 215. 87 |France 147.237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
79.181.25.134 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.66.44  |Uited Qates  |147.237.0.34  |tikshuv.idf il 9 =g Inval i d segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
149.78.171. 41 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.149.219 |Israel 147.237.0.19 |madimatal .idf.il{Bad TCP sequence Invalid ACK nunber noni t or
R . illegal header fornat detected: Illegal .
46. 19. 85. 79 I sr ael 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant start line in request nonitor |2
2.53.187.23 | srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i ssi
66.249.78.146 |lited Sates  |147. 237.72. 166 |aka i of il 9 =g Inval i d segnent retransnission. drop 2
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
212.76.98.204 | srael 147.237.77. 243 |nobi l e. i f .| g =g nvalid segnent retransnssion. drop 2
Ret ransm ssi on Packet dropped.
128.232.110.29 |United Ki ngdom [147.237.8.50 [e.tikshuv.idf.il [Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enforcenent  [drop 2
Sreaning Engine: TAP Invalid i i ssi
157.55.39.40  |Wited Sates  |147.237.72. 166 [aka.idf.il 9 =9 Invalid segment retransmssion. drop 2
Ret r ansmi ssi on Packet dropped.
79.177.21. 26 I srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
Lhited Arab R SYN+AXK retransmit with different .
83.110.149.22 oo 147.237.77. 176 [mtpash.idf.il  [Bad TCP sequence wi ndow scal e noni tor |2
188. 36. 120. 189 |Hungary 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
. . o SYN+AXK retransmit with different .
79.177.21. 26 I srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Wi ndow scal e noni t or 2
149.78.171. 41 |lsrael 147. 237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber alert 2
185. 3. 146. 227 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni tor |2
46. 19. 85. 79 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 1
87.69. 62. 195 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber alert 1
. . SYNPAXK retransmit with different .
79.177.142.73 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 1
141.212.122. 137 |wnited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.176.18.93 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
37.26.149.171 |lsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 75
37.26.149.219 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 31
103. 208. 244. 163 147.237.77. 216 |dover . i df . i | Ml ti pl e Unhaut hori zed URL Access from 103. 208. 244. 163 B ock 5
103. 208. 244. 163 147.237.77.216|dover. i df .i | PHP Attenpt B ock 4
103. 208. 244. 163 147.237.77. 216 |dover.i df .i | Mil tipl e Admin B ocking from 103. 208. 244. 163 B ock 3
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 2
66.249.78.95 [Israel 147. 237.77. 216 |dover . i df . i | e o e e 1o/ dover . aspx Bl ock 1
46.19. 85. 79 I srael 147.237.77. 216 |dover.i df .i | Abnormal |y Long Request net hod B ock 1
148.251.2.180  |Ger nany 147.237.72. 166 |aka. i df . i | m“atkrg :ﬁ? /'gfgthﬁgsiﬁ?;%; it asp B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/newsitel english B ock 1
46.19. 85. 79 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Malfornmed URL from 46.19. 85. 79 B ock 1
199. 47.81. 13 Lhited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df .il/1413-10820- Bl ock 1
103. 208. 244. 163 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
66.249.78.159 I srael 147. 237.77. 216 |dover . i df . i | mriidt;”_tff/ e b \';;’:Jit ip‘;r; TT— Bl ock 1
46.19. 85. 79 I srael 147.237.77.216|dover.i df .i | Illegal HITP \ersion B ock 1
174.129.228.67 |Wited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
93.172.150.76 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
46.19. 85. 79 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unknown HTTP Request Met hod from 46. 19. 85. 79 B ock 1
109.64.51. 241  |Israel 147.237.0.19 |nadimatal .idf.il gdf‘rr:f;e; _Tiyd‘f_’i\l’i/?g 'nogs;)t(' 00SCont ent P acetbl der 1St xt Gptcha in g 1
46.19. 85. 79 | srael 147.237.77.216|dover. i df . i | Mal formed URL _pk_ses. 20. 8af c=* B ock
197.41.120. 111 |Egypt 147.237.77. 216 |dover.i df .i | Unaut hori zed HTTP Met hod B ock 1
Unknown HTTP Request Met hod
46.19. 85. 79 I srael 147.237.77. 216 |dover . i df .i | aa. 1452424986. 4. 1460671361. 1460671114.; in URL Bl ock 1
_pk_ses. 20. 8af c=*
131.253.25.201 |uhited Sates |147.237.77.216|dover.idf.i | O stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
68.180.231.43 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df .i|/1379-he/ dover. aspx |B ock 1
46.19. 85. 79 I srael 147.237.77. 216 |dover.idf .i | Ml tipl e Abnormal |y Long Request from 46. 19. 85. 79 B ock 1
197. 41.120. 111 |Egypt 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
52.91.239.42  |lnited Sates  |147.237.77.216|dover. i df . i | mult (:'ﬁﬂ'ﬁi‘:}ﬁ,ﬁggfﬁjn:rool of header upper Bl ock 1
37.146.191. 124 :3:::30” 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
141. 8.132. 112 :Z:::t”i on 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df . il /v tikshuv.idf.il B ock 1
85.65.116.235 |[Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 103 cooki es B ock
46.19. 85. 79 I srael 147.237.77.216|dover . i df .i | Miltiple Illegal HITP \ersion from46. 19. 85. 79 Bl ock
198.58.103.102 |lhited Sates  [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/1294-en/wwnidf.il/english |8 ock 1
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