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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 1314
109.65.71. 4 | srael 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 5
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

80. 82. 78. 38 Net her | ands 147.237.76. 42 refuah.idf.il|bl ock-sp-trafl forward 2

66. 240. 236. 119 Lhited Sates 147.237.76. 196 e.sviva.idf.i|Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
149. 88. 254. 26 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
158. 69. 200. 203 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 4
5.28.169. 13 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
207.241.237.222 |lited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 3
158. 69. 200. 203 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot B ock 2
158. 69. 200. 203 Lhited Sates 147.237.77.176  |natpash.idf.il |Cl000074: HITP. najestic bot B ock 2
79.176. 138, 27 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
199. 58. 86. 206 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
158. 69. 200. 203 Lhited Sates 147. 237.76. 86 navy.idf.il C1000074: HTTP. majestic bot B ock 2
52.1.90.117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
188. 165. 229. 190  |France 147.237.77.176 |natpash.idf.il [CLO00016: HTTP: adninistrator in UR Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

Gountry

Signature

37.46. 42. 188 147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 24
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
82 166. 247, 138 |147. 237 77. 2331 57 ael atal il ET DO Large anmount of TGP ZeroWndow - Possible Nkiller2 1
DDos attack
76.181. 249. 213 [147.237.77.227|Wited Sates |e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 3072 1
13.92.100. 128 |147.237.77.178|thited Sates |e. matpash.idf.il ET SCAN NVAP -sS wi ndow 3072 1
13.92.100. 128 |147.237.77.176|hited Sates |natpash.idf.il ET SCAN NVAP -sS wi ndow 2048 1
180. 97. 106. 162 |147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
180. 97.106. 37  |147.237.8.27 |China e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
113 199, 28, 253|147 237 76,31 |orea Repudlic| . 0 ET SCAN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
88.204.187.90 [147.237.0.35 [Kazakstan akavs. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
80. 82.78. 38 147.237.77.61 |Netherl ands e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.92.100. 128 |147.237.77.176|lhited Sates |natpash.idf.il ET SCAN NVAP -sS wi ndow 3072 1
13.92.100. 128 |147.237.77.176|hited Sates |matpash.idf.il ET SCAN NVAP -f -sS 1
180. 97. 106. 162 |147. 237. 72. 217 [Chi na eidf.il ET SCAN Potential SSH Scan 1
180.97.106. 37  [147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
115.29.138.97 |147.237.8.24 [China elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
106. 186. 113. 132|147. 237. 77. 216 | Japan dover.idf.il SERVER APAO_E Apac.he mod_ssl non-SS. connection to SS. 1
port denial of service attenpt
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46.116. 162. 187 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 57
. . SYNHAK retransmit with different .
46.116.162. 187 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence vi ndow scal & noni t or 50
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.116. 162. 187 |l srael 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 26
46.116. 162. 187 |lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence noni t or 14
79.176.138.27 |lIsrael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
79.176.138.27 |lIsrael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout aert 13
Sreaning Engine: TGP Invalid i i SSi
2.53.128.71 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
46.116.223.35 | srael 147.237.77. 234 |hal ag. i f . i1 Bad TCP sequence SN retransmt with i fferent alert 12
w ndow scal e
. . SYNretransmit wth different .
46.116.223.35 |Israel 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence wi ndow scal e noni t or 12
Sreaning Engine: TCP Invalid i i SSi
73.38.58.206  |Uited Sates |147.237.72. 167 |i shuri maka i df.i 9 =g Inval i d segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
109. 253. 157. 212|i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
46.116. 162. 187 |l srael 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect
79.176.138.27 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert
79.176.138.27 |lIsrael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
reamn ine: TCP Invali i i Ssi
79.178.58.37  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 95 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
reaming BEngine: TCP Invali i i SSi
79.179.28.91  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 95 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 6
Sreaning Engine: TAP Invalid i i sSi
79.180.196.53 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
37.26.149.199 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 119 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
79.176.138.27 | srael 147.237.0.34 |tikshw.icf.il |Bad TCP sequence SIWAK retransmt with different | oo |5
W ndow scal e
46.19. 85. 119 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 5
123.126. 113. 101|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
185.3.147.210 |Israel 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 4
109.65.71. 4 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreaning Engine: TAP Invalid i i sSi
84.108.65.11  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 47 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
46.116. 162. 187 |Israel 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.116. 162. 187 |lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
94.230.86.161 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
. . SYNPAXK retransmit with different .
46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 4
Sreaning Engine: TGP Invalid i i sSi
46.19.85.231  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
2.53.28.70 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
5.22.134.212 I srael 147.237.72. 166 |aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i SSi
84.228.24.118 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansm ssi on Packet dr opped.
46.19. 85. 73 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
46.19.85.237  |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
. . SYNHAK retransmit with different .
46.19. 85. 95 I srael 147.237.76.31 |nakcha.idf.il [Bad TCP sequence vi ndow scal @ noni t or 3
Sreaning Engine: TQP Invalid i i ssi
46.19. 85. 34 I'sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
79.181.23.17  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 73 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
109. 66.68.79 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
212.54.220.79 |Geece 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.179.54.35  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 224. 48 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
31.154.169. 153 |[Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 106
2.55.15.93 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
84.109. 215. 153 [Israel 147.237.0.34 |tikshuv.idf.il Autonat ed VUl nerabi lity Scanning V1 B ock 18
207. 46.13. 72 Lhited Sates 147.237.77.216|dover . i df . i O stributed Lhaut horized UR. Access on www idf.il/error. htm Bl ock
2.53.134.94 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
] . . Unhaut hori zed URL Access to
208.115.111.72 |thited Sates  [147.237.76.86 [navy.idf.il navy. i df . i1/ i yus/ f or und asp/ show or um asp Bl ock 4
66.249.81.212 |[Israel 147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock
66.249.81.215 |[Israel 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock
109. 253. 218. 31 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
. . Paraneter Type Mol ati on searchText in
94.230. 86. 161 |l srael 147.237.76.42 |refuah.idf.il W ref ua atal i of i 1/916-hel ref uah. aspx Bl ock 2
2.53.182. 128 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
149. 78.204. 93 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock
- . Unhaut hori zed URL Access to
66.249.78.246  |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ r esour ces/ | nages/ aka- | 0go. | pg B ock 1
188. 165. 229. 190 |France 147.237.77. 176 |mat pash. i df .i|  |PHP Attenpt B ock 1
46.120.165.39 |Israel 147.237.77. 170 |n@arachot . i df . i | |Waut hori zed UR. Access to maarachot.idf.il/pdf/files/5/112745. pdf  [B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.77.216|dover. i df . il (SSL CONN CLI ENT HELLO) None 1
68.180.231.43 |lhited Sates 147.237.77.216|dover.i df . il Paraneter Type M ol ation PageNumin vww idf.il/1815-he/ dover.aspx |B ock 1
66.249. 64.189 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock
217. 69. 136. 204 RJF Sﬁ::ﬂ on 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/ israel defence force site B ock 1
157.55. 39. 54 Lhited Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/navy/ B ock 1
87.71.136.171 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anman. i df.il/https:/ww aman.idf.il/ |B ock 1
188. 165. 229. 190|France 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/wp-1ogin. php B ock 1
54.163. 24. 48 Lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; catld in v aka.idf.il/rights/asp/info.asp None 1
109. 64. 94. 62 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned B ock 1
’ . . .|Whaut hori zed URL Access to
68.180.231.46  [Lhited Sates 147.237.76.147 chi nuch. aka. i df . i wan chi nuch. aka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
- . Unhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai i gi yus/ gi yus/ gener al . aspx B ock 1
217.132.43.201 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/val tam B ock 1
] . . Uhaut hori zed URL Access to
157. 55. 39. 83 Lhited Sates 147.237.72. 156 |anan. i df . i | Wi amn, | df i |/ nodi i 1V si p_st or age/ 1 es/ 5/ 68625 B ock 1
93. 160. 60. 22 Denrmar k 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
198.71.230.46 |Uited Sates 147.237.76.200|ei tan. aka. i df . i | |Wnauthorized URL Access to eitan. aka.idf.il/ol d/ wp-admn/ B ock 1
54.210.18.124 |lhited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
79.182.142. 149 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
. . Unaut hori zed URL Access to
66.249.78. 234 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ sachar / r esour ces/ i nages/ header s/ tfasi mgi f Bl ock !
184. 168.193. 33 |Uhited Sates 147.237.76.200(ei tan. aka. i df . i | |Wnaut hori zed LRL Access to eitan. aka.idf.il/wp/ wp-admn/ B ock 1
. . S3. Untraceabl e Gonnection - Protocol violation
46.19. 86. 133 I srael 147.237.72. 156 |anan. i df . i | (SSL CONN LI ENT HELLO) None 1
66.249. 81.218 |[Israel 147.237.77.216|dover . i df . il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
66. 249. 64. 98 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
149. 78.154.98 |l srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx Bl ock 1
80.82.78. 38 Net her | ands 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to www bai du. cond cache/ gl obal /i ng/gs. gif [B ock 1
. . Unhaut hori zed URL Access to
66.249.78.240 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ resour ces/ i nages/ nm | ui mj pg Bl ock !
. . D stributed Lhaut hori zed URL Access on
185. 27. 105. 123 |l srael 147.237.72. 156 |anan. i df . i | o~ i1/ htt ps: /waw RPN B ock 1
. . Unhaut hori zed URL Access to
46.116.223.35 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . URL is Above Root Directory
94.242.222.23  [Luxembourg 147.237.77. 216 [dover . i df . i | v idf.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock !
66.249.89.120 [Israel 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw i df.il/appl e-app-site-association B ock 1
66.249.64.131 | srael 147.237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1

147. 237. 72. 166/ mai n/ gi yus/ r esour ces/ i nages/ i nser vi ce. j pg

04-14-2016-22:04:01 to

04-14-2016-23:04:01




