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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 1097

8. 37.231. 156 Lhited Sates 147.237.77. 216 dover.idf.il |JLMPurple Con Limt _Htp drop 3

8. 37.231. 156 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack GCon Htp drop 2
221.138. 63. 184 Korea, Republic of 147. 237. 76. 201 e.atal.idf.il |Bock Wp Al Nets drop 1

42.156. 241. 248 Chi na 147.237. 8. 45 eeitanidf.il [Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

get Address

|Site

Devi ce Action |Count |

82.81.96. 41 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 6
207.241.237.222 |whited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 5
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 5
209. 15. 196. 170 Canada 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
209. 15. 196. 170 Canada 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
46. 19. 85. 123 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il Cl000074: HTTP. naj estic bot B ock 2
177.185.194. 138 |Razil 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.i| [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 154 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

209. 15. 196. 170 147.237.77. 233 Canada atal.idf.il A Injection - Select From 9
177.185. 194. 138 147.237.77. 233 Brazil aal.idf.il S Injection - Select From 8
89. 249. 107. 248 147.237.77. 216 Qoatia dover . idf il portscan: TCP D stributed Portscan 1
85. 64. 188. 136 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.151. 52. 139 147.237.76. 30 krai ne hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
217.132. 153. 162 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
5.102. 220. 180 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
212.179.21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
109. 67. 31. 22 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
95. 86.117. 191 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
85. 64. 203. 105 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
82.166. 181. 71 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
46.117.36. 44 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
212.179. 44. 34 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
5. 28. 140. 247 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 169. 70. 108 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 253. 216. 58 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
109. 64. 183. 131 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 90
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreaming Engine: TGP Invalid i i ssi
109. 253. 158. 208|I srael 147.237.76. 31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.102.220.180 | srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.131.111  |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
5.102.242. 2 I sr ael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
reanming BEngine: TCP Invali i i ssi
93.172.161.91 |Israel 147,237, 77. 243 |mwbi e i1 | €M NG Bngine: TCP Invalid finvalid segnent retransnissi on. drop 8
Ret ransmi ssi on Packet dropped.
46. 19. 86. 228 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 8
5.102.220.180 |Israel 147.237.77. 233 |atal .i f i Bad TCP sequence StNretransmt with different mnitor |7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
37.26.149.253 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185.32.179. 200 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.190.76 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
2.53.181. 149 I sr ael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
reamn ine: TCP Invali i i ssi
79.180.69.24  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
62.219.194.51 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.53.132.199  |israel 147237, 72. 167 |i shurimaka i i | ' €M NG Engine: TP Invalid  finvalid segnent retransmission. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.55.41. 96 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
85.130.184.81 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
185. 3. 144. 26 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 4
46. 19. 85. 82 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 70 I sr ael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
109. 64. 216.5 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46. 19. 85. 82 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
176.13.0.208  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
82.166.83. 118 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 137 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 3
Russi an . ... |Sreamng Engine: TCP Invalid Invalid segnent retransnission.
141.8.142.1 eration 147.237.76. 200 |eitan. aka. i df . il Ret r ansni ssi on Packet dr opped. drop 3
. . SYNPAXK retransmt with different .
79.177.204. 196 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TGP Invalid i i ssi
2.53.27. 165 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
46.19. 85. 82 I srael 147.237.0.34 |tikshwv.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
176.13.3.206  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.182. 163. 136 |l srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 64. 214.66 | srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.19.255  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Russi an . . . |Sreaming Engine: TGP Invalid Invalid segnent retransmssion.
141. 8.142. 33 eration 147.237.76. 200 |eitan. aka. i df . il Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 160. 183. 24 |1 srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19. 86. 38 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.18.187 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.53.32.236 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
85.130.133.35 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Russi an . .. |Streaming Engine: TCP Invalid Invalid segnent retransmssion.
130.193.51. 3 ration 147.237.76.200 |eitan. aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
37.46. 39. 132 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
84.228.79.42  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.11.99  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
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Sreanming Engine: TCP Invalid

Inval id segnent retransnission.

80.178.236.3  [Israel 147.237.72. 166 |aka. i of . i 2 dro
Ret ransni ssi on Packet dropped. P

79.177.178.170 |lsrael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i Ssi

46.19. 86. 68 I sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop
Ret ransmi ssi on Packet dropped.

85.130.133.35 |l srael 147.237.77. 216 |dover. icf.il  |Bad TCP sequence SINAK retransmt with different |, ;o

w ndow scal e
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
2.55.29. 206 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 362
2.53.48.181 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 203
176. 13. 19. 65 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 23
37.26.148.224 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
141.8.132.78 Russi an Federation [147.237. 77. 216 |dover.i df . i | Mul ti pl e Unaut horized LRL Access from 141. 8. 132. 78 B ock 7
66.249.84.172 |Israel 147.237.77.216|dover . i df . i Dstributed Waut horized URL Access on waw i df.il/error. htm B ock 5
66.249.84.173 |lsrael 147.237.77. 216 |dover. i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 5
132.72.138.1 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized LRL Access from 132.72.138.1 B ock 5
109. 253. 226. 190|1 sr ael 147.237.77.243|nobi l e. i df . i | Dstributed Waut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock 4
197.211.53.9 Ngeria 147.237.77.216|dover. i df . il Dstributed Mal formed LRL B ock 4
197.211.53.9 Ngeria 147.237.77.216|dover . i df . i D stributed Wknown HTTP Request Met hod B ock 4
197.211.53.9 Ngeria 147.237.77.216|dover.idf.il Dstributed I11egal HITP \ersion B ock 3
109. 253. 207. 204|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
72.9.148.10  |[wited Sates  [147.237.76.86 |navy.idf.il m“tngs;' e e ) navy. aspx. aspx Bock  [2
2.55.13. 141 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
81.218.241.25 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 81.218.241. 25 B ock 2
46.120.77.249 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
79.176.59.185 |[Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 2
212.150. 10. 138 |l srael 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized UR. Access on v idf.il/error.htm Bl ock 2
109. 253. 226. 191 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Waut hori zed URL Access on nobi | e.idf.il/nekudot/index |B ock 2
46.116. 32. 84 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 46.116. 32. 84 B ock 2
109. 253. 226. 193]l srael 147.237.77.243|nobi l e.idf . i | Ostributed Wauthori zed UR. Access on nobil e.idf.il/nekudot/index |B ock 2
185. 89. 217. 225 |Net her| ands 147.237.77.216|dover . i df . i Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 2
66.249.84.174 |Israel 147.237.77. 216 |dover.i df . il Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 2
169.229.3.91  |uwited Sates 147. 237.76. 147 |chi nuch. aka. i df . i[O stributed 111egal Byte Gde Character in LR B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod B ock 1
62.90.211.196 | srael 147.237.76.42 |refuah.idf.il ~ |romeer vhe M olat] ;’Z"G_Ct:;/?if?aﬁzgtpz acetbl derIStxtLasthane in g oo 1
212.117. 143. 250! srael 147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized URL Access from 212.117.143. 250 B ock
109. 253. 226. 189l sr ael 147.237.77.243|nobi l e. i df . i | Dstributed Waut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock
46.19.85.142  |israel 147.237.76.42 |refuah.idf.il i;t ;;?“t?gd 4;“;“;'@/”5??;‘1652‘@??5:: on Bock |1
185. 89. 217. 232 |Net her| ands 147.237.77.216|dover . i df . i Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 1
169.229. 3. 91 Lhited Sates 147.237.77.234|hal ag. i df . i | Illegal Byte Qode Character in Header Nane Bl ock 1
169.229.3.91  |uwited Sates 147.237.76.31 |nakchal .idf.il  [Miformed LR @[#12]]7[[#3]]s: B ock 1
66. 249. 93. 29 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
212.199. 69. 213 I srael 147.237.77. 234 |hal ag. i df . i | m”ltogﬁ’rs'“zgg LR gecess Sti‘;_st orgel {11 s/ Ui 26338/ 153L | pg Bock |1
197.211.53.9 Ngeria 147.237.77.216|dover.i df . il Dstributed Abnormal |y Long Request B ock
132.72.138.1 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 0O/ B ock
103. 240. 67. 218 |Hong Kong 147.237.0.19 |madimatal . idf.il|Uauthorized URL Access to 147.237.0. 19/ manager/ ht m B ock 1
Pal esti ni an
37.8.49.134 Territory, 147.237.77. 216 |dover.i df . il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
Cccupi ed
169. 229. 3. 91 Lhited Sates 147.237. 76. 147 [chi nuch. aka. i df . i|Di stri buted Unknown HTTP Request Met hod B ock 1
169.229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il Illegal Byte Qode Character in Header Nane Bl ock 1
62.219. 21. 30 I srael 147.237.72. 166 [aka. i df . i | Distributed Uhaut horized Method for Known URL on wan aka.idf.il/  |B ock 1
46.19. 86. 228 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ | ayout.css  |B ock 1
185. 89. 217. 233 |Net herl ands 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
169. 229.3.91 Lhited Sates 147.237.77. 234 |hal ag. idf.il Mal formed URL Bl ock 1
Pal esti ni an
82.205. 97. 86 Territory, 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
Qccupi ed
216.218.206. 68 |Lhited Sates 147.237.72.167|i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il @& [[#31] 1 h[ [#27] ] Al B[ [ #2]] € »AL[ [ #11]] &5i - ~) « [ [#2] ] « [ #4] ] +[ [ # [B ock 1
12]] 40Tt MW [#3] ] e[ [#2] [ [[#5] ] PUL[#6]] in R @[#12]] [[#3]]s:
66. 249. 93. 32 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
46.120.114.67 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
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