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|Top Attackers | n DDoS- Def ence |

Device Action

Count

Attacker Address

|Attacker Country

Target Address

Site

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4121
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df i | B ock_Up Al _Nets drop 12
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

80. 82. 78. 38 Net her | ands 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2

80. 82. 78. 38 Net her | ands 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
194.177.16.3 | srael 147.237.76. 31 nakchal .idf.il B ock Wp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 1
182. 92. 223. 10 Chi na 147.237.0. 35 akavs. i df.il B ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
79.183.59. 115 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 7
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
207.241.237.222 |lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
46.116. 14. 225 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. majestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

123. 49. 44. 28 147.237.0.15 Bangl adesh kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
87.70. 96. 162 147.237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
87. 69. 198. 154 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.129. 199. 80 147.237.77.19 United Ki ngdom | aw f orumi df il ET SCAN NVAP -sS wi ndow 1024 1
31.154. 49. 35 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
192.114.5. 10 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 88. 114. 222 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
115. 29. 138. 97 147. 237.76. 44 hi na e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
87. 69. 221. 109 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 178. 157. 113 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79. 176. 158. 109 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126.92. 42 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.176. 83 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 27. 106. 119 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
62.99. 216.226 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 300
R SN retransmit wth different .
80. 246. 133. 167 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 187
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid ' i ssi
80.178. 189. 185 |l srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 nval i d segnent retransmssi on. drop 24
Ret ransni ssi on Packet dropped.
62.219. 114. 144 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
Sreaning Engine: TCP Invalid i i SSi
109. 253. 194. 220|l srael 147. 237.77. 243 |nobi L e.i df .| 9 =g nval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179.19.213 |[Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
188. 120. 154. 197|1 srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.
80. 246. 137. 228 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber alert 11
79.183.59. 115 [lIsrael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
80. 246. 137. 228 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 11
Sreanming Engine: TCP Invalid i i ssi
87.71.34.158  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i ssi
89.138.205.31 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 10
Ret ransm ssi on Packet dropped.
2.53.149.130 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreanming Engine: TCP Invalid i i ssi
212.235.98. 139 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
149. 78. 152. 186 |l srael 147.237.77. 216 |dover. i df il dr op First packet isn't SN drop 7
192. 249. 66. 247 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 7
2.53.130.128 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
94.159. 152. 210 |Israel 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
80. 246.138.60 I srael 147.237.77. 243 |nobi 1 e.i o i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 116. 60. 16 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 6
Sreanming Engine: TCP Invalid ' i ssi
2.53.171.171  |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46.19.85. 1 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
87.70.52.243  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
82.80.146.24  |Israel 147.237.0.34  |tikshuv.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19.85. 1 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
i Sreamng Engine: TCP Invalid i i ssi
108. 171. 128. 188|" L& 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 6
Ki ngdom Ret r ansni ssi on Packet dr opped.
85. 65. 96. 71 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85. 1 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 5
46.19.85. 1 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
185. 26. 180. 73 |Europe 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
87.70. 6. 250 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
147.236.31. 231 |Israel 147.237.72. 167 |ishurimaka.idf .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
188. 120. 148. 221 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACGK nunber noni t or 4
46. 19. 85. 121 I srael 147.237.72. 166 [aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
141.0.13.82 Nor way 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
. . SYNretransmt wth different .
62.219. 48. 45 | srael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 4
87.71.133. 160 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i SSi
31.168.11.194 [ srael 147.237.77. 243 |nobi L e.i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.
84.108.37.157 |lsrael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
85. 65. 96. 71 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence I'nval i d AGK nunber aert 4
5.22.130. 129 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 4
46. 19. 85. 121 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber alert 4
Sreaning Engine: TQP Invalid i i ssi
2.53.135.182  |israel 147. 237. 72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46.19.85. 71 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaning Engine: TAP Invalid i i ssi
80. 179. 196. 187 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
37.26.149. 225 | srael 147. 237. 72. 167 |i shuri maka i df . i 9 59 Invalid segent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.149.239 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 94
2.53.29.78 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 21
5.189.190.212 |Ger many 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code Bl ock 15
2.55.172. 149 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 9
213.185. 86. 107 [Ger many 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 213. 185. 86. 107 B ock 5
2.55.39. 35 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
91.200.12. 18 Wkrai ne 147.237.77.233|atal .idf.il Dstributed PHP At enpt B ock 4
109. 253. 227. 173l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.53.171.171 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
213.8.71.26 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from213.8.71.26 B ock 3
79.181. 107. 218 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 253. 194. 220]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 3
185.32.179. 182 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 201. 194/l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
212.235.98.139 |israel 147.237.77. 226 W chamat z. aka. i d m“é:;;;tzfgkﬁdﬁcl‘fs;pi; oregel il e/ B ock 3
31.168.11.194 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
77.124.6.29 I srael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod B ock
109. 67. 110. 116 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
36.57.245.169 |cnina 147.237.72.166 |aka. i df . i | m“;gri' de?I m?ﬁfjhgfﬁ?jefffun.aspx B ock 2
91.200. 12. 18 kr ai ne 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 91.200. 12. 18 Bl ock 2
87.69.122.9 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
91. 200. 12. 18 Wrai ne 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal.idf.il/wp-Iogin. php B ock 2
2.53.130. 179 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
82.166.190.10 | srael 147.237.76.42 |refuah.idf.il i;t ;;?}‘;gt;;“;lhg;;:rdedf‘e ;'ectcecssss on Bl ock 1
1.39.113. 188 I ndi a 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/gius Bl ock 1
207.46.13. 111 |Uhited Sates 147.237.77. 176 |nat paSh' idf.il mutt:(?g;tl .Zieddf .Lij?;t'zcn(;)(le:ets?shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
46. 19. 85. 57 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
91.151.234.27 |Lebanon 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw idf.il/1415-13146-ar/ B ock
80. 246. 133. 167 |Israel 147.237.76.42 |refuah.idf.il i;t ;;?}‘;gt;;“;lhg;;:rdedf‘e ;'ectcecssss on Bl ock 1
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Unauthori zed URL Access on 147.237. 72. 166/ Bl ock 1
173.208.177.59 |lnited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/wp-1ogin. php Bl ock 1
31.168.11.194 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
103. 242. 216. 186|Bangl adesh 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vww | aw i df.il/wp-1ogin. php Bl ock 1
84.94.162. 81 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df .il/1133-21253-he/ B ock 1
213.254.241.5 |France 147. 237.72. 166 |aka. i df . i | mngkmg i??ﬁtni: ;;ng:f;égfoﬁt:?g;h in None 1
207.241.229. 48 |United Sates 147.237.0.34  |ti kshuv.idf. il vl\qu\:\zutt ihlfstrlxuzv(?(ij d?.qi_l ;Atcgr?;ISalt;s/ cont act us/ cont act us. aspx Bl ock !
77.124.6.29 I srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waww lawidf.il/sip storage/files/1/ B ock 1
169. 229. 3. 91 Uhited Sates [147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod Bl ock 1
46.19.86.254  |Israel 147.237.76.31 |nakchal .idf il ﬂ?”tzggr;éegu?pfgfgfjg;‘}I | o5/ 8/ 1668. doc Bl ock 1
213.8.71.26 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/images/ 1. he/ back. png B ock
80.246.138.60 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock
68.180.229.89 |lhited Sates |147.237.72.166aka.idf.il Unaut hori zed URL Access to v aka.idf.il/defaul t.aspx B ock 1
Uhknown Paraneter catld in
178.96. 131. 241 |Uhited Ki ngdom|147.237.72.166|aka.idf.il wwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ naster/ fa [None 1
vi con. gi f
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx |Bl ock 1
2.53.51. 10 I srael 147.237.77. 233 |atal . i df . | oy 230 19, 259 1601 el at ol e Bock |1
217. 69. 136. 204 gz::;”i on 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to waw idf.il/aman/ Bl ock 1
212.25.112. 2 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
169.229. 3. 91 Lhited Sates |147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in Mthod B ock
62.0.34.177 I'srael 147.237.77.234|hal ag. i df . i | mﬂtor;?;'“zigaﬁ_f‘;fﬁsfnt;pl at s/ shar el user control o/ traj ector/ | POk 1
81. 218. 46. 66 | srael 147.237.72.166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/wantikshuv.idf.il B ock 1
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