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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4112
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
82.81.90.118 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
184. 105. 139. 88 Lhited Sates 147.237.77. 235 sviva.idf.il Bock Np Al _Net drop 1
162. 216. 114. 158 Lhited Sates 147.237.77. 235 sviva.idf.il Bl ock_Up Al _Nets drop 1
184.105. 139. 112 Lhited Sates 147.237.77. 19 lawforumidf.il B ock Np Al _Net drop 1
103. 1. 92. 135 Nepal 147.237.0. 35 akaws. i df.il L4 Source or Dest Port Zero drop 1
184. 105. 139. 68 Lhited Sates 147.237.72. 166 aka.idf.il B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
162. 216. 114. 158 Lhited Sates 147. 237. 77. 234 hal ag.i df . il Block Udp All Nets drop 1




04-14-2016-07:04:09 to 04-14-2016-08:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Count |
94.159. 152. 231 |Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 9
185.106.92. 47  |Russi an Federation |147.237.76.39 |nobil e. neitav.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 4
109. 253. 146. 200 |l srael 147.237.0.34  |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
40.77.167. 92 Lhited Sates 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
79.177.13.231 I srael 147.237.72.166 |aka.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
185. 106. 92. 47 Russi an Federation [147.237.76.39 |[nobile.neitav.idf.il|20085 HITP. Miebl ackcat Security Scanner Initial Request |Bl ock 1
66.249. 66. 158 |l srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
66. 249. 78. 146 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 37

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

185. 106. 92. 47 147.237.76. 39 Russi an Federati on nobi | e. nei tav. i df.il ET WEB SERVER Mii ebl ackcat scanner 1

109. 87. 13. 248 147. 237.76. 39 Wkrai ne nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1

80. 82. 78. 38 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.4.79.76 147.237.72. 14 Ger many dover.idf.il(old) ET SCAN Potential SSH Scan 1

109. 87. 13. 248 147. 237.76. 42 Wkrai ne refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1

107. 158. 255. 194 147.237.76. 34 Lhited Sates yohal an. i df . i ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 30
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
Sreaming Engine: TGP Invalid i i ssi
66.249.66.47  |Uited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. o 9
Ret ransni ssi on Packet dropped.
46.19. 85. 17 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 172 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 17 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 172 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 144. 220|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
66.102. 9. 81 Lhited Sates |147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 6
46.19. 85. 172 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 172 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor (6
46.19. 85. 138 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Inval i d ACK nunber nonitor  [6
46.19. 85. 17 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 17 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor  [5
212.179.21.194 |[Israel 147.237.8.27 |e.madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
64.233.172.171 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
46.19. 85. 172 I srael 147.237.77. 234 |hal ag.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid i i sSi
46.19.86.217  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.154. 71 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i sSi
80.179.22.235 |israel 147.237.77. 243 |nobi l e, i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.16.66  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 253. 134. 81 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
66.102. 9. 91 Lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
37.26.147.200 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransmi ssi on Packet dropped.
212.235.98. 139 |Israel 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence Inval i d ACK nunber aert
109. 253. 144. 220|l srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i SSi
66.249. 66. 141 |United Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
80.178. 9. 129 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
212.235.98.139 |lIsrael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d AK nunber noni t or
Sreanming Engine: TQP Invalid i i ssi
66.249.78.146 |Uited Sates |147.237. 72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
2.53.167.91 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.53.9.24 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
64.233.172. 155 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
109. 253. 144. 220|l srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber alert 2
141.212. 122. 205|Wnited Sates |147. 237. 76. 199 |e. nakchal . i df .i Geo- | ocati on enf or cenent Sﬁ?olrzgi'nfn  nbound drop 1
84.191.4.97 Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
5.39.222.159  |Netherlands |147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
74.82.47.27 Lhited Sates [147.237.8.50 [e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
64.233.172.163 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 1
184.105. 139. 112|hited Sates |147.237.0.35 |akavs.idf.il drop drop 1
37.26.148.210 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
82. 80. 159. 57 I srael 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216. 218. 206. 106|Lhited Sates |147.237.76.39 [mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.53.62.12 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
198. 20. 69. 98 Uhited Sates |147.237.76. 199 |e. nakchal .i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 206|Wited Sates |147.237. 76. 199 |e. nakchal . df .i Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn t nbound drop 1
e SYN+tACK retransnmit wth .
103.237.74.34 |Hong Kong  [147.237.77.216 |dover.idf.il Bad TCP sequence di fferent vindow scal & moni t or 1
5.39.222. 159 Netherl ands  [147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 210|Wited Sates |147.237.76. 197 |e. hi nush.i df . Geo- | ocati on enf or cenent gﬁfolggﬁ;xn  nbound drop 1
37.26.149.166 |Israel 147.237.77. 226 "‘:"YN chamatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.183.16 | srael 147.237.0.19 |nmadimatal . i df. i ||Suspici ous Response Code B ock 4
109. 253. 209. 206|1 sr ael 147.237.77.216|dover.i df . i Dstributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 3
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Mil tiple Unauthorized URL Access from 208. 115. 113. 88 B ock 3
80.179.22.235 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
62.90.11.134  [israel 147.237.77. 216 |dover . i df . i | \m{t{ éfb.“itle/c: e;“p?‘;tt 22;; éﬁp‘j aLIRéC :ﬁifss/ ggneri g Bl ock 3
176. 13. 19. 30 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 2
68. 180. 230. 45 Lhited Sates 147.237.76.42 |refuah.idf.il Mul tipl e Whaut hori zed URL Access from 68. 180. 230. 45 B ock 1
5.39.222. 159 Net her | ands 147.237.77. 170 |ma@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
178. 238. 37.158 |Czech Republic [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wo-adnin/ Bl ock 1
83.27.132.105 |Pol and 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
66. 249. 64. 18 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
203.127.58.236 |9 ngapore 147.237.77. 216 |dover.i df . i Dstributed Whaut horized URL Access on waw i df.il/error. htm B ock 1
119.73.253.6 S ngapor e 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
77.75.79. 101 Czech Republic |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df .il/page/ 33/ B ock 1
208.115.113.88 [Lhited Sates [147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/eitan/ nesirat nei da/ B ock 1
50.62.161.206 |Wited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/wordpress/ wp-adnin/ B ock 1
184.168. 152. 148|Wnited Sates  |147.237.76.42 |refuah.idf.il ?efsfjg' ;‘;?? w@ﬂ”;th:;ti/ﬁ adu:i"‘ n/Access on Bl ock 1
83.27.132.105 |Poland 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwu mag. i df.il/wp-1ogin. php Bl ock 1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Uhaut hori zed URL Access on 147.237.72.166/robots.txt  |B ock 1
203.127. 96. 245 |9 ngapore 147.237.77.216|dover.i df .l Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
157. 55. 39. 65 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/elram Bl ock 1
79.178.23.62  |Israel 147.237.77. 216 |dover . i df . i | mult (;'f?riilff‘inpﬁ gﬁiﬁl O oriralsl qeneri o Bl ock 1
219. 74. 166. 247 |9 ngapore 147.237.77. 216 |dover.i df . il Dstributed Whaut horized URL Access on waw i df.il/error. htm B ock 1
58. 64. 181. 66 Hong Kong 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua.atal .idf.il/wp-admin/ B ock 1
185.77.91. 113  |Turkey 147.237.72. 167 |i shuri maka. i df . i|Uaut hori zed URL Access to 147.237.72.167/i ndex. php B ock 1
84.191.4.97 Ger many 147.237.77. 216 |dover.i df . i Lhaut hori zed URL Access to waw i df.il/hebrew an Bl ock 1
66.249. 66. 125 I srael 147.237.76.42 |refuah.idf.il ﬂ?f’tzg?f;é.egz?p?;fgéﬁi | es 1 3251, pef Bl ock 1
203.127.96. 253 |9 ngapore 147.237.77.216|dover.i df .l Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 1
157.55.39.234 |Uhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/tenpl ates/inner.asp Bl ock 1
192. 116. 232. 69 |l srael 147.237.77.216|dover.i df . i Ml tipl e Uhauthorized URL Access from 192. 116. 232. 69 B ock 1
109. 65. 230. 223 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
66.249.78. 104 I srael 147.237.72. 166 |aka. i df . i | i;t rzi:,’t;tl’tfz(.j 1%26}“;‘;0;} ;e;ustgerfcelesfazzx Bl ock 1
207.46.13.192 |hited Sates [147.237.77.176 |mat pash. i df . il Unhaut hori zed URL Access to 147.237.77.176/ B ock 1
5.39.222. 159 Net her | ands 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
81.31.35.48 Czech Republic [147.237.76.42 |refuah.idf.il Dstributed Unhaut hori zed URL Access on refua. atal .idf.il/wp-admn/ Bl ock 1
62.90.131.122 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df.il/nai n/sachar/fag. aspx B ock 1
198.71.230.19 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/test/wp-adnin/ Bl ock 1
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