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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4122
184. 105. 139. 100 Lhited Sates 147.237. 8. 45 e.eitan.idf.il B ock Np Al Net dr op 1
113.123. 166. 44 Chi na 147.237.72.217 e.idf.il B ock Udp Al Nets drop 1
184. 105. 139. 120 Lhited Sates 147.237.77. 74 lawidf.il Block Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il B ock Np Al Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Bock Np Al Net drop 1
184. 105. 139. 124 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il B ock Np Al _Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il B ock Np Al Net dr op 1
184. 105. 139. 108 Lhited Sates 147.237.77. 216 dover.idf.il Bock Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237. 72. 217 eidf.il Block Np All Net drop 1
184. 105. 139. 124 Lhited Sates 147.237. 77. 179 e.mazi.idf.il Block Np All Nt drop 1
184. 105. 139. 100 Lhited Sates 147. 237. 0. 200 rdu. i of i | Bock Np Al Net drop 1
184. 105. 139. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249.78.146 |147.237.72.166|Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
18, 55,21 53 147 237 0.34 |KOrea Republic | o SERVER- APACHE Apache Tontat Wb Applicati on Manager 1
of access
104. 128. 144. 131|147. 237. 77. 178 |Canada e. mat pash. i df il ET SCAN NVAP -sS wi ndow 4096 1
80. 82. 78. 38 147. 237. 77. 226 [Net her | ands wan chanat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 1024 1
46.4.79.76 147.237.0.34  |Ger many tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.55.21.53  |147.237.0.19 [FO"€& ReRWDIIC i matalid il SERVER- APAGHE Apache Toneat Wb Appl i cation Minager 1
of access
106. 39. 38. 20 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 114 |[147.237.8.45 |lkraine eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.4.79.76 147.237.0.16 |Ger many ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .il drop SAMrule drop 30
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
46. 19. 85. 83 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 83 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
46. 19. 85. 83 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 83 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |5
52.8.82. 27 Lhited Sates |147.237.77.121 e navy.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 4
enf or cenent
Sreanming Engine: TCP Invalid i i ssi
79.181. 245. 141 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
5.135. 65. 145 France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
66.249.66.64  |United Sates |147.237. 76. 200 |ei tan. aka idf.il 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
2.53.49. 41 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46.120. 2. 214 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
2.55.20. 153 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
2.55. 20. 153 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 237 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 237 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5.22.135.179 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
141.212.122. 201 |thited Sates [147.237.0.19 |[nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.120. 2. 214 I srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 1
Kor ea, . .
218.55. 21. 53 Republ i ¢ of 147.237.0.35 |akavs.idf.il drop drop 1
37.26.148.217 [Israel 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 99 |Wnited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122. 194|Uhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.51 Lhited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
5.39. 222. 159 Netherlands  |147.237.0.35 |akavs.idf.il dr op drop 1
141.212.122. 202|Wnited Sates [147.237.0.19 |nmdimatal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.76. 201 |e. atal i df .l Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
37.187.114. 171 |Fance 147.237.72. 167 |ishurimaka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.99 |Uhited Sates [147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 195|hited Sates [147.237.72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
216.218. 206. 70 |Wnited Sates [147.237.76. 199 |e. nakchal .idf i Geo- | ocati on enf or cenent Sﬁfo'rggﬁi'm‘m  nbound drop 1
5.39.222.159  |Netherlands  |147.237.8.27 |e.radimatal.idf.il  |Geo-1ocation enf or cerent Geo-I ocati on i nbound drop 1
enf or cenent
141. 212. 122. 202| Wi ted sates [147. 237. 76. 196 |e. sviva i of . il Geo- 1 ocati on enf or cenent gﬁ?olggi'n?n  nbound drop 1
106. 186. 113. 132|Japan 147.237.76. 202 |e.hal ag.i of .1 Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
184. 105. 139. 116|Wited Sates |147.237.77.226 ;’“’WCha”m'aka' Hdf-T {syN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 199| Wi ted Sates [147.237.0. 17 ;nlnly kosher-kravi-Td oy At ack SYN -> SYN-ACK -> RST rej ect 1
97.88.213.192 |Lhited Sates |147.237.72.166 |aka idf.il Bad TCP sequence Inval i d ACK nunber alert
216.218.206.78 |lnited Sates |[147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.39.222. 159 Netherlands  |147.237.77.19 |[lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 203| Wi ted sates [147. 237. 76. 196 |e. sviva i of. il Geo- 1 ocati on enf or cenent Geo- I ocat i on i nbound drop 1
enf or cenent
123. 126. 113. 154|Chi na 147. 237. 77. 216 |dover.i df .i| drop First packet isn't SWN drop 1
62.138.3. 98 Ger many 147. 237. 76. 197 |e. hi nush. i df .i | Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 223|United Sates |147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.22.131. 26 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
141.212. 122. 200|Wited Sates [147.237.0.17 ;"I"Iy kosher-kravi . 1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
97.88.213.192 |lLhited Sates |[147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
Kor ea, . .
218. 55. 21. 53 Republ i ¢ of 147.237.0.33 |idf.il drop drop 1
184.105. 139. 75 |wnited Sates |[147.237.76.201 e atal . idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
123. 126. 113. 154|Chi na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.112.89.76 Romani a 147.237.77.216|dover . i df . i | Mil tipl e Unhaut horized URL Access from 79. 112. 89. 76 B ock 5
5.39. 222. 159 Net her | ands 147.237.77.19 [lawforumidf.il |Whauthorized URL Access to 147.237.77.19/ B ock
137.186. 92. 195 |Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/wp-1ogin. php B ock
. . D stributed Unauthori zed URL Access on
66.249.78.246 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
Korea, Republic . . . .
218.55.21.53 of 147.237.0.19 |nadimatal .idf.il{Unaut horized URL Access to 147.237.0. 19/ manager/ ht m B ock 1
98.214.123.91 |Wited Sates [147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
37.187.114.171 |France 147.237.72. 167 |i shuri maka. i df . i|tnhaut hori zed LRL Access to /irj/portal B ock 1
157.55.39.234 |lhited Sates |147.237.72.166|aka.idf.i | Unknown Paraneter catid in aka idf.il/brothers/skira/ default.asp None 1
68. 180. 230. 45 Lhited Sates |(147.237.76.42 |refuah.idf.il Mul tipl e Whaut hori zed URL Access from 68. 180. 230. 45 B ock 1
218.55. 21. 53 Okfre& Repblicl 17 237.0.34 |tikshuv.idf.il |Uhauthorized URL Access to 147.237.0. 34/ manager/ ht m B ock 1
98.214.123.91 |lnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin. php B ock 1
; ] ] . Uhaut hori zed URL Access to
40.77.167.20 Uited Sates |147.237.0.34  |tikshuv.idf.il tikshuv.idf.il/tenpl at es/ shared/ user cont r ol s/ navnenu/ undef i ned Bl ock !
184. 105. 247. 195|lhited Sates [147.237.0.19 |nadimatal .idf.il|Uauthorized URL Access to 147.237.0. 19/ B ock 1
68.180.231.43 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/dover/sitel honepage/ asp Bl ock 1
. . Unaut hori zed Met hod PCBT for
109. 253. 132. 207|l srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ sachar / nevsar chi ve. aspx B ock 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ general . aspx  |B ock 1
207.46.13. 72 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
137.186. 92. 195 |Canada 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
Unhaut hori zed URL Access to
207.241.237.222|nited Sates [147.237.0.34 |tikshuv.idf.il wan ti kshuv. i df .il/tenpl ates/i nagevi deogal | eryl obby/ i nagevi deogal | eryl ob |Bl ock 1
by. aspx
. . . Unhaut hori zed URL Access to
79.112.89.76 Ronani a 147.237.77. 216 [dover . i df . i | vy i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
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