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|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

|Target Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4011
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 2
222.186. 58. 188 Chi na 147.237.0. 15 kosher-kravi.idf.il |JLM Under Attack Con Tcp drop 2
81.211. 8. 238 Eur ope 147.237.77. 243 nobil e.idf.il Bl ock Udp All Nets drop 1
94. 102. 49. 116 Net her | ands 147.237. 8. 28 e.nobil e-ks.idf.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237. 8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1
69. 64. 55. 124 Lhited Sates 147.237.77. 179 e.nazi.idf.il ock_Udp All _Nets drop 1
94. 102. 49. 116 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
109. 65. 170. 167 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
10.0.0.3 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
109. 64. 102. 199 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 3
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
61.135. 189. 114 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
84.200. 15. 174 147.237.77.121 Ger many e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 103 147.237.77. 121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.0. 16 Chi na ny- kosher - kravi .i df . | ET SCAN Potential SSH Scan 1
46.4.79.76 147. 237. 0. 200 Ger many nau. i df il ET SCAN NVAP -sS w ndow 1024 1
40. 84. 149. 32 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
87. 106. 233. 202 147. 237. 72. 166 Ger many aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84. 200. 15. 174 147.237.77. 121 Ger many e navy.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 103 147. 237. 76. 200 Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
46.4.79.76 147.237.8.14 Ger many e.orchot.idf.il ET SCAN Potential SSH Scan 1
40. 84. 149. 32 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NMAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Z:?\t/li((:;
51. 36. 16. 28 United Ki ngdom 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 70
Sreaming Engine: TCP Invalid i i ssi
109. 186. 169. 154|I sr ael 147. 237.77. 216 |dover i of . i 9 =g Inval id segnent retransmssion. |y, 68
Ret ransnm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
190. 148. 39. 184 |Quatenal a 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 10
46.19. 85. 179 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 9
Sreaming Engine: TCP Invalid ' i ssi
66.249.66.44  |Uited Qates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 9
Ret ransn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.181.132.4  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
. . SWNretransmt wth different .
77.125.102.20 |lsrael 147.237.76.42 |refuah.idf.il |Bad TCP sequence i ndow scal e noni t or 6
46. 19. 85. 179 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
85. 65. 62. 55 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 64. 102. 199 |l srael 147.237.0.34 [tikshuv.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 194 I srael 147.237.72.156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
190. 148. 39. 184 |Quatenal a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi
65.55.210.12  |lnited Qates 147. 237.76. 200 |ei tan. aka. i of . i 9 =g Inval id segnent retransmssion. |y, 4
Ret ransnm ssi on Packet dr opped.
176.13.10.91  [Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence S retransnt with different monitor |4
W ndow scal e
Sreaming Engine: TCP Invalid i i ssi
80. 246. 133. 223 I srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Inval id segnent retransmssion. |y, 4
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
149.78.49.241 |Wited Sates 147.237.76. 200 |ei tan. aka. i f . | 9 =g Invalid segnent retransmssion. | o 4
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.53.148.222  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssion. |y, 3
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
66.249.66.47  |Wnited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | o 3
Ret ransnm ssi on Packet dr opped.
190. 148. 39. 184 |Quatenal a 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
62.128.48.130 |[lsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i SSi
87.71. 44. 66 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
190. 82. 168. 1 Gile 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
46. 19. 85. 179 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber aert
37.46. 39. 204 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
69.58.178.59  |Wited Sates 147.237.0.34  |tikshuv.idf.il 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
46.19.85. 179 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d AGK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
2.53.132.168  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
66.102. 9. 101 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid ' i ssi
176.13.2.139  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.182.36.206 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
178. 252. 150. 67 L;a”' Islanc Repbliq) 47 237.77. 176 |rat pesh.i of .11 |Bad TOP sequence Inval i d ACK nunber aert 2
79.177.231. 228 |israel 147.237.72.156 |aman.idf.il  |Bad TOP sequence SN retransmt wth different monitor |2
W ndow scal e
Sreanming Engine: TCP Invalid ' i ssi
66.249.78.146  |Uited Sates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dr opped.
190. 106. 132. 240|Argenti na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
178. 252. 150. 67 'O;a” Islanic Republ 147 237, 77. 176 |natpash.idf i1 |Bad TOP sequence Inval i d ACK nunber monitor |2
82. 205. 8. 223 glcisgi'géa” Territory.l147. 237. 77. 216 [dover.icf. i1 |Bad TOP sequence monitor |2
Sreamng Engine: TCP Invalid i i SSi
213.151.51. 194 [Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. |, 2
Ret ransn ssi on Packet dr opped.
5.41.95.34 Saudi Arabi a 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN ACK -> Ti meout rej ect 2
82. 205. 8. 223 g";'cisgi'géa” Territory.ly 47, 237. 7. 216 |dover.idf.il  |drop First packet ism't SWN drop 2
190. 82. 168. 1 Chile 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |2
84.94.45.31 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
206. 227. 136. 100|Lnited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 2
5.22.130. 246 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |2
. e SYNtACK retransmt wth .
190. 106. 132. 240|Argenti na 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent w ndow scal e moni t or 2
85. 114. 119. 192 g‘ilcisgi':('ja” Territony, 47, 237. 77. 176 |mat pash. i of .11 |SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 2
e SYNtACK retransmt with .
190. 148. 39. 184 |Quatenal a 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent w ndow scal e monitor |2
62.128.48.130 |l srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaming Engine: TCP Invalid i
87.70.42.196  |Israel 147.237.77.233|atal .idf il 9 =g I nval i d checksum Packet drop 2

Checksum

dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 202. 62 |l srael 147.237.77. 176 [nat pash. i df . i | D stributed Whauthorized UR. Access on wn cogat . i df . i | /894-ar B ock 3
. . Unaut hori zed Met hod CPTI ONS for
80.178.220.8 | sr ael 147.237.72. 166 |aka. i df . i1 wanv aka. i df . i |/ nmai n/ gi yus/aut henti cati onservi ce. asnx/ get aut huser Bl ock 3
157.55.39.217 |uhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock
46.19. 85. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . . Unaut hori zed URL Access to
117. 135. 251. 134|Chi na 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i . storage/ il es/ 4/ #62 Bl ock 1
54.193.64.222 |Lhited Sates [147.237.77.176|mat pash.idf.il Mil tipl e Unaut horized URL Access from 54. 193. 64. 222 B ock 1
. . . D stributed Uhaut hori zed LRL Access on
189. 219. 211. 240|Mexi co 147.237.77. 176 |mat pash. i df . i | v cogat i of i 1/si p, st oragel i1 es/ 4/ Bl ock 1
91.121. 94. 39 France 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to waw cogat.idf.il/sip_storagel files/4/#3 |B ock 1
; ] ; Unaut hori zed URL Access to
54.67.77.203  |lhited Sates |147.237.77.176|nat pash.idf.il v cogat . i df i 1/i p st orage fil es/ 4/ 452 Bl ock 1
ny- kosher - kravi . i df _ _
185. 77.91. 113  |Turkey 147.237.0. 16 O Unaut hori zed URL Access to 147.237.0. 16/ i ndex. php B ock 1
; ] ; Unaut hori zed URL Access to
52.25.31.203  |thited Sates |147.237.77.176|nat pash.idf.il v cogat . i df i 1/si p st orage fil es/ 4/ 492 Bl ock 1
158. 181. 175. 28 |Kyrgyzstan 147.237.77. 176 [mat pash. i df . i | Ml tipl e Unaut horized URL Access from 158.181. 175. 28 Bl ock
79.177.35.176  |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None
. . . Unaut hori zed URL Access to
197. 245. 228. 225(South Arica |147.237.77.176 |mat pash. i df . il v cogat . i df i 1/si p st orage/ il es/ 4/ 466 Bl ock 1
. . . Unaut hori zed URL Access to
31. 43. 30. 54 krai ne 147.237.77. 176 |mat pash. i df . i | vow cogat . i df i 1/5i . storagel il es/ 4/ #47 Bl ock 1
123.30.171.68 [Vietnam 147.237.77. 176 [mat pash. i df . i | Unhaut hori zed LRL Access to waw cogat.idf.il/sip storage/files/4/#8 [B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 13 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
; ] ; Unaut hori zed URL Access to
54.174.113.222 |thited Sates |147.237.77.176|nat pash.idf.il v cogat . i df i 1/5i p st orage/ il es/ 4/ 431 Bl ock 1
. . . D stributed Unhaut hori zed LRL Access on
187.115. 163. 250 |Brazi | 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ vp-| ogi n. php Bl ock 1
109. 236. 84. 129 |Netherlands  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1008-en/ +navnenu. qc+ B ock 1
. . Unaut hori zed URL Access to
82.201.134. 150 |Egypt 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i p. st orage/ il es/ 4/ #20 B ock 1
} . . Uhaut hori zed URL Access to
52.33.248.228 |lhited Sates [147.237.77.176|nat pash.idf.il v cogat . df i 1/si p. st oragel fil es/ 4/ 432 Bl ock 1
. . . Unaut hori zed URL Access to
180. 175. 20. 241 [China 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i . storagel il es/ 4/ #42 Bl ock 1
} . . . Uhaut hori zed URL Access to
69. 58. 178. 59 Uited Sates (147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df .i |/ shar edl user cont r ol s/ header upper / B ock 1
213.151.51.194 [Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx Bl ock 1
46.116.150.93 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx Bl ock 1
) ] ; Unaut hori zed URL Access to
124.122.56. 147 |[Thai | and 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/5i p st orage/ il es/ 4/ 481 Bl ock 1
. . . Unaut hori zed URL Access to
117.177. 250. 152|Chi na 147.237.77. 176 |mat pash. i df . i | vow cogat . df i 1/5i p.storagel il es/ 4/ #44 Bl ock 1
) ] ; Unaut hori zed URL Access to
58.11. 6. 219 Thai | and 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/si p st oragel fil es/ 4/ 456 Bl ock 1
190.6.85.131  [Cuba 147.237.77. 176 |mat pash. i df . i | Ml tiple Unaut hori zed URL Access from 190. 6. 85. 131 Bl ock 1
185.77.91. 113  |Turkey 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ i ndex. php B ock 1
. . Unaut hori zed URL Access to
91.239.67.159 |Pol and 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/i p st orage/ il es/ 4/ #10 Bl ock 1
. . . Unhaut hori zed URL Access to
54.67.79. 14 Lhited Sates [147.237.77.176 |nat pash. i df.il vow cogat . i df i 1/5i . storagel il es/ 4/ #71 Bl ock 1
’ . . Unaut hori zed URL Access to
52.25.156.186 [Lhited Sates |147.237.77.176|nat pash.idf.il v cogat . i df i 1/5i p st orage/ il es/ 4/ 498 B ock 1
. . . Unaut hori zed URL Access to
159. 203. 208. 206 |thited Sates |147.237.77.176|nat pash.idf.il vow cogat . i df i 1/5i . storagel il es/ 4/ #41 Bl ock 1
79.177.231. 228 |Israel 147. 237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 106 cooki es B ock 1
66.249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
198.58.102. 158 |Lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to i df.il/1294-en/wan idf.il/english [B ock 1
. . Unaut hori zed URL Access to
40.118.104.74 |Netherlands  [147.237.77.176 [mat pash. i df . il v cogat . i df i 1/5i p st oragel il es/ 4/ 497 Bl ock 1
. . . Unaut hori zed URL Access to
124.120.131. 72 [Thai | and 147.237.77. 176 |nat pash. i df . i | vow cogat . i df i 1/5i p. st oragel il es/ 4/ 490 Bl ock 1
54.174.118.198 |lhited Sates |147.237.77.176|nat pash.idf.il Uhaut hori zed LRL Access to waw cogat.idf.il/sip storage/files/4/#2 [B ock
187.191.25.15  [Mexi co 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed UR. Access from 187.191. 25. 15 Bl ock
84.111. 155. 140 |lsrael 147.237.72. 156 |anan. i df . i | Ut raceabl e SSL Sessi ons: Cpen Mde None 1
’ . . Unaut hori zed URL Access to
54. 67. 32. 168 Lhited Sates [147.237.77.176|mat pash. i df.il v cogat . i df i 1/5i p st oragel il es/ 4/ 425 Bl ock 1
. . . Unaut hori zed URL Access to
180. 250. 74. 3 I ndonesi a 147.237.77. 176 |nat pash. i df . i | vow cogat . i df i 1/5i p. st orage/ il es/ 4/ #83 Bl ock 1
73.97.180.170 |whited Sates [147.237.72.166|aka.idf.il PHP At t enpt B ock 1
. . . Unaut hori zed URL Access to
222.39.64.74  |China 147.237.77. 176 |mat pash. i df . i | vow cogat . df i 1/5i p.storagel il es/ 4/ #04 Bl ock 1
46.121. 43. 84 I srael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v idf.il/https:/wawidf.il/ B ock 1
124. 122. 103. 250|Thai | and 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat.idf.il/sip_storagelfiles/4/#7 |B ock 1
. . Unaut hori zed URL Access to
2.53.30. 168 I sr ael 147.237.77.234hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
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