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|Top Attackers | n DDoS- Def ence |

04-13-2016-23:04:04 to 04-14-2016-00:04:04

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4089
51. 36. 16. 28 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 208
105. 107. 218. 27 Ageria 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 32
51. 36. 16. 28 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il DOS- HTTP-fi r ef | ood dest - r eset 12
104. 148. 71. 133 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 12
81. 218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | ock Wp Al _Nets drop 9

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3

51. 36. 16. 28 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il JIMPurple Con Limt _Htp drop 3

51. 36. 16. 28 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il JLM Under Attack Gon Htp drop 2
94.102. 49. 116 Net her | ands 147.237.76. 38 eeneitav.idf.il |Bock Np All Net drop 1
185.94.111.1 Russi an Federation 147.237.77. 61 e.cogat.idf.il Bl ock_ Udp Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.72. 14 dover.idf.il(old) [Bock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

|Attacker Qount ry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count

46.117. 252. 89 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
61.135. 189. 114 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.69.26  [147.237.77.216(thited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
23.102. 168. 255 [147.237. 77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sS w ndow 4096 1
195.22.8.247 |147.237.8.14 |Portugal e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 |147. 237. 72. 217 |kr ai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1
88.204.187.90 |[147.237.76. 177 |[Kazakst an ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
8565120, 145 |147 237 0.33  |israel il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.4.79.76 147. 237. 76. 44 |Ger many erefuah.idf.il [ET SCAN Potential SSH Scan 1
46.4.79.76 147.237.8.45 |Ger many eetanidf.il [ET SCAN NVAP -sS w ndow 1024 1
23.102. 168. 255 [147.237. 77.74 |Wited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
195.22.8.247  |147.237.72. 167 |Fort ugal ishurimaka.idf.i|[ET SCAN NMVAP -sS wi ndow 1024 1
163. 172. 140. 23 |147. 237. 72. 166 Ei"intgegom aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 [147. 237. 72. 217 |Lkrai ne eiqdf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
88.204.187.90 |[147.237.76. 177 |[Kazakst an ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
84.200. 15. 174 |147.237.77. 179 |Ger many emazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
51. 36. 16. 28 147.237.77. 216 zint;gom dover.idf.il portscan: TCP D stributed Portscan 1
46.4.79.76 147.237.8.46  |Ger many e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
105. 107. 218. 27 |Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2023
94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1836
149. 202. 200. 59 |FRance 147.237. 72. 156 |anan.i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1235
149. 202. 200. 59 |Fance 147. 237. 76. 147 |chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1231
94.123.192. 152 [Turkey 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber monitor  [325
94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 298
94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 155
94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 126
94.123.192. 152 |Turkey 147. 237. 77. 216 |dover. i df . i | Bad TCP sequence mﬁsgj ;ansm't w th different monitor  |125
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
31.210.186. 240 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
5.29.112. 2 I srael 147.237.0.19  |radimatal ict i1 |2 S2M N9 Engine: TP Invalid Jinvalid segnent retransnission. Packet drop 24
Ret r ansni ssi on dr opped.
149. 200. 203. 138|Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
51. 36. 16. 28 zi;g’gom 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 17
5.29.209.7 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 16
94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST aert 16
90.224.77.235 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
94.123.192. 152 |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 13
94. 230. 86. 214 | srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 16 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 12
46. 19. 85. 16 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 189 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 12
208. 115.113. 89 |lhited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
93.172.183.20 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
94.123.192. 152 |Turkey 147. 237. 77. 216 |dover. i of . i1 Streaning Engine: TCP TCP segrrent out of maxi umallowed |, 11
Segnent Limt Enforcenent sequence. Packet dropped.
2.55.143. 97 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
46. 19. 85. 42 I 'srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |11
31.210. 186. 240 |Israel 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber aert 10
2.53.165.210  |Israel 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Inval id finvalid segnent retransnission. Pecket |y 9
Ret r ansmi ssi on dr opped.
46.19.85. 16 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 8
46. 19. 85. 16 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 8
46. 19. 85. 133 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
72.42.102.179 |Wited Sates [147. 237. 77. 216 |dover. i df.il Bad TCP sequence Invalid ACK nunber mnitor |8
94.123.192. 152 |Turkey 147.237. 77. 216 |dover.idf.il SYN Attack rej ect 7
66.249.66.47  |United Sares [147.237.0.34 |tikshwv.icr.i1 |2 €M NG Engine: TGP Invalid finvalid segnent retransnission. Packet drop 6
Ret r ansni ssi on dr opped.
105. 107. 218. 27 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 189 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber aert 6
149. 78. 196. 165 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 189 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber mnitor |6
2.53.172.136  |Israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence mﬁ(;czj;ansmt wth different monitor |6
50. 87.144.145 |lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
109. 66.33. 151 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission. Packet drop 6
Ret r ansni ssi on dr opped.
72.42.102. 179 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
82.81.57.110 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
79.180.21.137 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
94.123.192. 152 |Turkey 147.237.77.216|dover. i df . il Dstributed Mal formed URL B ock 4727
94.123.192. 152 |[Turkey 147.237.77.216|dover . i df . il D stributed Wknown HITP Request Met hod B ock 4727
94.123.192. 152 [Turkey 147.237.77.216|dover.idf .l Ostributed Aonornal |y Long Request B ock 4727
5.29.112.2 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 212
2.55.9.5 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 137
109. 64. 82. 85 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 99
5.29.112.2 I srael 147.237.0.19 |[nadimatal .idf.i|Atonated Vul nerability Scanning V1 B ock 46
149. 78.172. 236 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
8. 37.230. 36 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
5. 28. 166. 222 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showf orumasp |B ock 3
131.253.25.192 |[whited Sates |147.237.77.216|dover.idf.i | Unhaut hori zed URL Access to waw idf.il/error. htm B ock 3
209. 140. 44. 221 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/anan Bl ock 2
75.111.88.75 Lhited Sates |147.237.77. 170 |maar achot . i df . i | [haut hori zed LRL Access to maarachot. i df.il/wp-1ogin. php B ock 1
197.242.100.32 |Ngeria 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
50. 62. 137. 87 Lhited Sates 147.237.77. 176 [nat pash. idf.il Distributed PHP At enpt B ock 1
. . . Unhaut hori zed URL Access to
124.73.11.78  [China 147.237.77. 176 [mat pash. i df . i | Vo Cogat i df i1/ 896-ar/ i df g. aspx/ t r ackback/ Bl ock 1
. . O stributed Unhaut hori zed URL Access on
2.53.59. 62 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.182.138.96 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock
213.151.35.212 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl el shared/ reset . css B ock
. . Unaut hori zed URL Access to
66.249.78. 234 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ r esour ces/ conmon/ st yl es/ aka. css Bl ock !
] . - Unaut hori zed URL Access to
157. 55. 39. 58 Lhited Sates 147.237.77.233|atal .idf.il ww atal .idf.i1/tenpl at es/ shar ed/ user cont rol s/ header upper / B ock 1
79.178.177.18 |israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct | 00Sct | 00$cphM nScphSachar $et 151 in None 1
ww aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
197.242.100.32 |Ngeria 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df .il/wp-1ogin. php B ock 1
Unaut hori zed URL Access to
50. 62. 137. 87 Wited Sates [147.237.77.176 |mat pash. i df . il  [waww cogat.idf.il/wp-content/pl ugi ns/ conpl et e-gal | ery- manager/frames/ |B ock 1
upl oad- i nages. php
130. 193. 50. 33 RJSIS:;ni on 147.237.77.74 [lawidf.il Paraneter Type Mol ation pos in v |awidf.il/163-6958-en/ pat zar. aspx |B ock 1
84.94.174.2 I srael 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw idf.il/cellcom B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ i / smal i nd showbi g. aspx B ock 1
31.168.22.115 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
176. 13. 10. 91 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . O stributed Uhaut hori zed URL Access on
94.230.86.214 |Israel 147.237.77. 234 |hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.178.192.192 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for wwwy aka.idf.il/main/gi yus/ general . aspx |B ock 1
207.241. 237. 226|United Sates  |147.237.0.34 |tikshuv.idf.j| |hauthorized UL Access to B ock 1
wan ti kshuv. i df . il /tenpl at es/ opr ol escat egor y/ opr ol escat egor y. aspx
- . D stributed Lhaut hori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
130. 193. 50. 33 RJSIS:;ni on 147.237.77.74 |lawidf.il Unhaut hori zed LRL Access to waw | awidf.il/sip storage/files/5/ 685. pdf, |B ock 1
84.108.46.216 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66.249.78.246 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ r esour ces/ conmon/ t opakanenu/ st yl es/ homepage. css Bl ock !
40.77. 167. 98 Lhited Sates |147.237.72.166|aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt Bl ock 1
176.13.20. 185 |l srael 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to wmw cogat.idf.il/894-ar B ock 1
104.148.71.133 |lhited Sates [147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to waw proxy-| i sten. de/ azenv. php B ock 1
. . Mil tiple Untraceabl e SS. Sessions from2.53.36.53 (Protocol violation
2.53.36.53 I srael 147.237.72. 156 |anan. i df . i | (SSL_ OONN CLI ENT FELLO)) None 1
Unknown Paraneter docld in
79.179.50.174  |Israel 147.237.72.166|aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con.  |None 1
gf
. . Unaut hori zed URL Access to
66. 249. 6. 1 I srael 147.237.77. 176 |nat paSh' idf.il waw cogat . i df . i | /usef ul i nf or mati on/ news/ pages/ 120209. aspx Bl ock !
75.111.88.75 Lhited Sates |147.237.77. 170 |n@arachot . i df.i| |Ostributed PP Attenpt B ock
185. 120. 126. 56 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f |B ock
46.121.232.51 |[Israel 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on waw i df .il/https: /v idf.il/ B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
2.53.36.53 I srael 147.237.72. 156 |aman. i df . i | (SSL CONN CLI ENT FELLO) None 1
79.181.195.175 [Israel 147.237.77.216|dover.i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawv i df.il/1283-13885-en/ dov. B ock 1
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