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149. 202. 200. 59
¥ 105. 107. 218. 27
41.102. 170. 209
Il 37. 26. 149. 156
M 46. 19. 86. 27
¥ 91. 106. 50. 81
W 46. 120. 242. 89
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4107

105. 107. 218. 27 Ageria 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 653

91. 106. 50. 81 Irag 147.237.77. 216 dover.idf.il SQ._- | nj - Pang- GVBSQLI nt 1 dest - r eset 59
197.119. 147. 123 Ageria 147.237.77. 216 dover.idf.il B ock_Udp Al Nets drop 11
23.239. 64. 15 Lhited Sates 147.237.8.14 e.orchot.idf.il |Bock Np All _Net drop 1

23. 239. 64. 15 Lhited Sates 147.237.77.212 e.dover.idf.il |Bock Np Al _Net drop 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
158. 85. 253. 245 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
61.135. 189. 114 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 3
69. 30. 215. 26 Lhited Sates 147.237.77.176  |natpash.idf.il [C1000074: HITP. ngjestic bot B ock 2
69. 30. 215. 26 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
69. 30. 215. 26 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
69. 30. 215. 26 Lhited Sates 147.237.76. 31 nakchal .idf.il [ClL000074: HITP. najestic bot B ock 2
69. 30. 215. 26 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot B ock 2
212.150. 244. 226 |l srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
66. 249. 66. 154 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

158. 85. 253. 245 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
222.186. 31. 99 147.237.0. 33 Chi na idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
220.231.195. 122 147.237.77.19 Chi na I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186. 31. 99 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
220.231.195. 122 147.237.77.19 Chi na I awforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
220.231. 195. 122 147.237.77.19 Chi na I awforumidf.il ET SCAN NVAP -f -sS 1
46. 19. 85. 237 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qount ry Target Address |Ste Signature
149. 202. 200. 59 |France 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 638
149. 202. 200. 59 |France 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYNACK -> Ti meout rej ect 632
105. 107. 218. 27 |A geria 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 547
41.102. 170. 209 |A geria 147.237.77. 216 |dover. i df .i | Bad TCP sequence S retransmt with different —fon o (307
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.86.27  |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 72
Ret r ansni ssi on Packet dropped.
46. 120. 242.89 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 57
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
176. 106. 41. 103 g‘;’cisgi'g&a“ Territony) g 47 237. 77. 216 |dover. i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
Pal estinian Territory, . . SYNtACK retransmt wth )
176. 106. 41. 103 Qcupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 16
63. 141. 204. 186 |Lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 16
37.26.149. 156 |l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 15
Sreaning Engine: TQP Invalid i i ssi
176.13.17.30  |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
5.28.164.243 |Israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id Jinvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
109. 253. 159. 97 [l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 11
37.26.149.156 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
37.26.149. 156 |lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |9
Sreaming Engine: TGP Invalid i i ssi
176.13.19. 214 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
87.70.38.27  |isradl 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
37.26.149.156 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [alert
37.26.149.156 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert
105. 107. 218. 27 |A geria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i
109. 67.178.56 |l srael 147.237.76.86 |navy.idf.il 9 =9 I nval i d checksum Packet drop 8
Checksum dr opped.
31.210. 186. 240 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber noni t or
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
176. 106. 41. 103 | estinian Territoryy, y; 537 77 176 |natpashicr.il  |Bad TOP sequence SINGACKC retransmt with monitor |6
Qccupi ed different wndow scal e
Sreaning Engine: TGP Invalid i
109. 67.178.56 |l srael 147. 237, 77. 216 |dover . i df .i 9 =g nvalid checksum Packet drop 6
Checksum dr opped.
79.180. 177. 165 |l srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
80. 246. 136. 12 |l srael 147.237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
149. 78. 196. 165 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i SSi
79.178.233.16 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
95. 86. 122. 217 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
109. 65. 105. 166 |I srael 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
176. 106. 41. 103 ?Cisgi';'ja” Territonyty 47, 237.77. 176 [natpash.iof. i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
79.180. 21. 157 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 36 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
2.55.61.212  |Israel 147. 237, 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19.85.219 |Israel 147.237.77. 216 |dover .i df .i | Bad TCP sequence Invalid ACK nunber aert 5
46.19.85.219 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |5
66. 249. 93. 148 |Eur ope 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 5
37.26.149.156 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber nonitor |5
2.55.59. 143 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

. . SYNtACK retransmt wth )
37.26.149. 156 |lIsrael 147.237.77. 216 |dover.i df .i Bad TCP sequence di fferent w ndow scal e nonitor |5
149.78.154. 69 |[lsrael 147.237. 77. 216 |dover . i df i | drop First packet isn't SN drop
191.176. 23. 111 |Brazil 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect

Sreaning Engine: TQP Invalid i i SSi
46.120.22.123 |Israel 147. 237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.

. . SYNWAKK retransmt with :
37.26.149.156 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence different vi ndow scal e nonitor |4
37.26. 149. 156 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
37.26.149.156 |[lIsrael 147.237. 77. 216 |dover . i df i | Bad TCP sequence Invalid AGK nunber aert
37.26.149. 156 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site S gnature Action ‘Count
46.19. 85. 125 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 6
5.29.112.2 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 5
46.19. 85. 171 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
185. 24. 206. 48  |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
. . Unaut hori zed URL Access to
95.86.111.217 [Israel 147.237.76.31 |nakchal .idf.il nakhal . df .11/ consol e/ corel doc.ngr/ doc_ngr. asp Bl ock 2
46.19. 85. 183 I srael 147.237.77.216|dover . i df .i | Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 183 B ock 2
37.201.192. 154 |Ger many 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wawn idf.il/sip storage/files/2/4912.png [B ock 2
46.19. 85. 183 I srael 147.237.77.216|dover. i df .i | Mil tiple Malformed LRL from 46. 19. 85. 183 B ock 2
190. 214. 173. 129|Ecuador 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 1
. . Unaut hori zed Met hod HEAD for
5.22.134. 194 I srael 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ i 1 gi yus/ general . asp B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
213.254.241. 4  |France 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct | 00Sct | 00Sbt nSear ch in None 1
wwy aka. i df . i |/ mai n/ sachar/ def aul t. aspx
37.26.149.193 [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
157. 55. 39. 42 Lhited Sates [147.237.72.166|aka.idf .il Unknown Paraneter anp; anp in ww aka. i df.il/ None
Unknown Paraneter catid in
79.181.116.108 |[Israel 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast er / f avi con |None 1
.gif
2. 53. 43. 240 I srael 147. 237. 72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 64. 13 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show o um asp B ock 1
190. 214. 173. 129|Ecuador 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to wawn cogat . i df.il/wp-1ogin. php B ock 1
46.19. 85. 183 I srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request net hod B ock 1
141.8.132. 78 RJSIS:;ni on 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw i df.il/error. htm Bl ock 1
. . Unaut hori zed Met hod PCST for
5.29. 97. 140 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai n/ r abanut / cont act us. aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
46. 19. 85. 183 I srael 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method : in URL he-il, he B ock 1
163.172.13. 21 LK!i“r:gegom 147.237.77.19 |lawforumidf.il |Wauthorized UR. Access to 147.237.77.19/ B ock 1
79.182.126.190 |[lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
2.53.131. 16 I'srael 147.237.72. 166 |aka. i df . i | Illegal Byte Gde Character in LR /mai n kapatz//1es#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
66.249. 64. 103 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/mlui m/nai nd9ea. ht m Bl ock 1
197.119. 147. 123|A geria 147.237.77. 216 |dover.i df .i | D stributed Uhaut horized URL Access on 147.237. 77. 216/ B ock 1
46.19. 85. 183 I srael 147.237.77.216|dover. i df . il I11egal HITP \ersion B ock 1
Uhaut hori zed URL Access to
149. 88.56. 188 |l srael 147.237.72. 166 |aka. i df . i | wwy aka. i df . i |/ mai n/ home/ <ht m ><head><tit| e>502 bad Bl ock 1
gat eway</ tit| e></ head><body bgcol or=
68.180.230.184 |[nited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
46. 19. 85. 237 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None 1
Uhaut hori zed URL Access to
40.77.167.78 Lhited Sates |147.237.0.15 |kosher-kravi . i df . i|vww kosher-kravi.idf.il/tenpl ates/ shared/ user control s/ navnenu/ undefi |B ock 1
ned
163.172.13. 21 E?';;gom 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
91. 106. 50. 81 Irag 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 91. 106. 50. 81 B ock 1
2.53.131.16 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from2.53.131. 16 B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/daily B ock 1
207.46.13.144 |wnited Sates [147.237.77.170(naarachot.idf.il [Wwauthorized URL Access to maarachot.idf.il/pdf/files/319, B ock 1
46.19. 85. 183 I srael 147.237.77.216|dover . i df .i | Mal formed URL he-il, he; g=0. 8, en- us; g=0. 6, en; g=0. 4 B ock 1
31.210. 186. 240 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
149. 88. 171. 218 |l srael 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: C(pen Mvde None 1
77.75.79. 95 Czech Republic [147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to ww idf.il/page/ 31/ B ock 1
46.121.70.206 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i [|Whaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 1
94.123.192. 152 [Turkey 147.237.77.216|dover. i df . il Ml ti pl e Uhaut horized URL Access from 94. 123,192, 152 B ock 1
2.55.61. 212 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
. ] Unaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 (dover.idf .il 147. 237.77. 216/ 1133- 9241- he/ dover . aspx Bl ock 1
213.8.204. 21 I srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
37.26.149.152 |Israel 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessi ons: pen Mvde None 1
157. 55. 39. 30 Lhited Sates [147.237.72.166|aka.idf .il Mil ti pl e Unaut hori zed URL Access from 157. 55. 39. 30 B ock 1
2. 53. 43. 240 I srael 147.237.72. 156 |anan. i df . i | Mil tiple Untraceabl e SSL Sessions from2.53.43. 240 (Qpen Mde) None 1
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