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04-13-2016-21:04:08 to 04-13-2016-22:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 4094

91. 106. 50. 81 Iragq 147.237.77.216 dover.idf.il |SQL-Inj-Pang- GVBSQLI nt 1 dest - r eset 1
185.94.111.1 Russi an Federation 147.237.77.121 e.navy.idf.il ock Wp Al Nets drop 1
54.72.182. 187 I'rel and 147.237.77. 216 dover.idf.il [Block Wp Al Nets drop 1




04-13-2016-21:04:08 to 04-13-2016-22:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Count |
94.159. 177. 70 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 10
61.135.189.114 |China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 7
149. 78. 168. 201 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 3
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
66. 249. 66. 47 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
84. 109. 180. 213 | srael 147.237.77.170 |maarachot.idf.il |Cl000008: HTTP: Xenu User Agent Bl ock 1
52.1.90.117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
111.202.102.65 |China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1




04-13-2016-21:04:08 to 04-13-2016-22:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66. 249. 78. 82 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
91. 106. 50. 81 147.237.77. 216 |Iragq dover.idf.il SQ 1 =1- possible sgl injection attenpt 2
195. 216. 176. 244|147. 237. 76. 148 |Latvia gqcenter. aka. i df.i |[ET SCAN NMVAP -sS wi ndow 1024 1
116. 202 34.80  |147. 237. 77 216|indi & dover i df il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 DDos 1
attack
95.110.228.55 [147.237.72.166|itay aka.idf.il Tehila - Perl LWP with fake user agent 1
91. 106. 50. 81 147.237.77. 216 |Irag dover.idf.il SQA 1 =0- possible sgl injection attenpt 1
88.204.187.90 [147.237.8.24 |Kazakstan elifestyleiidf.il |JET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 |147.237.8. 46 e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
198. 199. 124. 215(147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 76. 147 |Latvia chinuch.aka.idf.il |JET SCAN NVAP -sS wi ndow 1024 1
189,199, 172. 21 |147 237 0.33  |vexi co - ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 76. 176 |Canada test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
88.204.187.90 [147.237.8.24 |Kazakstan elifestyleiidf.il |JET SCAN NVAP -sS wi ndow 3072 1
87.69.197.129 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.183.65. 145  [147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.102.170.209 |Ageria 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SWretransmt wth different monitor (347
w ndow scal e
. . SYNretransmit wth different .
79.180.12.114 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 223
41.33.231.90 Egypt 147.237.77. 216 |dover.idf il dr op SAMrul e drop 32
Sreaning BEngine: TP Invalid i i ssi
176.13.8.171  |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =9 nval i d segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dr opped.
80. 246. 138. 141 |l srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 10
46. 19. 86. 155 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
185. 32.179. 233 |l srael 147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 8
Sreaning BEngine: TGP Invalid i i ssi
46.120.22.123  |israel 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dr opped.
5.41.94.147  |[Saudi Arabia [147.237. 77.216 |dover.idf il Bad TCP sequence SINHAX retransmt with different oo
W ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
109. 253. 222. 1531 sr ael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
66. 102. 8. 243 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
reamn ine: TCP Invali i i Ssi
37.26.149.130 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
95. 86. 122. 217 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
reaming BEngine: TCP Invali i i SSi
149. 88.55.238 |Israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
149.78.50.61  |Wited Sates |147.237.76. 200 |ei tan aka i of .i | 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
46.120. 230. 191 |Israel 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
5.22.129. 255 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 4
31.210. 186. 155 |l srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 158 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 4
Sreaning BEngine: TGP Invalid i i ssi
85.65.212.173 | srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
5.29.209.7 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
Sreaning BEngine: TCP Invalid i i ssi
149.78. 234. 253 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
185. 3. 144. 30 I srael 147.237. 72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
5.102. 254. 63 I srael 147.237.72. 156 |anan. i df .i Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning BEngine: TP Invalid i i ssi
5.22.134.219  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
46.19. 86. 21 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
31.210. 184. 214 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
5.102.242.153 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
185. 3. 144. 30 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TCP Invalid i i SSi
5.22.130.252  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
37.26.147.210 [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmit with different opvor |3
w ndow scal e
Sreaning Engine: TCP Invalid i i SSi
5.22.135.127  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.123  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
46.19.86.185  |Israel 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.182.2.203  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
213.27.187. 130 |Spain 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
5.102.254.186 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning BEngine: TGP Invalid i i ssi
185.120. 126.50 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 152 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
79.183. 237. 128 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
5.22.134.219 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
2.53.53. 186 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TP Invalid i i ssi
79.177.94.171  |israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
24.173.91.18 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
5.22.130. 252 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
79. 182. 2. 203 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
66. 102. 8. 233 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
46.19. 86. 191 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
79.182.2.203  [Israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence WS. n‘dﬁsg reansm weh different | onitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.13.22.2 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
79.183. 202. 103 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 17
5.102.254.186 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 16
85.250.23.241 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
207. 46.13. 72 Lhited Sates [147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 4
91. 106. 50. 81 Irag 147.237.77.216|dover. i df . il Ml ti pl e Unaut hori zed URL Access from 91. 106. 50. 81 B ock 4
80. 246.136.63 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
188.163.78.47 |lkrai ne 147.237.77.74 |lawidf.il Mil tipl e Unhaut hori zed URL Access from 188. 163. 78. 47 B ock 4
46.19. 86. 104 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
131.253.25.216 |Uhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
89.138. 179. 199 |Israel 147.237.0.19 |nadimatal .idf.il g;“;}h;r;z.??ﬁﬁ/gﬁ;e;j;jgxl pdat enakat Gaunt 1y, asp Bl ock 2
2.53.26. 10 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mvde None 2
79.178.218. 194 |israel 147.237.72.167 |i shuri m aka. i df . i ?mslstl_if’(ljg\zit é_e}césh%l_ilsl\?'sﬁﬁsé Son'sEfEr_%nI;;SQI. (1]7\;;')218' 194 (Protocol violation |\, o 2
46.19. 85. 232 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
79.180.12. 114 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock

Unhaut hori zed URL Access to
66. 249. 66. 1 I srael 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i 1/ usef ul i nfor mat i on/ i dkoni ni pages/ 28032011nasai yot . asp |B ock 1

X
188.163. 78. 47 |lkraine 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
2.53.187.97 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
68.180.231.43 |Wnited Sates |147.237.77.216|dover.idf .il Paranet er Type M ol ation PageNumin v i df.il/1133- he/ dover. aspx Bl ock 1
178. 134. 153. 100|Georgi a 147.237.77. 170 [maar achot . i df . i | |PHP Attenpt B ock 1
95.86.125.194 [Israel 147.237.76.42 [refuah. idf i1 [ e e e e s Bock |1
66.249.78.177 |Israel 147.237.76.200|ei tan. aka. i df . i | |Unknown Paraneter PageNumin wwu eitan. aka.idf.il/1103-en/eitan. aspx [None 1
157. 55. 39. 30 Lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed LRL Access to aka.idf.il/val taninai n/ procedure. asp B ock 1
79.178.218. 194 |lsrael 147.237.72.167|i shuri maka. i df . ifAbnormal I y Long Request et hod B ock 1
46.121.43.101 |Israel 147.237.77. 176 [mat pash. i df .il  |Mitiple Wauthorized URL Access from 46.121. 43. 101 B ock 1
178. 134. 153. 100|Georgi a 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/wp-1o0gin. php B ock 1
95.110.228.55 |[italy 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il../wp-1ogin. php Bl ock 1
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | ?4? rzgt;lftgi 1;%3“;‘:;0;; ;efu;%exfif.saggx Bl ock 1
208.115. 113. 93 |Wited Sates [147.237.76.42 |refuah.idf.il m”:erﬂ;j‘; ﬁf Affﬁf;pf o s/ shar el user cont 1ol &/ header per B ock 1
157.55.39.143 |lhited Sates |147.237.76.31 [nakchal .idf.i nu;fﬁ;hcl’rd'lee? . tﬁpfgfe?/ih: e user cont ol header upper Bl ock 1
31.210. 187. 225 |israel 147.237.72. 166 |aka. i df . i | m";’k":lz{’f‘r?ﬁﬁ nf;;g?:}c/t;agficE:f;;prhsaChar$°t'09 in None 1
91. 106. 50. 81 I'raq 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/ar/ and 1=1 B ock
79.178.218.194 |[Israel 147.237.72. 167 |i shuri maka. i df . ijMil tipl e Abnormal Iy Long Request from 79.178.218. 194 B ock
46.121.43.101 |[Israel 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to wwu cogat.idf.il/sip_storage/files/ Bl ock 1
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | m“t. Z?r.lizﬁderﬁ i 2?1(/:?1:\;/1kkkkkk:40ee37adkkkkkkk_40ee37ad Bl ock !
109.186.171.0 [l srael 147. 237.72. 166 |aka. i df . i | %ﬁg‘iﬁ?&’?ﬂﬁfg - Protocol vidlation None 1
80. 246. 136. 109 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt : olrd'fzf‘lj , t’;egpgf;sesmj;esn <t ohi | ddocunent </ 1362 Bl ock 1
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ nai n/ snal i ni showbi g. aspx |Bl ock 1
157.55.39.217 |Uited Sates [147.237.77. 216 |dover.idf . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
41.102.170.209 |Ageria 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
94.123.192. 152 |Turkey 147.237.77.216|dover.idf .il Mil ti pl e Uhaut horized URL Access from 94.123. 192. 152 B ock 1
66.249. 64. 137 | srael 147. 237.72. 166 |aka. i df . i | ?A;t rzgl;l.nf; 1%’/‘“;;05; gzie)?uﬁeﬁce(r:;s.saggx B ock 1
110. 86. 186. 223 [Chi na 147.237.77. 176 [mat pash. i df . i]  |Uhaut hori zed HTTP Met hod Bl ock 1
2.53.34.168 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
68.180.229.89 |[lhited Sates [147.237.72.166 |aka.idf.il Unhaut hori zed LRL Access to waw aka.idf.il/gyuis B ock 1
94.123.192. 152 |Turkey 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df . i1/894-he/ dover. aspxpi ng B ock 1
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