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04-13-2016-14:04:00 to 04-13-2016-15:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3944
31.168. 232. 150 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 12
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 9

185. 120. 126. 205 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

46.19. 85. 187 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1

192. 96. 201. 142 Lhited Sates 147.237.77. 19 lawforumidf.il ock Wp Al _Nets drop 1




04-13-2016-14:04:00 to 04-13-2016-15:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
185. 120. 126. 205 [l srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 6
84.228.16.173 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
65. 55. 210. 190 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the UR B ock 2
199. 30. 25. 167 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
66.102. 9. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
31. 168. 232. 154 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
40.77.167. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
89.138. 77. 155 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 179. 118. 254 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 181. 50. 3 147.237. 72. 166 || srael aka.idf.il portscan: TCP Dstributed Portscan 1
213.8.115.32  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.57.126 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
198.20.69.98  [147.237.72. 156 |W0ited Sates |aman.idf.il ET DROP Bshiel d B ock Listed Source 1
46.151.52.139 [147.237.76.34 |Wraine yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
194.90. 192. 10 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26. 148. 247 |147.237.77. 216l srael dover.idf.il portscan: TP Dstributed Portscan 1
163. 172. 140. 23 [147. 237. 77. 216 Ei“;:gom dover . idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 65. 105. 81 |147.237. 77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
89.139.28.78  |147.237.72. 166l srael aka.idf.il portscan: TCP D stributed Portscan 1
82.166. 53. 147 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82.78. 38 147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
213.8.204.10 |147.237.72. 166l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.180. 217. 131 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
209, 177. 88. 126 |147. 237.76. 34 |uited Sates |yonalan.idr.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 140. 23 |147. 237. 77. 234 ngi]ir:ge((jjom hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 138. 130 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 139. 161. 182 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

w ndow scal e

46.117.131.175 [israel 147. 237. 72. 167 |i shuri maka. i df . i Ret r ansmi ssi on Packet dr opped. drop 55
109. 66.50. 140 |l srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence v?':d:;tvrsag‘:lnlt wth dfferent monitor |51
212.179. 155. 129|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
62.90. 142. 51 | srael 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 24
46. 19. 86. 44 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 14
46. 19. 86. 44 I srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
46.19.86.186 | srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
176.13.15.30  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Ivalid invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
5.249.156. 108 |ltaly 147.237.77. 233 |atal .idf.il drop SAMrul e drop 12
62.90. 142. 51 I 'srael 147.237. 72. 156 [anan. i df . il Bad TCP sequence noni t or 12
158.58.172.238 |italy 147.237.77. 178 |e.matpash.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 11
212.179.21.194 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
84.245.33.104  |Net her| ands 147.237.76.42 |refuah.idf.il drop SAMrul e drop 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 85. 118 | srael 147.237.77. 176 [nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
212.143.148.83 |israel 147.237.76. 200 [ei tan aka i o1 || €3M NG Engine: TCP Invalid  finvalid segnent retransmssi on drop 8
Ret r ansni ssi on Packet dropped.
212.179.21.194 |l srael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop
46.19.85.73 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
212.179.21.194 |[Israel 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
2.55.151.182  |israel 147,237, 77. 243 |mbil e i i1 | €M NG Bngine: TCP Invalid - finvalid seqnent retransnissi on. dr op 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 187 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 93 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
87.70.52.243  |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
185.24.207.52  |Israel 147.237.77.176 |matpash.icf.il  [Bad TCP sequence mﬁsg reansmt wehdtterent | ontor |6
62.90. 142. 51 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 6
41.33.231.82 Egypt 147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid Invalid checksum Packet dropped. |drop 6
Checksum
46. 19. 85. 69 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
62.90. 142. 51 I 'srael 147.237. 72. 156 |anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 64. 187. 231 |l srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 69 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
188. 120. 149. 237|I srael 147. 237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST alert 6
62.90. 142. 51 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
82.80.139.30  |israel 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 6
Ret ransm ssi on Packet dropped.
188. 120. 149. 237|I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
94.230.86.252 |lsrael 147, 237. 72. 166 |aka. i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.53.141.3 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.179.21.194 |lsrael 147.237.72. 166 |aka.i df. il Bad TCP sequence Inval id ACK nunber alert 5
46.19. 85. 187 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 81 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
37.26.147.195 |[lsrael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 93 I srael 147. 237. 72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 93 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 86. 101 I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 64 I srael 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 86. 90 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 85. 114 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
109. 65.248.70 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
176. 13. 20. 70 | srael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Inval i d sequence nunber noni t or
46. 19. 86. 76 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
39.36.139. 164  [Paki stan 147.237.77. 243|mbile.idf.il  |Bad TCP sequence SN retransmt wih different mnitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 20. 70 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 194
2.53.17.229 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 139
2.53.1.198 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 53
46.116. 41. 11 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.116. 41. 11 B ock 17
2.53.14.30 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 7
185.32.179.59 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
81.218.241.26 |[lsrael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized LRL Access from 81.218.241. 26 B ock 4
109. 253. 193. 190|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
66.249.84.165 |[Israel 147.237.77.216|dover.idf .il D stributed Wnhaut horized URL Access on waw i df.il/error. htm Bl ock 4
46.116.41.11 I srael 147.237.72.166 [aka. i df . i | V\L:/q\x;a\lu;l?a(?ri Id???l /'\,:raatajhn(;(é;i (;33 gt\ltshefr::ri cat i onser vi ce. asnx/ get aut huser Bl ock 3
66.249. 84. 167 [Israel 147.237.77.216|dover.idf .il D stributed Wnaut horized URL Access on waw i df.il/error. htm Bl ock 3
188.163.78.47 [Wkraine 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized URL Access from 188. 163. 78. 47 Bl ock 3
80.178.98.149 |[lIsrael 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249. 84. 166 [l srael 147.237.77.216|dover.idf .il D stributed Wnaut horized LRL Access on waw i df.il/error. htm Bl ock 2
199.30.16. 173 |lhited Sates|147. 237. 77. 216 |dover . i df . i | O stributed Lhaut hori zed URL Access on waw idf.il/error. htm Bl ock 2
46. 19. 86. 153 | srael 147.237.77.216|dover. i df .il Unhtraceabl e SSL Sessi ons: (pen Mbde None 2
93.172.45.227 |[israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to www aka. i df.il/nai n/snal i ndundefined Bl ock 2
180. 76. 15. 155  |Chi na 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ 994- 9738- he/ r ef uah. aspx Bl ock 1
2.53.141.3 I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
94.188.161. 145 |[Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/hebrew Bl ock 1
220. 181. 132. 216|Chi na 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ home/ def aul t . aspx B ock 1
188. 163. 78. 47 |lkraine 147.237.77. 176 |mat pash. i df . i|  [Waut horized URL Access to wmn cogat . i df.il/xnirpc. php B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
124.73.11.78 Chi na 147.237.77. 176 |nat pash. idf.il V\uqu?vufzggf:ltl .Ziegf Lﬁ_/ E;AS‘;GciseS/ sthc;r ed/ user cont r ol s/ header upper / Bl ock !
39.36.139.164 |Pakistan 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/wp-1ogin. php B ock 1
85. 250. 229. 195 I srael 147.237. 72. 166 aka. i df . i | Lewl i%’;geegl’?inﬁag:g;féogcﬁi’ [/ apauzl [ estO12 Bock |1
207.46.13.129 [United Sates|147. 237.72. 166 |aka. i df . i | mugﬂg”l fﬁe‘.ji %ﬁferjscgn‘:mn“ ncl udes b gnevewnd. asp Bl ock 1
Unaut hori zed URL Access to
46.116.41. 11 I srael 147.237.72. 166 |aka. i df . i | www aka. i df . i1/ mai n/ gi yus/ gener al . aspx?cat i d=58339&doci d=68502&usg=al |B ock 1
kj r hi | Ogt bkmbx4hnmgzh72nu4qf qqzdg
185. 24.207.54 |l srael 147.237.77.216|dover . i df . i Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
109. 65. 246. 43 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.53. 144. 155 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
81.218.67.234 |lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docld in ww aka.idf.il/nai n/sachar/fag. aspx None 1
192.118.10.10 |Israel 147.237.77.216|dover.idf.i |l Mil tipl e Unauthorized LR Access from 192. 118. 10. 10 B ock 1
66.249.78.146 | srael 147.237.72. 166 |aka. i df . i | mnai“:i'zfrme;;;/t’g‘;:;‘jig‘ge:; aspx None 1
149. 78. 210. 8 I 'srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wan aka. i df.il/nmai n/ gyus Bl ock
41.143.75.33 Mor occo 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
91. 200. 12. 85 kr ai ne 147.237.72. 166 [aka. i df . i | Uhknown Paraneter anp; list in ww aka.idf.il/chinuch/klali/default.asp None 1
212.143. 164. 123|i srael 147.237.72. 166 |aka. i df . i | m”;k‘f:i ?Tﬁﬁ;b;ﬁliﬁ?ﬁfmm in None 1
62. 0. 100. 86 | srael 147.237.72. 166 |aka. i df . i | m”;’k“g ipd?r_?r‘;tn:jr n,i;ff:}?;@f?ﬁ?ﬁ;f cphSachar et 1103 1n None 1
109. 66. 50. 140 |l srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ sip_storage/ fil es/ 8/ 1668. doc |B ock 1
31.154.3.222  [israel 147.237.72. 166 |aka. i df . i | mn;‘“;i? ?ﬁe;;rn/;\:hmTinD in None 1
66.249.78.199 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/default.asp Bl ock 1
157. 55. 39. 65 Uhited Sates|147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
68.180.229.27 |Lnited Sates|147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
213. 8. 44. 227 I srael 147.237.77.216|dover . i df . i Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
66. 249. 66. 158 |I srael 147.237.0.34 |tikshuv.idf.il m“tt ihfsrri]uzf? dﬁLl ffgﬁ;sattei/ o t e si L e, 85X Bl ock 1
37.26.148.247 |Israel 147.237.77. 176 [mat pash. i df .i|  |Uhauthorized UR. Access to www cogat.idf.il/894-ar Bl ock
81.218.241.26 |lsrael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw idf.il/images/ 1. he/titlecap. png B ock
207.46.13. 72 Lhited Sates|147.237. 77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 207.46. 13. 72 B ock 1
66.249.78.234 I srael 147.237. 72. 166 [aka. i df . i | Dstributed thauthorized URL Access on Bock |1

147.237. 72. 166/ mai n/ gi yus/ gener al . aspx
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