04-13-2016-11:04:03 to 04-13-2016-12:04:03

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

Nunber

(6]
At acks

M dover.idf.il

Wlawidf.il

M aka.idf.il

M nadi matal .idf.il

M refuah.idf.il

M ishurimaka.idf.i

I navy.idf.il

M nakchal .idf.il
nmobi [ e.idf.il

M tikshuv.idf.il

S S 3 ~ X S
3 Q\c Qp A..\& S e,é\ 43‘6
Q‘,\‘\’(b @?y; & é{& N \é\\‘f
A} \\}'\ ({§' & O
e
N
Top Tar get
[Top Attackers |
4, 000+
3, 000+
2, 000+
Nunber y
G g
Attacks 1, 000
> R N M M
o YooY oY o R
P DI IR - SN S R &
N N SRS 2N
/\"y q/‘l, q/‘l/ (ﬁ’) (1/'» q/"], p‘b
NS N NS SO

Top Attackers

M 167. 114. 156. 16

78.187.233. 21
I 212.179. 90. 106

95. 108. 225. 225
W 192. 243. 55. 136
M 192. 243. 55. 134
7 109. 253. 193. 190
M 81. 218. 146. 167

192. 243. 55. 138
M 46. 19. 86. 147




04-13-2016-11:04:03 to 04-13-2016-12:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4050
46.117. 157. 19 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 170
46.19. 85. 220 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 118
95. 86. 120. 77 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 63
78.187.233. 21 Tur key 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 61
79.178. 29. 28 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 35
212.150. 66. 161 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 25
45, 55. 189. 162 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 18
85. 64. 129. 138 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
212.199. 15. 151 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
217.132.21.25 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
78.187.233. 21 Tur key 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
95. 108. 225. 225 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
62. 219. 86. 253 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
194. 54. 168. 65 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
183. 136. 196. 157 Chi na 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
62. 90. 99. 198 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
184. 105. 247. 235 Lhited Sates 147.237.77. 227 e. hanaz.idf.il B ock Udp Al _Nets dr op 1
46. 121. 93. 143 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184. 105. 139. 94 Lhited Sates 147.237.72. 167 ishurimaka.idf.il|Block Np Al Net drop 1
94. 230. 86. 26 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
66. 249. 93. 115 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 85. 185 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
79.182. 123. 35 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 19 lawforumidf.il |Block Np Al Net drop 1
2.53.190. 34 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184. 105. 139. 102 Lhited Sates 147.237.77.179 e.nazi.idf.il B ock Np Al Net drop 1
95. 108. 133. 222 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
184. 105. 139. 74 Lhited Sates 147.237. 0. 200 mu. i df . il B ock Np Al _Net dr op 1
94, 102. 49. 116 Net her | ands 147.237.0. 19 nadimatal .idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
78.187.233. 21 Tur key 147.237.77.216 |dover.idf.il |Cl000096: HTTP: Bangl aDos B ock 26
81.218. 146. 167 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 9
109. 67. 18. 229 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 5
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
151. 80. 31. 172 France 147.237.76. 86 navy.idf.il Cl000146: HTTP:  AhrefBot crawl er B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

78.187.233.21 [147.237.77.216|Turkey dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 5
82.102. 244. 234 |147. 237. 77. 176 g:ajcisgii:;a” Territory, | apashicf. il |ET SCAN NVAP -SA (2) 2
41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
122.52. 104, 84 |147.237.76.42 |Phi 1 pi res refuahid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.111. 188. 178 [147. 237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 38 147. 237. 76. 196 [Net her | ands e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
79.182. 201. 197 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP Distributed Portscan 1
46.19. 86. 73 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.60.46.124  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
89. 138. 253. 93 [147.237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
80.82.78.38 147. 237. 76. 148 |Net her | ands gqcenter. aka.iof .i[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
78.187.233.21  |Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2987
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 207
95. 108. 225. 225 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 163
102.243.55.134 |Wited Sates  |147.237.77.74 [lawidt.il Bad TCP sequence Seae e Lansmt wthdifferent |onitor |40
192.243.55. 136 |lLhited Sates 147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 35
192.243.55.136 |Wited Sates  [147.237.77.74 [lawidt.il Bad TCP sequence mﬁ?fsg‘ reansm wthdifferent |oonitor  [aa
93.173.128.29 [Israel 147.237.76.42 |refuah.idf.il  |Bad TCOP sequence mdr;tvrsagnlt Wth different monitor |32
192.243.55.134 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 30
81.218.146. 167 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
192.243.55.134 |lhited Sates 147.237.77.74 |(lawidf.il SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 28
192.243.55. 136 |lLhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 25
109. 253. 202. 78 |Israel 147.237.76.31 |nakehal ior i1 || S NG Engine: TP Invalid Jinvalid segnent retransmssion. | o 24
Ret r ansmi ssi on Packet dr opped.
91. 240. 80. 16 Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
192.243.55.136 [lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACGK nunber aert 21
192.243.55.136 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 21
37. 26. 148. 204 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
125. 215. 235. 181|Hong Kong 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
89.241.24.212 |United Ki ngdom|147.237.76. 200 |eitan. aka.idf.il |dr op First packet isn't SN drop 19
192.243.55.134 |lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SWN drop 18
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
46.19.85. 8 | srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 16
192.243.55.134 [lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber aert 16
165. 225.72. 64  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
37.26. 146. 238 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
80. 246. 137. 207 |Israel 147.237. 77, 243 wbi e i1 | €M ng Engine: TCP Invalid finvalid segnent retransnissi on. drop 15
Ret r ansmi ssi on Packet dr opped.
188. 120. 148. 182|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
109. 67. 50. 16 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
192.243.55.138 |lhited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor |14
46. 19. 86. 67 | srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 13
212.25.86.242 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
109. 253. 222. 153 |1 srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnission drop 12
Ret r ansn ssi on Packet dr opped.
192. 116. 94. 130 |(Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
79. 180. 33. 163 | srael 147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
192.243.55.136 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 12
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
31.168. 144. 217 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
84.111.188. 178 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SAae e ;ansm wthdifferent | onitor |10
87.69.113.180 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
2.55.54.118 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
109. 186.49.99 |lIsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
93.173. 254. 222 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
2.53.165.131  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dr opped.
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 9
207. 46. 13. 72 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
79. 180. 33. 163 | srael 147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 9
192.243.55.134 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
109. 253. 193. 190|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 136
46. 19. 86. 147 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 33
2.53. 148. 220 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 22
208.115.113.88 |lLhited Sates [147.237.76.86 [navy.idf.il Ml tipl e Unaut horized URL Access from 208.115. 113. 88 Bl ock 9
66. 102. 7. 233 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwwvidf.il/error.htm B ock 6
66. 102. 7. 240 Uited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 4
66. 102. 7. 226 Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wanidf.il/error. htm Bl ock 3
109. 253. 220. 2011 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
207. 46. 13. 72 Uited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
31. 168. 23. 60 | srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 31. 168. 23. 60 B ock 2
46.19. 85. 61 I srael 147.237.76.42 |refuah.idf.il Miltiple I11egal HITP \ersion from46. 19. 85. 61 B ock 2
109. 67. 18. 229  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il /v tikshuv.idf.il B ock 2
46. 19. 85. 61 | srael 147.237.76.42 |refuah.idf.il Mil tiple Miformed URL from 46. 19. 85. 61 B ock 2
46.19. 85. 61 I srael 147.237.76.42 |refuah.idf.il Ml ti pl e Unknown HTTP Request Method from 46. 19. 85. 61 B ock 2
84.111.188.178 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
91. 240. 80. 16 Lebanon 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wanidf.il/error. htm Bl ock 2
46.19. 85. 61 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Abnornal |y Long Request from 46. 19. 85. 61 B ock 2
46.19. 86. 67 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
149. 88. 229. 201 |Israel 147.237.77. 234 |hal ag. i df . i | ?4? rz'gt;u;(;d2317?;:;2;2?}@\%@2?7? fgi f Bl ock 1
46. 19. 85. 59 I srael 147.237.76.42 |refuah.idf.il Distributed Unknown HTTP Request Met hod B ock 1
82.81.90.82 [Israel 147.237.77. 216 |dover . i df . i | b st uted nf;‘;‘st/hfrr'] e r?pﬁgcess on Bl ock 1
79.180.33.163  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
176.13.10. 182 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
94.76.121. 14 kr ai ne 147.237.77.216|dover.i df .i | Paraneter Type Mol ati on SearchText in wwidf.il/1065-en/ dover. aspx Bl ock 1
81.218.53.114 |[Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed UR. Access to www aman. i df.il/_vti_bin/owssvr.dl | B ock 1
40.77.167. 98 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
69.89.21.76 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/bl og/wp-adm n/ Bl ock 1
157. 55. 39. 65 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwwvidf.il/error.htm B ock 1
46.19. 85. 61 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
82.81.90. 82 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut horized URL Access from 82.81. 90. 82 B ock 1
79.181.119.23 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/giyu B ock 1
37.26.148.204 |[Israel 147.237.77. 216 |dover.i df .i | Mil tiple Untraceabl e SSL Sessions from 37.26. 148. 204 ((pen Mode) None 1
192.243.55.136 |Uited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww mag.idf.il/14-he B ock 1
66. 249. 66. 128 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 894-he/ atal . aspx B ock 1
46.19. 85. 59 I srael 147.237.76.42 |refuah.idf.il Distributed Abnormal |y Long Request B ock 1
81.218. 146. 167 |lIsrael 147.237.0.34 [tikshuv.idf.il [Wwauthorized UR. Access to wan tikshuv.idf.il/nodul es/foruns B ock 1
208.115.113.88 |lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to navy.idf.il/eitan/listpage/ B ock 1
72.47.224.30 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/test/wp-adm n/ B ock 1
62.219.54.250 |[lsrael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to vwwnidf.il/https:/wwidf.il/ Bl ock 1
162.217.144. 45 |thited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy. i df. il /wordpress/ wp-adnin/ B ock 1
46.19. 85. 61 I srael 147.237.76.42 |refuah.idf.il I11egal HITP \ersion B ock 1
82.166. 102. 148 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
81.218.37.2 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/images/ 1. hel/error.png B ock 1
37.26.148.204 |[Israel 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 1
194.90.15.61  |israel 147.237.72. 166 |aka. i df . i | mngkv‘; iﬁr.?'lnftn;r nf;;?gﬁt;aggﬁzzr‘gis;fmhsamar $etl50.x in None 1
66.249. 66. 187 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock

46. 19. 85. 59 I srael 147.237.76.42 |refuah.idf.il Dstributed I11egal HITP \ersion B ock
81.218.241.26 |lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed UR. Access from 81.218. 241. 26 B ock
212.235.98.139 |Israel 147.237.72.166 |aka. i df . i | mnggigffﬁﬁ;ng]mfgfmm in None 1
78.187.233.21 |Turkey 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
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