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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 4027
79.182.117. 93 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
184. 105. 139. 122 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bock Np Al Net drop 1
184. 105. 139. 78 Lhited Sates 147.237.8.50 e.tikshuv.idf.il |Bock Np Al Net drop 1
184. 105. 139. 90 Lhited Sates 147.237. 77. 176 nat pash. i df . i | Block Np All Nt drop 1
184. 105. 139. 70 Lhited Sates 147.237.77. 212 e. dover.idf.il Bock Np Al Net drop 1
184. 105. 247. 239 Lhited Sates 147. 237. 77. 234 hal ag.idf.il ock_Wp All Nets drop 1
184. 105. 139. 78 Lhited Sates 147.237.77. 178 e.natpash.idf.il |Bock Np Al _Net drop 1

94. 102. 49. 116 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |[Block Np All Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 235 sviva idf.il Block Np All Net drop 1
184. 105. 139. 74 Lhited Sates 147.237. 8. 24 e.lifestyle.idf.il|B ock Np Al _Net drop 1
185.94. 111. 1 Russi an Federati on 147.237.77.176 nat pash. i df . il B ock Np Al _Net drop 1
184. 105. 139. 86 Lhited Sates 147. 237.77. 227 e. hanaz.idf .il Bock Np Al Net drop 1
156. 192. 20. 30 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
184.105. 139. 118 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
184. 105. 139. 78 Lhited Sates 147.237. 8. 45 eeitanidf.il Bock Np Al Net drop 1
46.19. 86. 243 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
184. 105. 139. 90 Lhited Sates 147.237.72. 14 dover.idf.il(old) |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

123. 126. 113. 80 Chi na 147. 237.72. 166 aka.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
49.205.63.115 |147.237.76.31 [India nakchal .idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
31.223.176.66 |147.237.77. 216 glcisgiigém Territory, | over.idf. il portscan: TCP Distributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
163. 172. 140. 23 |147.237. 77. 233 |Uni ted Ki ngdom atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.164.180.10 [147.237.77.216 |Bel gi um dover.idf.il portscan: TCQP Distributed Portscan 1
80. 82. 78. 38 147.237.76.39 |[Netherl ands nobi | e. nei tav.idf.i |ET SCAN NVAP -sS wi ndow 1024 1
79.176.72. 28 147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
31.168.13. 78 147.237.77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.8.204. 41 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
185.37.148.18 |147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 1
107. 158. 255. 194|147. 237.76. 42 |lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237. 77. 176 [Net her | ands mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
79.178.57.126  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker . Devi ce
ountry Target Address ‘Ste ‘Slgnature Acti on
23.27.13.152 Lhited Sates |147.237.0.34 |tikshuv.idf.i|dr op First packet isn't SN drop 1318
192. 243.55.137 |Wited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence SNeA retransmt with different oo 5o
w ndow scal e
87.69.107. 111 |Israel 147.237.76.42 |refuah.idf.il|Bad TCP sequence ?C(;;etransmlt with different wndow | oivor |36
Sreaning Engine: TCP Invalid i i ssi
87.70.52.243  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Facket |, 36
Ret r ansni ssi on dr opped.
192.243.55. 137 Lhited Sates [147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 32
192.243.565. 137 [Wited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 31
102.243.55. 135 |Wnited Sates [147.237.77.74 |lawidi.il |Bad TCP sequence SA retransmt with different oo |26
W ndow scal e
172.10.0. 2 Lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 21
46.19. 85.45 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 20
192.243.55.132 |Wited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence SIHAXK retransmt with different oo 20
w ndow scal e
46. 19. 85. 45 | srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or 20
Sreamng Engine: TCP Invalid i i ssi
2.53.182.158 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Facket |, 18
Ret r ansni ssi on dr opped.
reanmn ine: TCP Invali i i ssi
2.53.151.236 | srael 147. 23772, 166 |aka i or.11 | €AM NG Engi ne: TCP aid Invalid segnent retransmssion. Packet |, 18
Ret r ansni ssi on dr opped.
212.179.21. 194 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
192.243.55. 137 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 16
192.243.565.132 [tited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 16
192. 243.55. 134 |Wited Sates |147.237.77.74 |lawidf.il |Bad TOP sequence SeA retransmt with different oo |16
W ndow scal e
46.19. 85. 101 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16
192.243.55. 132 thited Sates [147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 15
109. 253. 140. 93 |I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence S\C(Ia\ll;etransmt with different wndow | oivor |15
192.243.565. 137 [tited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber alert 14
192.243.55. 135 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
192.243.55. 135 [Lhited Sates [147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
212.179.21. 194 |I srael 147.237.72. 166 |aka.idf.il  |drop First packet isn't SN drop 13
85. 130. 131. 108 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
102.243.55. 136 |Wnited Sates |147.237.77.74 |lawidi.il |Bad TCP sequence SINA retransmt wih different oo |12
W ndow scal e
46. 19. 86. 36 | srael 147.237.72. 166 [aka idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 85. 101 | srael 147.237.0.34  [tikshuv.idf.i|dr op First packet isn't SYN drop 11
192.243.565. 134 [tited Sates [147.237.77.74 [lawidf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 10
2.53.48.175 | srael 147.237.72.166 |aka.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout alert 10
2.53.48.175 I st ael 147.237.72.166 [aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
212.179.21. 194 |I srael 147.237.72. 166 [aka.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243.55. 135 [Lhited Sates |147.237.77.74 [lawidf.il |Bad TCP sequence Invalid ACK nunber aert 9
192.243.55. 134 [thited Sates [147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
192.243.55. 132 |Lhited Sates |147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 9
192.243.55. 135 |Lhited Sates |147.237.77.74 [lawidf.il [drop Frst packet isn't SYN drop 9
192. 243.55. 132 [Lhited Sates |147.237.77.74 [lawidf.il |Bad TCP sequence Inval i d AGK nunber aert 9
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
109. 253. 140. 93 [l srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
85. 130. 131. 108 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 7
212.179.21. 194 |I srael 147.237.72. 166 |aka.idf.il [Bad TCP sequence Invalid ACK nunber alert 7
192.243.55. 136 |Lhited Sates [147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
46.19.86.247 |[Israel 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i sSi
176.13.13.135 |Israel 147.237.0.34  |tikshuv.idf. i 9 =g Invalid segnent retransmission. Packet |, 6
Ret r ansni ssi on dr opped.
192.243.55. 136 |Lhited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il drop SAMrul e drop
Sreaning Engine: TCP Invalid i i ssi
79.181. 170. 248 |I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransission. Packet |, 6
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
5.22.130.238 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
176.13.17.42  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.9.137 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 140 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 105
109. 253. 139. 51 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 41
79.181. 151. 244 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 19
79.177.122.70  |lsrael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Wnaut hori zed URL Access from79.177.122. 70 B ock 6
132. 73.50. 77 | srael 147.237.77. 170 |maar achot . i df . i | |Dstributed Unaut hori zed HTTP Met hod B ock 4
. . . Uhaut hori zed URL Access to
79.177.122. 70 |Israel 147.237.77.243|nobi l e. i df . i | nobi | €. o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 4
109. 253. 200. 186l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
85. 65. 25. 145 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 85.65.25.145  [B ock 3
46. 19. 86. 73 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109. 253. 226. 1871 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
132. 73.50. 77 I srael 147.237.77. 170 [maar achot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/sip storage/files/ 4/ B ock 3
109. 253. 199. 26 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13. 19. 89 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
. . Paraneter Type Mol ati on ctl00$Cont ent Al acetbl der 16t xt Gontent in
109. 253. 214. 204] sr ael 147.237.76.42 |refuah.idf.il v r ef ua. at al i df i |/ 1518- hel ref uah. aspx Bl ock 2
. . . Uhaut hori zed URL Access to
185. 32.179. 197 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 Bl ock 2
Dstributed Paraneter Type Mol ation on
2.53.22.27 | srael 147.237.76.42 |refuah.idf.il vy ref ua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 2
ct | 00$Cont ent P aceHbl der 1$t xt Last Nane
81.218.97.114 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTI QNS for www aka. i df . i |/ mai n/ gi yus/ B ock 2
182. 186. 187. 197 |Paki stan 147.237.77. 176 |mat pash. i df . i | PHP At enpt B ock
. . D stributed Lhauthori zed URL Access on
84.108. 180. 217 |[lIsrael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
- . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ def aul t . aspx B ock 1
134.191.232.71 |Israel 147.237.77. 216 |dover.i df .i | Distributed Unaut hori zed URL Access on waw idf.il/error. htm B ock 1
37.187.114.171 |France 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to /irj/portal B ock 1
89.139. 169.27 |[lIsrael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to wa cogat . i df . i|/size220x0/ si p_st or age |Bl ock 1
192. 114. 175. 125|! srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to v idf.il/nivtza Bl ock 1
79.180.199.81 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka. idf.il/main/sachar/undefined |B ock 1
128.232.110. 28 |United Ki ngdom 147.237.0.19 |nadimatal .idf.il|Unauthorized URL Access to 147.237.0. 19/ B ock 1
66. 249. 66. 50 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/main/giyus/general .aspx |B ock 1
17.142. 156. 166 |Uhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1
212.156. 70. 118 |Turkey 147.237.77.216 |dover. i df . il Unaut hori zed URL Access to waww i df.il/894-en/i df gdover. aspx B ock 1
94.188.161. 145 |[lIsrael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf. il /hebrew B ock 1
182. 186. 187. 197 |Paki stan 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php B ock 1
78.40. 176. 52 Lebanon 147.237.77.216|dover . i df .i | Distributed Wauthorized URL Access on waw i df.il/894-ar Bl ock 1
141.212.122. 161 |hited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
91. 240. 80. 16 Lebanon 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/894-ar B ock 1
198. 20. 87. 98 Lhited Sates 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0.34/robots. t xt B ock 1
. . URL is Above Root Drectory
176. 31. 180. 157 |France 147.237.77.216|dover.idf .i | Wi o i1/ / shared/cl i entscri pts/j query/j query-14.2.nin. | s Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p. st oragel {1 es/ 8/ si ze100x0/ 3058. ] pg B ock 1
’ . . Uhaut hori zed URL Access to
17.142. 156. 171 |Uited Sates 147.237.72. 166 |aka. i df . i | Wi aka, i of i1/ appl e- app. si t e- associ at i on Bl ock 1
85.65.25.145 |Israel 147.237.72. 166 |aka. i df . i | thaut hori zed et hod HEAD for B ock 1
wn aka. i df . i |/ mai n/ gi yus/ gener al . aspx
’ . . . |Unaut hori zed URL Access to
157.85.39. 42 United Sates 147.237.76. 147 chi nuch. aka. i df . i wan chi nuch. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . DO stributed Unaut hori zed URL Access on
109. 253. 219. 228|I srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed Met hod HEAD f or
93.172.142. 206 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v i yus/ general . aspx Bl ock 1
Pal esti ni an . . Paraneter Type Mol ation SearchText in
212.33.99.75 |0 ory aooupi ed | 247 237- 77- 176 [nat pash.idf.il | cogat i df . |/938- en cogat . aspx Bl ock 1
182. 186. 187. 197 |Paki stan 147.237.77. 170 |n@ar achot . i df . i | |Miltiple Wauthori zed URL Access from 182. 186. 187. 197 B ock 1
79.181.151. 244 |[israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip_storage/files/8  [B ock 1
132.73.50. 77 | srael 147.237.77. 170 |n@arachot . i df . i | |Miltipl e Unauthorized URL Access from 132.73.50. 77 B ock 1
66.249. 66. 123 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.168.184.47 |Israel 147.237.72. 166 |aka. i df . i | v aka, i df . |/ rai v sachar/ decl ar at i onexpl anat i on. aspx None 1
; ; D stributed ULhauthorized URL Access on
109. 253. 140. 93 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
87.69.107.111 [israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  [B ock 1
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