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04-13-2016-09:04:01 to 04-13-2016-10:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4087
212.25.121.195 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 18
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
81.218. 65. 210 I srael 147.237.77. 176 matpash.idf.il |Block Udp Al Nets drop 3
184. 105. 139. 114 Lhited Sates 147.237.77. 243 nobi l e.idf il Block Np Al Net drop 1
42.112. 10. 66 Wi et nam 147.237. 0. 200 ndu.idf.il Invalid TGP H ags drop 1
185.94.111. 1 Russi an Federati on 147.237.77. 19 lawforumidf.il |B ock Np Al_Net drop 1
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237. 0. 200 ndu.idf.il Bock Np Al Net drop 1
42.112.10. 68 Wi et nam 147.237. 0. 200 ndu.idf.il Invalid TGP H ags drop 1
185.94.111.1 Russi an Federation 147.237.77. 61 e.cogat.idf.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federati on 147.237. 8. 50 e.tikshuv.idf.il [Block Np Al Net drop 1
42.112.10. 75 Wi et nam 147.237. 0. 200 nu.idf.il Invalid TGP H ags drop 1
185.94.111.1 Russi an Federati on 147.237.77. 74 lawidf.il B ock Np Al Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.0. 35 akavs. i df.il Bock Np Al Net drop 1
42.112.10. 65 Wi et nam 147.237. 0. 200 ndu.idf.il Invalid TGP H ags drop 1
185.94.111.1 Russi an Federation 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1




04-13-2016-09:04:01 to 04-13-2016-10:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
212.179. 21. 194 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




04-13-2016-09:04:01 to 04-13-2016-10:04:01

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3

83.0.172. 10 147 237 0.17  |Po and mny-kosher-kravi i df i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

77.125.113. 224 |147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1

210,725, 29 w7.237.0.16  [fiji - Kosher-kravi i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

195. 216. 176. 244|147. 237.76. 39 |Latvia nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1

194. 114. 146. 227|147. 237. 72. 166 || srael aka. idf.il SER\/ER APAO_E. Apache med_ss| non-SS. connection to SSL port 1
deni al of service attenpt

113. 240. 250. 154|147. 237. 77. 227 |Chi na e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1

89.163.212.37 [147.237.8.50 |Ger many e.tikshuv.idf.il ET SCAN Potential SSH Scan 1

78. 4. 240. 40 147.237.77.216|Itay dover.idf.il portscan; TCP Distributed Portscan 1

199.203.215.1 |147.237.77. 216 |Israel dover . idf.il portscan: TCP DO stributed Portscan 1

195. 216. 176. 244|147. 237.76. 31 |Latvia nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1

119. 10. 114. 32 |147. 237. 77. 235 |Chi na svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1

109. 66. 99. 111  |147. 237. 77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1




04-13-2016-09:04:01 to 04-13-2016-10:04:01

|Top Attackers In FW |

At acker

Devi ce

count ry ‘Target Addr ess Signature Action ‘Count
192. 243.55. 135 |Wited Sates |147.237.77.74 [lawidf.il Bad TCP sequence SINAXK retransmt with different | oior a6
w ndow scal e
! s SYN+AXK retransmit with different .
192. 243.55. 132 |ited Sates [147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal noni t or 41
192.243.55.135 |Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 31
: . . SYN+AXK retransmit with different .
192. 243.55. 137 |Wited Sates [147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal & noni t or 31
192.243.55. 135 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 30
192. 243.55. 132 |Wited States [147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 27
192.243.55. 132 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 25
i Sreaming Engine: TGP Invalid i i ssi
92.14.126.81 | ted 147. 237. 77. 216 |dover . i df .1 9 =g Invalid segnent retransmssion. drop 24
Ki ngdom Ret r ansni ssi on Packet dropped.
192.243.55.132 |Lhited Sates [147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 21
192. 243.55. 137 |Wited Sates [147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 20
192. 243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 17
192. 243.55. 137 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACGK nunber noni t or 16
Sreaming Engine: TGP Invalid i i ssi
5.102.232. 187 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
192. 243.55. 132 |ited States [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 14
192.243.55. 135 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 13
Sreaming Engine: TGP Invalid i i ssi
176.13.9.182 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
192.243.55. 137 |Lhited Sates [147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 11
Sreaming Engine: TGP Invalid i i ssi
62.90. 161. 241 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
192. 243.55. 132 |Wnited States [147.237.77.74 |lawidf.il Bad TCP sequence noni t or 10
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
reaming BEngine: TCP Invali i i ssi
109. 253. 207. 78 |I srael 147.237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid  invalid segnent retransissi on. drop 9
Ret r ansmi ssi on Packet dropped.
192. 243.55. 137 |Lnited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 8
192. 243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence moni t or 8
212. 235. 98. 139 |I srael 147.237.77. 216 |dover.idf .il drop SAMrule drop 7
87.69.255.212 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
79.179. 218. 222 [ srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.72.213 |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.66.50 |lnited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
62.219.187.1 |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
79.182.11.3 | srael 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
66.249.65.12 |Wited Sates [147.237.0.19 |nadimatal.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
5.102.242.128 |[lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
84.94.221. 239 |Israel 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 5
192. 243.55. 137 |ited Sates [147.237.77.74 |lawidf.il Bad TCP sequence noni t or 5
46.117. 136. 103 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
79.182.62.119 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.117. 136. 103 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 253. 226. 26 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
185. 32. 179. 127 |I srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
195. 200. 205. 2 |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
85.130. 175. 23 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.56.121  |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65. 246. 166 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
212.179. 213. 36 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
66.249. 66.47 |United Sates |147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
87.71.119. 224 |israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
62.219. 163. 42 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
82.81.47.15 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreamng Engine: TGP Invalid i i ssi
79.180. 148. 94 |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
85. 130. 175. 252 |I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 253. 128. 114]I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bock |45
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |36
2.55.37.95 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 26
185. 32. 179. 127 |l srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 21
79.179.134.21 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79.179. 134. 21 Bock |11
109. 253. 199. 179]I srael 147.237.77. 216 |dover.idf . il Ostributed Wnhaut hori zed URL Access on waw i df.il/error. htm B ock 4
109. 253. 195. 200! srael 147.237.77.243|nobi | e. i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 4
109. 253. 199. 168l sr ael 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm Bock |3
2.55.59. 97 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 253. 156. 106|I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
85. 65. 25. 145 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df.il/mai n/ gi yus/ general .aspx |Bock |3
46.19. 85. 179 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
207.46.13.72 Lhited Sates [147.237.77.216|dover. i df.il Distributed Lhauthorized UR. Access on waw idf.il/error.htm Bock |2
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf. il m“tnzs;' e e navy. aspx. aspx Bock |2
80. 246. 130. 100 |l srael 147.237.77.216|dover . i df . il Distributed Uhauthori zed URL Access on waw idf.il/error.htm B ock 1
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | i;t rziSI;L.’thC.] l&?ﬂ;";} gzie;u;zeif:sazgx Bock |1
200. 74. 240. 180 |Panama 147.237.76.39 |nobil e. neitav.idf.i|Wauthorized URL Access to 147.237.76. 39/ B ock
5. 46. 165. 241 Tur key 147.237.77. 216 |dover. i df . i | SSL Uhtraceabl e Connection - (pen Mde None

Unknown HTTP Request Met hod

P acetbl der 1924print Certi fi cat es9R4accor di onl t ens924ct | 03%24accor di onl

tenm®R4certifi cat el d=6767. 0000&Mast er ¥24Cont ent Pl aceHbl der 1924pr i nt

Certifi cat es¥24accor di onl t ens%24ct | 03%24accor di onl t en¥24or der | d=6767
87.70.52. 186 I srael 147.237.72. 167 i shuri maka. i df.i| |. 0000&\ast er ¥24Cont ent Pl acetHol der 19%24print Gerti fi cat es¥%24accor di onl t e [Bl ock 1

ns%24ct | 04%R4accor di onl t em¥@4certifi cat el d=6747. 0000&Vast er %24Con

tent A acetbl der 1924pri nt Gerti fi cat es%24accor di onl t ens%24ct | 04%24accor d

i onl t en¥R4or der | d=&Mast er ¥24Cont ent Pl acetbl der 1924pri nt Certi fi cat es%

24accord
79.180.245.67 |[Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 79. 180. 245. 67 B ock 1
216.218. 206. 67 |lLhited Sates |147.237.0. 17 Im in;- |i<(|)SheI’ -krav Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
46.117.130. 104 | srael 147.237.72.166 |aka. i df . i | L'u'rigea; ’ i?r';geg’?inga;:;féoibzcﬁi/fm IV kapat 2/ /1 es#012 Bock |1
2.583.157. 151 I srael 147.237.0.19 |nadimatal .idf.il [Utraceable SSL Sessions: Cpen Mde None 1
80. 246. 130. 207 |l srael 147.237.77. 216 |dover. i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 1
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1381- he/ dover. aspx B ock 1
37.26.147.142 |israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . idf.il/tenpl at es/ news/ news. aspx |B ock 1
89. 234. 68. 82 Irel and 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ Bock |1
219.74.239.90 |9 ngapore 147.237.77. 216 |dover.idf . il Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm B ock 1
79.180. 245. 67  |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bock |1
192. 116. 96. 236 |l srael 147.237.72. 166 |aka. i df . i | m”a?(‘g‘?i gfairi"’llr/mr:;;/ S—ac\:aﬁ'\f;tzmigp: etion aspx None |1
52. 88. 83. 186 Whited Sates [147.237.0.19 |madimatal .idf.il [Uauthorized URL Access to 147.237.0. 19/ Bock |1
109. 253. 128. 1141 srael 147.237.0.19 |nadimatal .idf.il zfj?r::;]T%’Zf'\iﬂl7';5&?;21;%”;3‘;2?;;:‘ der 1t xthobi le in Bock |1
82. 81. 90. 82 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/inages/ 1. he/error.png B ock 1
207.46.13.134 |United Sates |147. 237. 72. 156 [anan. i df . i | chaut hori zed LFL Aecess ;ﬁst oragel 1 e5/ 4/ 68624 Bock |1
138. 134.102. 15 |l srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wwidf.il/nil net B ock 1
37.46.39.246  |Israel 147.237.72. 166 |aka. i df . | mnsﬁ“:lzﬁr ?ﬁe;;'nlg\fhmTwED in None |1
94.188. 161. 145 |l srael 147.237.77. 216 |dover. i df . i | Distributed Uhaut horized HTTP Met hod B ock 1
79.182.62.119 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
194.54.168.65 |Israel 147.237.72. 166 |aka. i df . | mngk":l':j?r?rf;;r n/asr;%;arilzcri ot resour e axd None |1
62.16. 72. 181 g{sj:;;nl on 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-ar Bock |1
212.156. 70. 118 |Turkey 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 1
149.78.62.158 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw i df .il/https: /v idf.il/ B ock 1
94.188.161. 145 |[Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df.i|/hebrew B ock 1
2.53.149.186  |Israel 147.237.76.42 |refuah.idf.il paraneler vpe i\Adfo" & /' fglg;(gl()r?l?;srgszxacel-bl der 1§t Last Nare i n Bock |1
80. 246. 130. 9 I srael 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
194. 114. 146. 227 |1 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL_CGONN QLI ENT_HALLQ  |None 1
66.249.64.131 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?’tzg(;r.i7zzdlgg‘mpfrﬁf:ia}? f showbi g. 8spx Bock |1
5. 39. 222. 159 Netherlands |147.237.72. 166 |aka. i df.i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
87.70.52. 186 I srael 147.237.72.167[i shurimaka.idf.il |Mitiple Abnormal |y Long Request from 87.70.52. 186 B ock 1
79.179.134.21 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for aka.idf.il/mai n/giyus/|ogin. aspx B ock 1
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