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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4045
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 4
2.53.61.115 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
213.57.108. 74 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.0. 16 ny-kosher-kravi.idf.il |[Block Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 199 e. nakchal .idf.il Block Np Al _Net drop 1
184. 105. 139. 67 Lhited Sates 147.237. 0. 33 idf.il Block Udp All _Nets drop 1
216. 218. 206. 91 Lhited Sates 147.237.77.61 e.cogat.idf.il Bl ock_Udp All _Nets drop 1
185.94.111.1 Russi an Federation 147.237.0. 34 tikshuv.idf.il Block Np All Net drop 1
71.6.167. 142 Lhited Sates 147.237.77. 205 prishaidf.il Bl ock Udp All _Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 200 eitan. aka. idf.il Block Np Al _Net drop 1
184. 105. 139. 67 Lhited Sates 147.237.72. 156 anan.idf.il Block Udp All _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il Block Np Al _Net drop 1
94. 102. 49. 116 Net her | ands 147.237.8. 27 e.nadimatal .idf.il Bl ock_Udp All _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.77.170 naar achot . i df . il Bl ock Udp All Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock Udp All Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
31. 168. 232. 154 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
79.178.194. 189 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 7
81.218. 135. 170 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 4
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 172 France 147.237.72.166  |aka.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1




04-13-2016-08:04:09 to 04-13-2016-09:04:09

|Top Attackers In |D|

Target Address

At acker

Signature

Count ry

66.249.93.219 |147.237.77. 170 |Eur ope naar achot . i df .i | ET SCAN NVAP -sA (2) 36
41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
46.151.52.139 [147.237.77.19 |Wkraine lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
40.114.9.213 [147.237.0.17 |whited Sates |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
118, 163. 79. 156 |147. 237 77. 121 | Tai van e navy. i df. i ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248.172. 173 [147.237.8.50 |Netherlands  |e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.163.212.37 [147.237.0.19 |Ger many madi matal .idf.il ET SCAN Potential SSH Scan 1
46.226. 105. 211 |147.237.0. 34  |France tikshuv.idf.il Tehila - Perl LW with fake user agent 1
1 53 67 20 147 237 0.33 |\t et nam il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
213.8.204.38 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
176.13.0. 11 147.237.77. 216 |1 srael dover.idf.il portscan: TCP D stributed Portscan 1
89.248.172. 173 |147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.163.212.37 |147.237.0.33 |Ger many idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
212.235.98.139 |Israel 147. 237. 77. 216 |dover . i df .i | drop SAMrule drop 23
79.178. 18. 99 I srael 147.237.72. 156 |anan. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
192. 243.55.135 |Uited Sates 147.237.77.74 |lawidf il Bad TCP sequence SINFACK retransmt wth monitor |10
different w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
87.70.33.235  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 9
Ret r ansmi ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
46.19.85.129  |israel 147.237.77. 243 |mobi e i 1 | SAM NG Engine: TP Invalid invalid segnent retransmission. |, 9
Ret r ansmi ssi on Packet dr opped.
: s SYNtACXK retransmt with .
192.243.55. 130 |[Lnited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence different v ndow scal e monitor |9
192.243.55.130 |Uited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
} . . SYNtFACXK retransmt wth .
192.243.55. 131 |[lnited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence different vi ndow scal e nonitor |8
192. 243.55. 135 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192.243.55. 130 |[lnited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192.243.55.130 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |7
102.243.55.132 [Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence SINWACK retransmt with monitor |6
different wndow scal e
109. 67.176. 111 |Israel 147.237.77. 234 |hal ag.idf.il drop Frst packet isn't SN drop
85.130. 131. 116 |l srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invali d ACK nunber noni t or
r eam n ine: TCP Invali i i ssi
176.13.22.199  |Israel 147.237.77. 243\t e i 11 | SAM NG Engine: TP Invalid invalid segnent retransmission. |, 6
Ret r ansmi ssi on Packet dr opped.
212.235.98.139 |lsrael 147.237.76.86 |navy.idf.il drop SAMrul e drop 6
80.246.139.69 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |6
different wndow scal e
46. 19. 85. 252 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d AGK nunber aert 5
212.235.98.139 |Israel 147. 237. 72. 166 |aka.i of .i drop SAMrul e drop 5
46.19. 85. 252 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid AGK nunber monitor |5
192.243.55. 131 |[lnited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber monitor |5
46. 19. 85. 252 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
5.102.254.199 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |5
85.130. 131. 116 |Israel 147.237.72. 167 [i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
188. 161. 20. 83 ga:lcis;i':éa” Termitoryl147.237.0.34  |tikshuv.icf.il  |drop First packet isn't SN drop 5
192.243.55.130 |lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 252 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
192.243.55.130 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 5
192.243.55. 131 |[lnited Sates 147.237.77. 74 [lawidf.il drop First packet isn't SWN drop 4
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |4
Sreaning Engine: TQP Invalid i i SSi
95. 35. 10. 73 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dr opped.
46. 19. 85. 147 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 4
192.243.55.132 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 85. 200 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 49 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber monitor |4
192.243.55. 131 |[nited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 4
46. 19. 85. 147 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |4
2.53.130. 151 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
85.130. 131. 116 |l srael 147.237. 72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SYN drop 4
Sreaning BEngine: TQP Invalid i i SSi
176.13.6.118  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
212.179.28.65 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
37.26.146.226 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
192.116. 96. 236 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
192.243.55.132 |lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TQP Invalid i i ssi
176.13.22.14  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
192.243.55. 131 |[nited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
192. 116. 177. 138/ srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 141. 120|1 srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3

Ret r ansm ssi on

Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.181. 199 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 134
80. 246. 136. 152 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 75
109. 253. 128. 114]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
46. 19. 86. 209 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 21
46. 19. 86. 24 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
37.26.146.226 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.142.197.212 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 249. 66. 186 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on www i df.il/error.htm B ock 2
66. 102. 9. 20 Uhited Sates |147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 2
37.26.147.195 [Israel 147.237.76.31 |nakchal . i df . i Poraneor Tpe Mol gt on search It aspx Bock |2
131.253.25. 195 |Uhited Sates |147. 237. 77. 216 |(dover. i df .i | Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock 2
80.246.133.18 |[Israel 147.237.77. 216 |dover.i df . il Dstributed Waut horized URL Access on waw i df.il/error. htm B ock 2
46. 19. 85. 200 I srael 147.237.77.216|dover. i df . il Mil tiple Mal formed LR from 46. 19. 85. 200 B ock 2
85.64.104. 160 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from85.64. 104. 160 B ock 2
46. 19. 85. 200 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 200 B ock 2
87.70. 33. 235 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/mvtza B ock 2
46.226.105. 211 |France 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ wp-1 ogi n. php B ock 1
46. 19. 85. 200 | sr ael 147.237.77. 216 |dover . i df .i | Mal f ormed LRL B ock 1
46.19.85.200 |Israel 147. 237. 77. 216 |dover. i df . i | Unknown HTTP Request Method 5qufj in URL B ock 1
157.55.39.199 |Wited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
91.108.88.189 [Ger many 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/english B ock 1
39.36.31.248  |Pakistan 147. 237. 77. 216 |dover . i df . i | Unaut hori zed LRL Access to v i df.il/wp-1ogin. php B ock 1
2.55.53. 131 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
74.82.47.2 Uhited Sates [147. 237.72. 166 [aka. i df . i | Distributed Wauthorized URL Access on 147.237.72. 166/ B ock 1
46. 19. 85. 200 I srael 147.237.77.216|dover.idf . il Mil tiple Abnormal |y Long Request from 46. 19. 85. 200 B ock 1
128. 232. 110. 28 LKTi;gegom 147.237.77.233|atal .i df . il Distributed Uhaut horized URL Access on 147.237.77. 233/ B ock 1
81.218.241.26 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 81.218. 241. 26 B ock
66. 249. 66. 186 |l srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/error. htm B ock
157.55.39. 217 |lited Sates |147. 237. 77. 216 |dover. i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock
109.67.176. 111 |Israel 147.237.77. 234|hal ag. i df . i | ?4? rzggu;(;d23;7?;:3:;2%%/%;75; fr;i . Bock |1
46.19. 85. 129 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
2.55.130.138 | srael 147.237.77. 234|hal ag. i df . i | ﬂ?fﬂzg;’.”?;eg:%ﬁmpgg;s;h;oe &bl et 1. gi Bock |1
80. 246. 130. 192 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
66.102. 9. 53 Uhited Sates |147.237.77. 216 |dover.idf . il Dstributed Waut horized URL Access on waw i df.il/error.htm B ock
46. 19. 85. 200 I srael 147.237.77. 216 |dover.i df . il Mil tiple I11egal HITP Version from46. 19. 85. 200 Bl ock
85.64.104. 160 | srael 147.237.72.166 |aka. i df . i | :)L'ri(fi ’ i%;g?iﬂgﬁ:;;fgogcﬁi/ fm’j IV kapat 2/ /1 es#012 Bock |1
66.249.78.240 I srael 147.237. 72. 166 |aka. i df . i | oo ;;e‘ieglmﬁfzisiu;‘/’gener o asp Bock |1
176.13.22.199 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
46.19. 86. 55 I srael 147.237.72. 166 |aka. i df . i | %ﬂﬁﬂfﬁpﬂg'g - Protocol violation None 1
109. 186. 191. 80 |Israel 147.237.72.166 |aka. i df . i | m“;k':’: id??idl /'\':;T]‘;gi ;ESA/%;anr al . aspx Bock |1
46.19. 85. 200 I srael 147.237.77. 216 |dover.idf .l Aonornal |y Long Request request version B ock
5.29. 162. 249 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock
66.249. 65. 241 |Israel 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw nag. i df.i|/webservi ces/wscity. asnx |B ock 1
157.55.39.120  |United Sates |147. 237. 77. 226 \(lj\:l\_millfhanm 7kl V\Lﬂ;vmc:zrnlafid allg._ig(;??sls/ tteonpl at es/ honepage/ honepage. aspx Bl ock !
38.111.147.88 |Wnited Sates |147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to www i df.il/894-he B ock 1
68.180.230. 45 [United Sates [147.237.76.42 [refuah.idf.il e e o N e aspx Bock |1
2.53.156. 60 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
109.227.66.92  |Wkraine 147.237.77.74 [lawidf .il Paramer [VPe /28‘;'_";‘12/%;@?2“5?; : Bock |1
46.19. 85. 200 I srael 147.237.77. 216 |dover.i df . il Il11egal HTTP Version __ at uvs=570de12018d3a5a7000 B ock 1
Unknown Par aret er
37.26.146.150 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $Logi nCont r ol $capt cha$capt ¢ |None 1

haText in ww aka.idf.il/nmain/giyus/ defaul t.aspx
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