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Attacker

Address

Address

Signature

Attacker ‘Target

Country

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 3336
66. 249. 93. 111 I srael 147.237.77.216  |dover.idf.il ;(/]; handshake violation, first packet ot f, 5
81. 218. 65. 210 I srael 147. 237. 72. 166 aka.idf.il Block Wdp All Nets drop 3
81. 218. 65. 210 I srael 147.237.77. 176 nat pash. i df . i | Block Udp All Nets drop 3
84.110. 108. 153 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
66. 249. 93. 119 I srael 147.237.77.216  |dover.idf.il ;(/]; handshake viol ation, first packet not g ) 2
94. 102. 49. 116 Net her | ands 147.237.8. 24 elifestyle.idf.il Block Np All _Net drop 1
184. 105. 139. 104 Lhited Sates 147. 237. 77. 235 sviva.idf.il Block Np All Net dr op 1
179. 43. 144. 31 Sii t zerl and 147.237.77. 74 lawidf.il Block Np Al _Net drop 1
184. 164. 195. 68 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 84 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net drop 1
94. 102. 49. 116 Net her | ands 147.237. 76. 86 navy.idf.il Block Np All Net dr op 1
66. 249. 93. 115 I srael 147.237.77. 216 dover.idf il ZS’; handshake viol ation, first packet mot . ) 1
184. 105. 139. 108 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Net drop 1
179. 43. 144. 31 Swi t zer | and 147.237.77.178 e. nat pash. i df .il B ock Np Al _Net drop 1
185.94.111.1 Russi an Federati on 147.237.76. 148 gocenter. aka.idf.il Bl ock Udp All Nets dr op 1
184. 105. 139. 92 Lhited Sates 147.237.0. 35 akaws. i df .il B ock Np Al Net drop 1
184. 105. 247. 200 Lhited Sates 147.237.0.17 Im"y' kosher-kravi. Tdf.i 1o (o o Al Nets drop 1
179. 43. 144. 31 Swi t zer | and 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1
14. 36. 168. 92 Korea, Republic of 147.237.76. 148 gocenter. aka.idf.il Bl ock Udp All Nets dr op 1
212.143. 142. 56 I srael 147.237.77. 216 dover.idf il ZS’; handshake viol ation, first packet mot . ) 1
184. 105. 139. 100 Lhited Sates 147.237.77.121 e.navy.idf.il Block Np All Net drop 1
179. 43. 144, 31 St zerl and 147.237.8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1
79. 182. 20. 27 I srael 147.237.77. 216 dover. i df il S; handshake violation, first packet mot . 1
184. 164. 195. 29 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 80 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action ‘Oount |
46. 19. 86. 69 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 22
199.58.86.209 [lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
52.165.41.121 |Whited Sates 147.237.77.74 |lawidf.il 22280: HITP. Joonmha (hj ect |njection Vil nerability B ock 2
52.165.41.121 |Uhited Sates 147.237.77.233 |atal .idf.il 22280: HITP. Joonha (hject Injection Wl nerability B ock 1
52.165.41.121 |thited Sates 147.237.77.170 |nmaarachot.idf.il 22280: HITP. Joomha (bj ect |njection Vil nerability Bl ock 1
52.165.41.121 |Lhited Sates 147.237.77.234 |halag.idf.il 22280: HITP. Joonha (hj ect Injection Vil nerability B ock 1
52.165.41.121 |Uhited Sates 147.237.77.176 |mat pash.idf.il 22280: HITP. Joonha (hject Injection Wl nerability B ock 1
123.126.113.80 [China 147.237.72.166 |aka.idf.il CL000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
52.165.41.121 |Whited Sates 147.237.77.216 |dover.idf.il 22280: HITP. Joonha (hj ect Injection VUl nerability B ock 1
52.165.41.121 |Uhited Sates 147.237.77.226 |waw chanat z. aka. i df . il |22280: HITP. Joomha Qhject Injection Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
89. 248. 160. 192 147. 237.72. 156 Net her | ands aman. i df.il ET SCAN Potential WNC Scan 5800- 5820 1
89. 248. 160. 192 147. 237. 8. 27 Net her | ands e.nadimatal .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
218.57.11.7 147.237.76. 44 Chi na e.refuah. idf.il ET SCAN Potential SSH Scan 1
89. 248. 160. 192 147.237.0. 35 Net her | ands akavs. i df . il ET SCAN Potential WNC Scan 5800- 5820 1
202. 79. 243. 160 147. 237.77. 216 Japan dover.idf.il Tehila - Perl LWP with fake user agent 1
89. 248. 160. 192 147.237.0. 16 Net her | ands ny- kosher -kravi . i df .i | ET SCAN Potential WNC Scan 5800- 5820 1
104. 128. 144. 131 147.237.77. 170 Canada naar achot . i df . i | ET SCAN NMVAP -sS wi ndow 1024 1
91. 201. 236. 158 147. 237.76. 30 Lkr ai ne hi nush. i df i | ET SCAN NMAP -sS w ndow 2048 1
89. 248. 160. 192 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
89. 248. 160. 192 147.237.76. 31 Net her | ands nakchal . i df.il ET SCAN Potential WNC Scan 5800- 5820 1
89. 248. 160. 192 147. 237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
89. 248. 160. 192 147.237.8.28 Net her | ands e.nobi | e-ks.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
89. 248. 160. 192 147.237.8. 14 Net her | ands e.orchot.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
210.117.121. 60 147. 237.76. 38 Korea, Republic of e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
89. 248. 160. 192 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
91. 201. 236. 158 147. 237.76. 30 Wkrai ne hi mush. i df . i | ET SCAN NMAP -sS w ndow 3072 1
91. 201. 236. 158 147.237. 76. 30 kr ai ne hi nush. i df . i | ET SCAN NVAP -f -sS 1
89. 248. 160. 192 147. 237. 76. 200 Net her | ands eitan. aka. idf.il ET SCAN Potential VNC Scan 5800- 5820 1
89. 248. 160. 192 147. 237.72. 217 Net her | ands eidf.il ET SCAN Potential WNC Scan 5800- 5820 1




04-13-2016-06:04:02 to 04-13-2016-07:04:02

|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Qount ry Target Address ‘Ste ‘Slgnature Acti on ‘Count
192.243.55.129 |Wited Sates |147.237.77.74 [lawidi.il  |Bad TCP sequence SINAXK retransmt wih different —|ooivor |36
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.179.12.50  |Israel 147.237. 77. 176 |nat pash. i df . i | 9 =g Inval i d segnent retransssion. drop 36
Ret r ansn ssi on Packet dr opped.
192.243.55.133 |Wited Sates |147.237.77.74 [lawidi.il  |Bad TCP sequence SINAXK retransmt wih different | ivor 25
w ndow scal e
192.243.55.130 |Wnited Sates |147.237.77.74 |lawicf.il  |Bad TCP sequence SINAK retransmt with different oy o [23
W ndow scal e
192.243.55.129 [Wnited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 22
192.243.55.129 [thited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 21
192.243.55.133 |Wited Sates [147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 19
192.243.55.138 |UWited Sates |147.237.77.74 [lawidi.il  |Bad TCP sequence SINAXK retransmt with different oo |10
w ndow scal e
192.243.55. 129 |lLhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 19
192. 243.55. 133 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 19
; . . SYNPAXK retransnmit with different .
192.243.55.131 |[lLhited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 19
192.243.55.130 |Wited Sates [147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 17
192.243.55.130 [Wnited Sates |147.237.77.74 [lawidf.il drop First packet isn't SW drop 17
192.243.55.130 [thited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 16
192.243.55.133 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 14
192.243.55.131 [Wnited Sates |147.237.77.74 [lawidf.il drop First packet isn't SW drop 12
212.235.98.139 |lsrael 147.237.72. 166 |aka.idf il drop SAMrule drop 12
192.243.55. 131 |Lhited Sates |[147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192.243.55.129 [Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 12
192.243.55.131 |Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
192.243.55. 133 [Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 11
192.243.55.138 |Wited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
192.243.55. 129 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence noni t or 10
192. 243.55.138 [Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
192.243.55.130 [lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACGK nunber aert 9
192.243.55.138 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 9
66.249. 93. 119  |Europe 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
192.243.55. 131 |Lhited Sates |[147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 7
192. 243.55. 133 [Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 6
192.243.55.138 [lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACGK nunber aert 6
37.46.39.39 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
192.243.55.131 [Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 5
192.243.55.130 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence noni t or 4
54.215. 1. 109 Uhited Sates [147.237.77.121|e.navy.idf.il |Geo-1 ocati on enfor cenent Geo-l ocati on inbound enforcenent  [drop 4
Sreamng Engine: TCP Invalid i i ssi
87.70.85.159  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
188. 120. 141. 197|i srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransssion. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.80  |Wited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 145. 159|i srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransssion. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.180.5  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.71.44.200  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Inval i d segnent retransnssion. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185.3.147.235 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
199.203.93.50 |lIsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
176.13.9.115 [ srael 147.237.72. 166 |aka.i of . 9 =g Invalid segnent retransnssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
84.110. 108. 153 I srael 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
176. 31. 115. 148 |France 147.237.76. 196 [e.sviva. i df.i1|Geo- | ocati on enf or cenent Geo-l ocati on inbound enforcenent  [drop 3
Sreamng Engine: TCP Invalid i i ssi
79.181. 207. 145 | srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dr opped.
72.194.220.229 |Whited Sates [147.237.77.216|dover.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 2
37.26.149.164 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 2
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A tacker
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Country Target Address |Site S gnature Action ‘Count

176.13.2.195 |[Israel 147.237.0.19 |madi matal . i df. i |Suspici ous Response Code B ock 66
46.19.85.186 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in LR from46. 19. 85. 186 B ock 9
87.71.44.200 |lsrael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Days in nobile.idf.il/mlluim B ock 8
46.19.85.102 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.179.12.50 |[lIsrael 147.237.77. 176 |nat pash. i df . i|  |Paraneter Type Viol ation SearchText in vww cogat.idf.il/938 en/ cogat.aspx |B ock 2
192. 145. 239. 27 |Lhited Sates [147.237.76.200(ei tan. aka. i df . i | [Uhauthorized URL Access to eitan. aka.idf.il/ol d/wp-adnmn/ B ock 1
74.82.47.3 Lhited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ Bl ock 1
64.79.85.205 |Whited States |147.237.76.42 |refuah.idf.il :2?;;2; .Ziegf .ﬁsﬁ‘;zjfuste?mmdsl heacrupper Bl ock 1
66.249. 78.234 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
204.79.180.50 |Uhited Sates |147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
66. 249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ | ayout . css B ock 1
124.73.11.78 China 147.237.77. 176 |nat pash. idf.il muggg;tl .Zie(?f Lﬁ_/ fgfc;e—shse/ts%ar ed/ user cont r ol s/ header upper / Bl ock !
66. 249. 78. 246 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
46.19.85.186 | srael 147.237. 72. 166 |aka. i df . i | el i?’tageg?ingag;g;/egoibgcﬁi’ [/ kepatzl[resfon2 Bl ock 1
204.79.180. 124 [Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 1
80.179.9.7 I srael 147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx B ock 1
66. 249. 66. 163 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ 1133- 13766- he/ dover . aspx |B ock 1
68.180.230.45 |lLhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
207.46.13.72 |Wited Sates |147.237.77.216|dover.idf .il Unaut hori zed LRL Access to waw i df.il/watch B ock 1
82.102. 169. 113 I srael 147.237.76.31 [nakehal .idf.i1 [5500ed hasforized AZZ‘:)SXS on Bl ock 1
66. 249. 66. 167 [l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
37.208.168.2 |Gtar 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
185. 3.144.33  |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co Bl ock 1
68.180.231.43 |Lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwuidf.il/894-he B ock 1
62.210. 148. 87 |France 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/english/trackback/ B ock 1
212.97. 132. 209 |Dennar k 147.237.76.200|ei t an. aka. i df . i | |Uhaut hori zed URL Access to eitan. aka.idf.il/wordpress/wp-adm n/ B ock 1
84.108. 123. 190 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ at al . aspx B ock 1
66. 249. 66. 186 [l srael 147.237.77. 216 |dover . i df . i | Ostributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
37.208.168.2 |Gtar 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/wp-1ogin. php Bl ock 1
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