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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 2623
72.36. 244. 208 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 164. 195. 68 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 84 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bock Np Al Net drop 1
82.136. 39. 51 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
213.52.178. 162 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 164. 195. 18 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
179. 43. 144, 31 St zerl and 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1
72. 36. 244. 209 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
202.88.1.3 Hong Kong 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 243 nobi | e.idf.il B ock Np Al _Net dr op 1
101. 0. 101. 183 Australia 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
213.52.178. 165 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 164. 195. 22 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
179. 43. 144, 31 S tzerl and 147.237.8. 24 elifestyleidf.il Bock Np Al Net drop 1
72.36.244. 210 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
202.88.1.4 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 100 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1
103.29.5.8 | ndonesi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 1
184. 164. 195. 29 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
179. 43. 144. 31 S t zer| and 147.237.77. 227 e hanaz.idf.il B ock Np Al Net drop 1
74.82. 47. 46 Lhited Sates 147.237.0. 16 ny-kosher-kravi .idf .il Bl ock Up Al _Nets drop 1
202.88. 1. 10 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 100 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | B ock Np Al _Net drop 1
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|Sgnature

Devi ce Action |Count |

109. 65. 252. 110 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 8
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
92.176. 142.53 France 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 65. 37 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
98.119.105. 221 |147.237.72.167 |Whited Sates |ishurimakaidf.il |ET SCAN NVAP -sS wi ndow 2048 1
98.119. 105. 221 (147.237.72. 167 |Wiited Sates [ishurimakaidf.il [ET SCAN NVAP -f -sS 1
40.84.159.128 |147.237.8.45 |wnited Sates [e.eitan.idf.il ET SCAN NVAP -sS w ndow 4096 1
190. 29. 23. 197  [147.237.8.28 |Col onbi a e.mobi | e-ks. i df .il ET SCAN Behavi oral thusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
128.127.0. 45 147.237.76.39 [italy nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
113. 240. 250. 154|147. 237.8.50 |Chi na e.tikshuv.idf.il [ET SCAN NMAP -sS w ndow 1024 1
98.119. 105. 221 [147.237.72. 167 |Uiited Sates [ishurimakaidf.il [ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237. 77. 233 |Net her | ands atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
40.84.159.128 |147.237.8.45 |Wnited Sates [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 3072 1
163. 172. 140. 23 |147. 237.76. 34 E;ir:;cci]om yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
128.127.0. 45 147.237.76.39 |Italy nobi | e. neitav.idf.i|ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address Signature Action ‘Count
192.243.55.133 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence wﬁtﬁ;ggﬂggm monitor |45
192.243.55.138 |Wited Sates  [147.237.77.74 [lawidf.il Bad TOP sequence ﬁﬁﬁ;j&;?&gth monitor |42
192.243.55.138 |[hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber moni tor |40
192.243.55.138 |[Wnited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 37
192.243.55.134 |lhited States  |147.237.77.74 [lawidf.il Bad TCP sequence ﬂﬁtrmfﬂ;@c;?th monitor (33
102.243.55.136 |Whited Sates |147.237.77.74 [lawidf.il Bad TCP sequence ﬂﬁtrs\;;ggﬁégm monitor |31
192. 243.55.138 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SYN drop 31
192.243.55. 133 |[hited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |[reject 28
192.243.55.134 |Wnited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 27
192.243.55.136 |Uited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 25
192.243.55.138 |[hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber alert 23
192.243.55. 134 |lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 22
192.243.55. 138 |Uited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 21
192.243.55. 134 |[hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber monitor |21
192.243.55.133 [lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber moni tor |19
192.243.55.136 |Wited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 18
192.243.55.136 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 18
192.243.55.136 |[lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber aert 17
192.243.55. 133 |Uited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 14
192.243.55.133 |[hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber alert 13
192.243.55.134 |[hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber aert 13
192.243.55.133 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SYN drop 12
212.143.142.56 |l srael 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 11
192.243.55.134 |Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence monitor |10
185. 106. 92. 47 :32::1”' on 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 5
192.243.55.136 |[Whited Sates |147.237.77.74 [lawidf.il Bad TCP sequence monitor |4
37.205.0. 49 Tur key 147.237.77.233|atal .idf.il dr op SAMrul e drop 4
89. 204. 137.57  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
66.249.66.47  |ited Sates [147.237.0.34 |tikshuv.idf.il Streaning Engi ne: TCP Irvalid finvalid seqnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
2.53.51. 230 I'srael 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Inval id finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
85. 64. 144. 194 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber monitor |3
46.19. 86. 10 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
128. 232. 110. 29 zi;g’gom 147.237.76. 201 |e. atal .i df .l Geo- | ocati on enf or cenent eeﬁfolr Sgiimon I nbound drop 2
89.204.137.57 |Ger many 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 2
207.46.13.134 |lhited Sates  [147.237.72. 166 |aka.idf .i Bad TCP sequence Invalid AGK nunber monitor |2
79.177.98.223 |lsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |2
192.243.55.138 |[Wnited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |alert 2
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
85.64.144.194 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 2
128. 232. 110. 29 z‘i;;gom 147.237.0.35 |akavs.idf.il drop drop 2
128. 232. 110. 29 zi;g’gom 147. 237. 76. 199 |e. nakchal . i df . i1 Geo- | ocati on enf or cenent eeﬁfolr ggiimo n i nbound drop 2
141.212.122. 199|nited Sates |147.237.0.35 |akavs.idf.il drop drop 1
159. 226. 95. 66  |Chi na 147.237.0.19 |nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.134 |Lhited States  [147.237.72. 166 |aka. i df.il Bad TCP sequence I'nval i d ACK nunber alert 1
74.82.47.51 Lhited Sates [147.237.77.234|halag.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5.39.222. 159 Net her | ands 147.237.77.19 [lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
178.162.205.5 |Ger many 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.78 |Wited Sates |147.237.0.16 Fl’"kOSher'kra"i T 1syN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 203|hited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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At acker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
157.55.39. 104 |Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
66. 249. 66. 186 [l srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 66. 186 B ock 1
. . Unaut hori zed URL Access to
91.121.141. 219 |France 147.237.77.74 (lawidf.il v g, i df i |/ 163- 7183- en/ pat zar aspx Bl ock 1
5.196.21.114 |France 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed UR. Access to eitan. aka.idf.il/test/wp-admn/ B ock 1
184. 168. 200. 74 |Lhited Sates |147.237.76.200(ei tan. aka.idf .il Uhaut hori zed URL Access to eitan. aka.idf.il/wp-adnmin/ B ock 1
) . . D stributed Uhaut hori zed URL Access on
68. 180. 230. 184 [Lhited Sates [147.237.77.233|atal .idf.il 147 237 77. 233/ robot 5. txt B ock 1
124.188.99.81 |Australia 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . il/894-en/i df gdover . aspx B ock 1
. . Unaut hori zed URL Access to
45.45.135. 2 Ger many 147.237.77.216|dover.i df . i | vow i df i |/ shar ed/ user cont rol s/ header upper/ B ock 1
) ] . Unaut hori zed URL Access to
192.243.55.138 |Whited Sates |147.237.77.74 |law i df.il W mag. i df . i |/ tenpl at es/ t enpl at econt r ol s/ news/ NNoNN N2NDY Bl ock !
75.49.253.248 |lhited Sates |147.237.77.176|mat pash.idf.il PHP Attenpt Bl ock 1
131.253.25. 250 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock
. . Paraneter Type Mol ati on SearchText in
66.249.65.37 |[lIsrael 147.237.77.74 |lawidf.il v | aw i df i 1/ 163- 6639- he pat zar . aspx B ock 1
212.97.132. 209 |Denmar k 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed URL Access to eitan. aka.idf.il/wordpress/wp-admin/ |B ock 1
75.49.253.248 [lhited Sates |[147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/wp-1ogin. php B ock 1
5.39.222.159  [Netherl ands 147.237.76.39 |nobile.neitav.idf.il [Wauthorized URL Access to 147.237.76. 39/ B ock 1
157.55.39.42 |thited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
66. 249. 66. 128 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1517-he/ atal . aspx  |B ock 1
, ny- kosher - kravi . i df . _
216. 218. 206. 66 |Lhited Sates |147.237.0.16 i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
. . Unaut hori zed URL Access to
84.95.208.20 [l srael 147.237.77.233|atal . i df .il 147. 237. 77. 233/ 994- 8517- he/ at al . aspx Bl ock 1
5.39.222.159  [Netherl ands 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
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