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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4093
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 8
123. 59. 59. 52 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-trafl forward 4
69. 30. 226. 101 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
107. 150. 46. 35 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 forward 2
69. 30. 226. 219 Lhited Sates 147.237. 76. 147 chi nuch. aka. i df .i |l bl ock-sp-traf1 forward 2
69. 30. 202. 226 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
107. 150. 46. 38 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 2
69. 30. 226. 220 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forward 2
69. 30. 202. 229 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
69. 197. 185. 19 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 forward 2
101. 201. 147. 32 Chi na 147.237.77.170 naar achot . i df .| bl ock-sp-trafl forward 2
94.102. 49. 116 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
179. 43. 144, 31 S tzerl and 147.237.72. 167 ishurimaka.idf.il B ock Np Al Net dr op 1
94. 102. 49. 116 Net her | ands 147.237.77. 235 sviva.idf.il Bock Np Al Net drop 1
179. 43. 144. 31 S t zer| and 147.237.77. 233 atal.idf.il Bock Np Al _Net drop 1
179. 43. 144. 31 Sni tzerl and 147.237.0. 15 kosher-kravi .idf.il B ock Np Al Net drop 1
94.102. 49. 116 Net her | ands 147.237.77. 235 sviva.idf.il Bl ock_UWp Al _Nets drop 1
111. 68. 100. 155 Paki st an 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1
49. 144. 56. 155 Phi | i ppi nes 147.237. 77. 227 e hanaz.idf.il B ock_Udp All _Nets dr op 1
179. 43. 144, 31 S tzerl and 147.237.0. 35 akaws. i df.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
61.135. 189. 98 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 5
213.57. 53. 246 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
106. 38. 241. 150 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 4
69. 30. 211. 2 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
69. 30. 211. 2 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot B ock 2
131. 253. 25. 216 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
69. 30. 211. 2 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. . |SERVER APACHE Apache nod_ssl non- SSL connection to SSL
199. 115.117.88 |147.237.0.17 |lhited Sates mny- kosher -kravi .idf.il . . - 2
port denial of service attenpt
198. 20. 69. 98 147. 237.76. 148 |Lhited Sates gqcenter. aka. i df .i | ET DRCP Bshi el d B ock Li sted Source 1
177 132, 67 188|147 237 0.19 |mrazi| vadi matal idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . 0. I | M . . . .
Gonnections, Potential Scan or Brute Force
106. 184. 2. 29 147.237.8.50 [Japan e tikshuv.idf.il ET SCAN Potential SSH Scan 1
. |ET SCAN Behavioral Lhusual |y fast Terminal Server Traffic,
89.248.172. 140 |147.237.0.17 |Netherl ands mny-kosher-kravi .idf.il . . 1
Potential Scan or Infection
113. 240. 250. 154(147. 237.0.19 |China nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.106.93.21  |147.237.77.61 :%fzgi)”'z'i’fmc e cogat.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
80. 82.78. 38 147. 237. 77. 235 |Net her | ands sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S te ‘Signature
84.95.208.20  |Israel 147, 237, 76. 200 e tan. aka i of | | 2N NG Engine: TCP Invalid invalid segnent retransnission drop 63
Ret r ansni ssi on Packet dr opped.
192.243.55.135 |UWhited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁsg ;ansm't wthdifferent | onitor a7
192.243.55.132 |Wited Sates  [147.237.77.74 |lawidi.il  [Bad TCP sequence mﬁsrc‘; rea”smt wehdifferent | onitor 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
84.95.208.20  |Israel 147.237. 72, 166 |aka icr. i | SAMNg Engine: TP Invalid invalid segnent retransnission drop 33
Ret r ansni ssi on Packet dr opped.
192.243.55.135 |Whited Sates  [147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 31
192.243.55.132 |Whited Sates  [147.237.77.74 [lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 26
80. 246. 136. 186 || srael 147.237.77. 243 it e i1 || ©aM NG Engine: TGP Invalid  imvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
192.243.55. 135 |Uhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 23
192.243.55.132 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 21
192.243.55.135 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 20
192.243.55.137 |Wited Sates  [147.237.77.74 |lawidi.il  [Bad TCP sequence mﬁsg reansm't wehdifferent | onitor |19
192.243.55. 137 |lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 16
192.243.55.135 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 16
192.243.55.131 |Whited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁﬁsg Lansm't wehdifferent | onitor |16
192.243.55.135 |lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence noni t or 15
192. 243.55. 137 |Wited Sates  [147.237.77.74 [lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 13
192.243.55. 132 |lLhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 13
192.243.55.131 |lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence I'nvali d ACK nunber noni t or 12
192, 243.55. 132 |Uhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
192. 243.55.137 |lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence I'nvali d ACK nunber alert 9
192.243.55.131 |Wnited Sates  [147.237.77.74 [lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 9
192.243.55. 137 |lWhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 9
192.243.55.131 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 8
192, 243.55. 131 |Uhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 7
192.243.55.132 |Whited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence monitor |6
84.95.208.20  |israel 147.237.0.34  |tikshuv.ict i1 |2 €M NG Bngine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
73.171.202.86 |Wited Sates  [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
192.243.55.131 |lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence noni t or
176.13.16.177 |Israel 147.237.77.233atal .icf.il  [Bad TOP sequence mdg?vrsin;"lt wth different moni tor |4
192.243.55.137 |Whited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence noni t or
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
199.30.24.235 |Uited Sates  |147.237. 76. 200 |eitan aka icr. | | Com NG Engine: TGP Invalid — invalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
133. 127. 68. 150 |Japan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
109. 64.153.62  |Israel 147, 237.72. 166 |aka i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
109. 253. 150. 219|i srael 147.237. 72, 166 |aka icr. i | SAM NG Engine: TP Invalid —invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
188. 162. 65. 3 g;z::t”ion 147.237.72. 166 |aka i df .i ;{ fzr:sr:g SES?gc'):e: T Invalid 'Pg‘éak';td dsreoggggé retransnissi on. drop 3
2.55.155. 47 I srael 147.237.72. 166 |aka icr. i | SAMNg Engine: TP Invalid —invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
192.243.55.129 |Whited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence monitor |2
128.232.110.29 |United Kingdom|147.237.72.217 |e.idf.il Geo- 1 ocati on enf or cenent Geo-l ocati on inbound enf orcenent |[drop 2
192. 243.55.129 |lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 2
192.243.55.130 |Whited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence monitor |2
213.57.53.246 |lsrael 147.237.0.34 [tikshuv.idf.il |[drop Frst packet isn't SYN drop 2
128.232.110.29 |united Kingdom|147.237.76.30 [himush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
192.243.55.129 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
133.127. 68. 253 |Japan 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
128.232.110.29 |United Ki ngdom|147.237.77.227 |e.hanaz.idf.il |Geo-1 ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 2
133.127.68.70 [Japan 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
46.19.85.239  [israel 147.237.0.34 |tikshuv.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i |l Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 119
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 72
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 12
ww. chamat z. aka. i df ) )
84. 95. 208. 20 | srael 147.237.77. 226 i Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 B ock 10
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
www. chamat z. aka. i df
84. 95. 208. 20 I srael 147. 237.77. 226 i PHP At t enpt B ock 7
. . Ostributed Paraneter Type Mol ation on
149. 202. 239. 135|France 147.237.77.216|dover.idf.il v i df i 1/1283- en/ dover . aspx paranet er PageNum Bl ock 6
149. 202. 239, 134|France 147.237.77. 216 |dover . i df . i | Parameter Type Vol ation PageNimin Bl ock 6
wwy i df . i1/1283-en/ dover. aspx
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
109. 253. 200. 186|I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
133. 127. 68. 253 |Japan 147.237.77.216|dover. i df .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
66. 249. 66. 186 |l srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249, 66. 186 B ock 2
133.127. 68. 152 |Japan 147.237.77.216|dover.idf .l D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
69.30.226.101 |Wited Sates |[147.237.76.31 |nakchal .idf.il D stributed Unauthorized URL Access on ww 369bs. com B ock 1
107.150. 46.38 |lnited Sates |147.237.72.166|aka. i df . il D stributed Unaut horized LRL Access on waw. ps780. cond B ock 1
54,210.18.124 |wited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
212.47.233.68 |France 147.237.0.15 |kosher-kravi.idf.il D stributed Uhaut hori zed URL Access on 147. 237.0. 15/ Bl ock 1
. . . Uhaut hori zed URL Access to
124.73.11.78  [China 147.237.77. 176 [mat pash. i df . i | vaw cogat i df .| 1/ 925- hel cogat . aspx t r ackback/ Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock 1
Russi an ] . Paraneter Type Molation| in
94.181.164. 109 Federation 147.237.77. 216 [dover . i df . i | vy i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
66. 249. 75. 47 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20050529. htm B ock 1
} m ny- kosher -kravi . i d|mi tiple Wntraceabl e SI Sessions from199. 115. 117. 88 (Prot ocol
199.115.117. 88 |Lhited Sates |147.237.0.17 i violation (SS QNN QLI ENT HELLO)) None 1
69.30.226.219 |lLnited Sates |147.237.76. 147 |chi nuch. aka. i df . il D stributed Unauthorized URL Access on wwy 369bs. com B ock 1
107. 200. 209. 212|lhited Sates |147.237.77.170|maar achot . i df . i | D stributed PHP A tenpt B ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | PHP At t enpt B ock 1
66. 102. 8. 238 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
. . O stributed Whaut hori zed URL Access on
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
130. 185. 155. 10 |Sweden 147.237.77.216|dover . i df . il PHP At t enpt B ock 1
. . O stributed Uhaut hori zed URL Access on
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . O stributed Uhaut hori zed URL Access on
96.51.160.64  |Canada 147.237.77.216|dover . i df . i | vow i of i 1/ 894- en/ i dff gdover . aspx Bl ock 1
. m ny- kosher -Kravi . i d|s3. untraceabl e Gnnection - Protocol violation
199. 115.117. 88 |lhited Sates  |147.237.0.17 ¢l (SSL.CONN QLI ENT FELLO) None 1
ww. chamat z. aka. i df '
84.95.208.20  |Israel 147.237.77. 226 Wnaut hori zed UR. Access to o Bl ock 1
il wan chamat z. aka. i df . i1/ tenpl at es/ honepage/ di v.item
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 1
149. 78. 243. 127 |Israel 147.237.77.216|dover.idf .i |l Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
69.30.226.220 |Lnited Sates [147.237.72.166|aka.idf.il D stributed Uhauthorized URL Access on www 369bs. cond Bl ock 1
107. 200. 209. 212|thited Sates  |147.237.77. 170 |maar achot . i df . i | Lhaut hori zed LRL Access to maarachot . idf.il/wp-1ogin. php B ock 1
87.71.136.171 |Israel 147.237. 72. 156 |anan. i df . i | Whauthori zed UL Access to B ock 1
v anan. i df . il /https: /v anan.idf.il/
_ ny- kosher-kravi .idf . i , o
157. 55. 39. 123 Lhited Sates 147.237.0. 16 | Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77.216|dover.i df .l Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
: . . Uhaut hori zed URL Access to
68.180.230.45 [Wited Sates |147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 9330- he/ r ef uah. aspx B ock 1
104. 173. 197. 144|Wited Sates  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to vwun i df.il/894-en/idf gdover.aspx  |B ock 1
: . . Uhaut hori zed URL Access to
207.46.13.72  |lhited Sates |147.237.77.216(dover.idf .il v i df i | / 1283- 18681- en/ dover . aspx <a href = Bl ock 1
69.197.185.19 [lnited Sates [147.237.76.39 |nobile.neitav.idf.il [Dstributed Unauthorized URL Access on ww ps780. comd B ock 1
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