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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4065
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df .i | Bl ock Udp All _Nets drop 3
107. 150. 32. 60 Lhited Sates 147.237.77.170 naarachot . i df . il bl ock-sp-traf 1 forvard 2
204.12. 196. 236 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvward 2
204.12. 196. 237 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 2
204.12.196. 235 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forvard 2
93. 201. 74. 250 Ger nany 147.237.0. 16 ny- kosher-kravi.idf.il B ock Np All Net drop 1
179. 43. 144. 31 Sntzerl and 147.237.77. 235 sviva.idf.il Block Np All _Net drop 1
179. 43. 144. 31 Sntzerl and 147.237.77. 19 lawforumidf.il Block Np Al _Net drop 1
93. 201. 74. 250 Ger many 147.237.0. 17 m ny- kosher -kravi .i df . il Block Np Al _Net drop 1
192. 96. 201. 142 Lhited Sates 147.237.76. 176 test.ncore.idf.il Bl ock_Udp All _Nets drop 1
158. 130. 6. 191 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il Bl ock Udp All Nets drop 1
179. 43. 144. 31 Swi t zerl and 147.237.77.61 e.cogat.idf.il B ock Np Al Net drop 1
93. 201. 74. 250 Cer many 147.237.0.19 nadi matal .idf.il Block Np All _Net drop 1
192. 96. 201. 142 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
93. 201. 74. 250 Ger many 147.237.0. 15 kosher -kravi .idf.il Block Np Al _Net drop 1
179. 43. 144, 31 Sntzerl and 147.237.77. 179 e.nazi.idf.il B ock Np Al _Net drop 1
94. 102. 49. 116 Net her | ands 147.237.72. 167 ishurimaka.idf.il Block Np All Net drop 1
71.6.167.142 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bl ock Udp All _Nets drop 1
179. 43. 144. 31 Sntzerl and 147.237. 8. 50 e.tikshuv.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
61.135. 189. 98 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 5
106. 38. 241. 150 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
213. 246. 49. 97 France 147.237.77. 74 lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 4
84. 245, 33. 104 Net her | ands 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
92. 156. 250. 251 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
207. 46. 13. 135 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
157. 55. 39. 162 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

84.245.33.104 |147.237.77. 233 |Net her| ands aal.idf.il A Injection - Select From 6

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

213.246.49.97 |147.237.77.74 |Fance lawidf.il SQ Injection - Select From 4

5.189.167.216 |147.237.0.15 |[Germany kosher -kravi .idf.il ET SCAN Potential SSH Scan 1

195. 216. 176. 244|147. 237. 76. 148 |Latvia gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1

181.222.28.45 |147.237.0.17 |Bazil mny-kosher-kravi .idf.il BT K}AN Behavi oral .Lhusual ! y Fast inbound Tel net 1
onnections, Potential Scan or Brute Force

122.3.117. 72 147.237.8.46 |Pilippi nes e.chinuch.idf.il Er &AN Behavi oral .Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

5.189.167.216 |147.237.0.33 |Germany idf.il ET SCAN Potential SSH Scan 1

195. 216. 176. 244(147. 237. 72. 167 |Latvia i shuri maka.idf.il ET SCAN Behavi or a L,husugl ly fast Terminal Server Traffic, 1
Potential Scan or Infection

185. 125. 216. 100|147, 237. 76. 197 gzzi;'}m e. hi nush. i df . | ET SCAN NVAP -sS wi ndow 1024 1

163. 172. 140. 23 |147.237.76. 44 |[United Ki ngdom|e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Country ‘Target Address [Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
192.243.55. 131 |Uited Sates [147.237.77.74 |lawidf.il Bad TCP sequence SINACK retransmt wehdifferent oonitor |35
192. 243.55.133 |Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence mﬁs:::;ansm't wthdifterent | oonitor  [30
192.243.55. 131 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 30
192. 243.55.129 |Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence mﬁev(sg;m”“ wehdifferent oonitor |30
192.243.55.129 [thited Sates |147.237.77.74 [lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 29
192. 243. 55,138 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence mﬁﬁsgf’sm’t wehdifferent oonitor |28
192. 243.55. 130 |thited Sates |147.237.77.74 [lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 28
192.243.55. 130 |Uited Sates [147.237.77.74 |lawidf.il Bad TCP sequence mﬁs\fsrcztlremsm't wehdifferent oonitor |27
192.243.55. 131 |lhited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 27
192.243.55.129 |thited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 27
192. 243.55. 132 |Wited Sates |147.237.77.74 [lawidf.il Bad TCP sequence mﬁﬁsgf’sm’t wehdifferent oonitor |23
192.243.55.129 [thited Sates |147.237.77.74 [lawidf.il drop First packet isn't SWN drop 22
192.243.55.130 |Lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 21
192.243.55. 130 [hited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 20
192. 243.55. 138 [hited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 19
192.243.55. 130 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 19
192.243.55. 131 |Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 19
192. 243.55.129 [thited Sates |147.237.77.74 [lawidf.il Bad TCP sequence I'nvali d ACK nunber alert 18
192.243.55.138 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 17
192. 243.55.135 |Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence mﬁﬁsgf‘sm’t wehdifferent oonitor |17
192.243.55. 133 [hited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 17
192.243.55. 131 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 17
192.243.55. 130 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence noni t or 16
192.243.55. 135 [hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 15
192.243.55. 133 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 14
192. 243.55. 132 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 12
192.243.55. 132 [hited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 12
192.243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 12
192.243.55. 138 |Lhited Sates |[147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 12
192. 243.55. 135 [hited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 11
192, 243.55. 138 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 10
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
192.243.55. 129 [thited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 10
192.243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 9
192. 243.55. 133 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 8
192.243.55. 131 |hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 8
192. 243,55, 132 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 6
192. 243.55.134 |Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence mﬁs:::;ansm't wthditterent | oonitor 6
192.243.55. 133 |Lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop
192.243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence noni t or
46.19.85.75  |Israel 147. 237, 72. 167 [i shuri maka o 11| | €3M NG Engi ner TGP Invalid invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
2.53.43. 81 I srael 147.237. 77, 243 b e i of 11 || SAM NG Engines TP Invalid - invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
84.95.208.20 |Israel 147.237.0.34  [tikshoicr.it o aMNg Enginer TGP Invalid  imalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnssion drop 6
Ret ransni ssi on Packet dr opped.
73.171.202.86 |United Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
82.201.46.68  |Netherl ands 147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo-| ocation i nbound enf orcenent |drop
66.249. 78,177 |ited Sates [147. 237.76. 200 |eitan aka ich. i1 | SAM NG Engine: TGP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
65.55.210.84  |Uited Sates 147,237, 76,200 |eitan aka icr i1 || SAM NG Engine: TP Invalid  finvalid segnent retransnission drop 4
Ret ransnm ssi on Packet dropped.
192. 243.55. 132 |Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
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A tacker

Devi ce

Country Target Address |[Site Sgnature Action ‘Count
37.26.146.184 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 12
162. 243.25. 240 [Lhited Sates  [147.237.76.86 |navy.idf.il Mil tipl e Unauthorized LRL Access from 162. 243. 25. 240 B ock 3
199.30.25.88 [Lhited Sates 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 3
46.121.26.91 |lsrael 147.237.77.216|dover. i df .i | Distributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
185. 118. 27. 14 |Lebanon 147.237.77. 216 |dover.idf .i | D stributed Whaut hori zed UR. Access on waw i df.il/error.htm Bl ock 2
91.121.83.118 |France 147.237.0.15 |kosher-kravi.idf.il Unhaut hori zed URL Access to 147.237.0. 15/ B ock 1
77.75.76.165 |Czech Republic |147.237.77.216|dover.idf.il m‘:tdfhorl il /Zggglli‘h/ﬁc;sfjse;i%ki ed st B ock 1
46.19.86.59 | srael 147.237.77. 234 |hal ag. i df . i | ﬂ?f’;g?f;;égmf‘mpggssssh;oe &bl et 1. gi Bl ock 1
204.12.196. 236 |Lhited Sates  [147.237.77.74 |lawidf.il Unaut hori zed URL Access to wwv 369bs. cont B ock 1
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
84.95.208.20 |Israel 147. 237.77. 226 V\:A:N chamat z. aka. i df m"gs;’;;f;d aklﬁ d'f‘:lefft ;n‘r’pl at es/ homepagel i v. i e B ock 1
66. 249. 66. 161 |l srael 147.237.0.17 ][n in|y- kosher-kravi.. 1 :'rlllr:/?aklos':\‘aerra-rﬁae\;i Elnngd: In?a;rja?(/ic?eal ecapt chai nage. aspx None 1
185.118.27.9 |Lebanon 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
5. 39. 222. 159 Net her | ands 147.237.0. 17 ][n inly- kosher - kravi . i d Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
94. 181. 164. 109 gj; :I'} o 147.237.77. 216 |dover . i df . i | \;’jrwa':ztferl J‘{peem:fgi/' ;’gngt 'O’f‘” endl sendt of ] end. aspx B ock 1
84.95.208.20 |israel 147.237.0.15 |kosher-kravi.idf.il Mil ti pl e Unauthorized URL Access from 84. 95. 208. 20 B ock 1
204.12.196. 237 |Lhited Sates  [147.237.72.167|i shurimaka.idf . il Unaut hori zed URL Access to waw 369bs. conl B ock 1
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il /wp-1ogin. php B ock 1
87.69.87.7 | srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 78. 234 [l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249, 78. 234 B ock 1
23.29.125.155 [lhited Sates |147.237.77.216|dover.idf.i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
94.181.164. 109 :(SJZ::FI on 147.237.77. 216 [dover . i df . i | \;Psrwva??itferl I-Il-);peem:f;)tlstsll (sjgnldt Io?ri end/ sendt of ri end. aspx Bl ock !
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed LRL Access to ww kosher-kravi.idf.il/default.aspx B ock 1
46.121.30. 8 I srael 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on waww idf.il/error.htm B ock 1
207.46.13.43 |Uited Sates |147.237.72.166|aka. i df.i | Uhaut hori zed URL Access to aka.idf.il/nain/sachar/l ogi B ock 1
157.55.2.129 |lLhited Sates 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
87.69.87.7 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
Uhaut hori zed URL Access to
66. 249. 78. 240 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut hu B ock 1
ser

185. 118. 27. 15 |Lebanon 147.237.77. 216 |dover.idf .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
107.150.32. 60 |Lhited Sates  |147.237.77.170 |maarachot . i df .il Unaut hori zed URL Access to ww. ps780. cont B ock
84.95.208.20 |[Israel 147.237.76.86 |navy.idf.i| Ml ti pl e Unauthorized URL Access from 84.95. 208. 20 B ock
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 'ﬁ";‘”tzggr ;;?36;'}@?‘;;‘;3“;796”” al . aspx Bl ock 1
89. 163. 140. 26 |Ger many 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
66.249.93.83 |[lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
38.111.147.83 [lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-he B ock 1
128. 232. 110. 28 |Uni ted Ki ngdom|147. 237. 77. 216 |dover.idf.i | D stributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
84.95.208.20 |israel 147.237.77. 226 V\:AIW chamat . aka. i df Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
66.249. 66. 125 | srael 147.237.76.42 |refuah.idf.il e e o aspx Bock |1
162. 243.25.240 |Uited Sates  [147.237.76.86 [navy.idf. il m”tnzsg' e e ) navy. aspx. aspx Bl ock 1
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