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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b I n drop 4012
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 76
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
74.91.18. 45 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forvard 2

69. 30. 226. 221 Lhited Sates 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 forvard 2
74.91. 20. 197 Lhited Sates 147. 237. 72. 167 ishurimaka.idf.il |bl ock-sp-trafl forward 2

66. 85. 80. 26 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock_UWp Al _Nets drop 2
74.91.18. 42 Lhited Sates 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 forward 2
69. 30. 226. 219 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forward 2
74.91.18. 44 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forvard 2

69. 30. 226. 220 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.illbl ock-sp-trafl forward 2
158. 130. 6. 191 Lhited Sates 147. 237.72. 217 eidf.il Bl ock Udp All Nets drop 1
94.102. 49. 116 Net her | ands 147.237.8. 45 eeitanidf.il B ock Np Al _Net drop 1
94.102. 49. 116 Net her | ands 147.237.77.176 nat pash. i df . i | Bock Np All _Net drop 1
84.108.111. 76 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
158. 130. 6. 191 Lhited Sates 147.237.0. 35 akaws. i df .il B ock Udp All Nets dr op 1

94. 102. 49. 116 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
109. 64. 247. 68 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 6
106. 38. 241. 150 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
61.135. 189. 98 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 4
51. 254, 121. 188 France 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
51.254.121.188 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
80. 91. 162. 99 Wrai ne 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




04-13-2016-00:04:05 to 04-13-2016-01:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
200. 24. 40. 78 147.237.0.34 |Col onbi a tikshuv.idf.il . 1
Potential Scan or Brute Force
178, 153. 46. 212 |147. 237. 72, 156 |t ar avan i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T I o Potential Scan or Brute Force
194,105 19.42  |147. 237 76.30 |Fhili poi nes hivsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T T m o Potential Scan or Brute Force
106. 184. 2. 29 147. 237. 76. 196 [Japan e.svivaidf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
163. 172. 140. 23 |147. 237.76.38 LK?';gegom e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
114. 35. 125. 220 |147.237.0.34 |Tai van tikshuv.idf.il ) 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 76. 201 |Canada e.atal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
58. 20. 161. 10 147.237.72. 14 |China dover.idf.il (ol d) 1
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|Top Attackers In FW |

At acker

Devi ce

Country Target Address [Ste Signature Acti on ‘Count
213.57. 80. 82 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 48
75.107.74.129 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 42
192. 243.55.138 |Wnited Sates |147.237.77.74 [lawidi.il Bad TCP sequence mﬁsgfmsm wehdifferent | onitor  [35
192.243.55. 134 |Wited Sates [147.237.77.74 |lawidf.il Bad TCP sequence SINACK relransmt wehdifferent | onitor  [a1
192. 243.55. 133 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
192.243.55. 133 |Uited Sates [147.237.77.74 |lawidf.il Bad TCP sequence mfﬁfsrc:;ansm wehdifferent | onitor  [30
192. 243.55. 133 |Lhited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 26
192. 243.55. 133 |Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 26
192. 243. 55,136 |Wited Qates [147.237.77.74 [lawidf.il Bad TCP sequence mﬁsrc:;ansm wehdifferent | onitor |21
192. 243.55. 138 |Lnited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
192. 243.55. 134 |Lnited Sates |147.237.77.74 [lawidf.il SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 19
192. 243.55. 136 |Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 18
192.243.55. 138 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
192.243.55. 129 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 17
192. 243.55. 134 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 17
192. 243.55. 133 |Lnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 16
192.243.55. 136 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 16
192. 243.55. 129 |Lhited Sates |147.237.77.74 [lawidf.il SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 15
192. 243.55. 129 |Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 15
192.243.55. 130 |Uited Sates [147.237.77.74 |lawidf.il Bad TCP sequence mfﬁfsrc:;ansm wehdifferent | onitor |14
192. 243.55. 134 |Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 14
192. 243.55. 129 Lnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 14
192. 243. 55,129 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence mﬁ;c:;ansmt wehdifferent | onitor |14
37.46.39. 93 | srael 147.237.72. 166 |aka. i df il drop SAMrul e drop 14
192. 243.55. 130 |Lhited Sates |147.237.77.74 [lawidf.il SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 13
192. 243.55. 130 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence noni t or 12
192.243.55. 130 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192.243.55. 136 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 12
192. 243.55. 138 |Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 12
212.143. 142. 56 I srael 147. 237. 77. 216 |dover . i dof .i | dr op First packet isn't SWN drop 11
192.243.55. 129 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 11
192. 243.55. 136 |Lhited Sates |147.237.77.74 [lawidf.il SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 11
192. 243.55. 138 |Lnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 9
192.243.55. 130 |Lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 9
192. 243.55. 134 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 9
192. 243.55. 130 |Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 9
45.35.64.142 |Lhited Sates |[147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 9
192. 243.55.131 |Wited Sates |147.237.77.74 [lawidi.il Bad TCP sequence mﬁsgfmsm wehdifferent | oitor |8
162. 243. 25. 240 |Wited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 8
Ret r ansni ssi on Packet dr opped.
46.19.85.97  [israel 147. 237, 72. 167 | shurimaka i of i || €2 NG Engine: TGP Invalid  finval i d segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
185.3.144.71 |isral 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
149. 78. 154. 69 [l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19.85.140  |lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval id ACK nunber noni t or
192. 243.55. 138 |Lnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or
109.67.18.45 |israel 147. 237.76. 200 [ei tan. aka. i o1 | €2M NG Egine: TCP Invalid - finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 134 |Lnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 6
192. 243. 55, 131 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
197.27.91.134 |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243.55. 131 |Wnited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.55.33.174 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
2.53.19.110 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 3
46.19. 86. 150 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.60. 105 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 2
’ . . Unaut hori zed URL Access to
198.58.103.36 |[Wited Sates  |147.237.77. 216 |dover. i df . il Wi of i1/ 1294 en/ v df .11/ engl i sh B ock 1
83.130.101. 105 |[lIsrael 147.237.77. 216 |dover.i df . il SSL Untraceabl e Gonnection - Cpen Mde None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 241 |lhited Sates  |147.237.77.176 [mat pash. i df . i | v cogat i df . i 1/1043- ar/ cogat . aspx Bl ock 1
. . . Unaut hori zed URL Access to
124.73.11.78  |China 147.237.77. 176 [mat pash. i df . i | vaw cogat i df .1 1/901- he i df g. aspx/ t r ackback/ Bl ock 1
74.91.18.42 Lhited Sates 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to wwy ps780. cormd B ock 1
. - Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
83.130. 101. 105 |[Israel 147.237.77.216|dover. i df . il Lhaut horized URL Access to waw idf.il/https:/wwidf.il/ B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.229. 241 |lhited Sates  [147.237.77.176 |nat pash. i df .i | W cogat . i df . i 1/ 1927- hel cogat . aspx Bl ock 1
62. 16. 68. 192 RJSIS:;ni on 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to vww i df.il/894-ar B ock 1
. www. chamat z. aka. i d .
128.232. 110. 28 |United Kingdom|147.237.77.226 £l Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
74.91. 18. 45 Lhited Sates  |147.237.76.200|ei tan. aka. i df.i | D stributed Unauthorized URL Access on ww. ps780. cor B ock 1
. . Unhaut hori zed URL Access to
66.249.78. 111 I srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
89.138. 163. 133 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1409- he/ at al . aspx |Bl ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.230. 108 |Lhited Sates  |147.237.76.31 [nakchal .idf.il v nakhal i df i 1/ 1072- he/ nakhal . aspx Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 65. 20 I srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ appl e app-si t e-associ at i on Bl ock 1
157.55.39.217 |Uhited Sates 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 1
74.91. 20. 197 Lhited Sates  |147.237.72.167|i shuri maka.idf.il D stributed Unauthorized URL Access on wwy ps780. com B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 1
42.96.140.102 [China 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 42.96. 140. 102 B ock 1
. - Unaut hori zed Met hod PCST for
109. 64. 4. 41 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai n/ r abanut / cont act us. aspx Bl ock 1
69.30.226.220 |lhited Sates  |147.237.76.39 |nobile.meitav.idf.il |Wauthorized URL Access to wwv 369bs. con Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 66. 167 |l srael 147.237.77. 216 |dover . i df . i 147 237.77. 216/ styl e shar ed/ pri nt . css B ock 1
’ . . Unaut hori zed URL Access to
192.243.55. 134 |United Sates 147.237.77.74 [lawidf. il wwv | aw i df . il /tenpl at es/ shared/ user control s/ | obbyi nf ocent eri tem B ock !
79.177.231. 228 |Israel 147.237.72. 156 |aman. i df . i | Too Many Qookies in a Request - 106 cooki es B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |l srael 147.237.72. 166 |aka. i df . i1 147. 237.72. 166/ si p_st or age/ fi | es/ 6/ 71706. pdf Bl ock !
42.96.140.102 [China 147.237.77.216|dover. i df . il PHP Attenpt B ock 1
109. 253. 199. 232|I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx |Bl ock
69.30.226.221 |lhited Sates [147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to ww 369bs. coni B ock
66. 249. 66. 168 |l srael 147. 237. 77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1

147. 237. 77. 216/ st yl e/ shar ed/ 960. css
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