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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4079
84.111.111. 152 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 30
66. 249. 93. 115 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 17
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets dr op 3
62.219. 34. 192 | srael 147.237.72. 156 anan.idf.il B ock_Udp Al Nets drop 3
46.19. 85. 178 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
194. 90. 244. 58 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
41.230.71. 54 Tuni si a 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
212.179.21.194 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
107. 150. 46. 36 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . il |bl ock-sp-trafl forward 2
79.177.246. 184 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
85. 65. 16. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
31.210. 186. 41 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
212. 143. 142. 56 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
111.225.161. 47 Chi na 147.237.8. 27 e nadimatal .idf.il B ock Udp Al Nets drop 1
54.72.182. 187 I'rel and 147.237.77.216 dover.idf.il B ock_Udp Al Nets drop 1
85. 93. 89. 243 Ger many 147. 237. 76. 148 gacenter.aka. i df .i | B ock_Udp Al Nets drop 1
68. 180. 231. 43 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
121.81.217. 214 Japan 147.237.8. 27 e nadimatal .idf.il Bl ock_UWp Al _Nets drop 1
180. 102. 110. 42 Chi na 147.237.8. 27 e nadimatal .idf.il B ock_Udp Al _Nets drop 1
158. 130. 6. 191 Lhited Sates 147.237. 72. 156 anan.idf.il B ock Udp Al Nets drop 1
66. 249. 93. 111 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
109. 253. 133. 61 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
79.179.174. 130 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
158. 130. 6. 191 Lhited Sates 147.237.77.61 e.cogat.idf.il B ock_Udp Al _Nets drop 1
85. 93. 89. 243 Cer many 147.237. 76. 147 chi nuch. aka.idf.il B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Site ‘Sgnature Devi ce Action |Count |
61.135.189.98 [China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 4
106. 38. 241. 150 |Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 4
2.55.189. 205 | srael 147.237.0. 34 tikshuv.idf.il Cl000138: HITP. prefix 1.01 in the URL Bl ock 2
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
185.106. 92. 47  |Russian Federation |147.237.0.19 nadi matal .idf.il [20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der Bl ock 1
185.106. 92. 47  |Russian Federation |147.237.0.19 nadi matal .idf.il [20086: HITP. Mi ebl ackcat Security Scanner B ock 1
106. 38. 241. 106 |Chi na 147.237.77.176 |mat pash.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federation

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
99.95.129.139 |147.237.76.177 |thited Sates  |ncore.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
41.230.71.54 147.237.77. 216 |Tunisi a dover.idf.il SERVER- WEBAPP adm n. php access 1
31.5.44.33 147.237.0. 200 [Bel gi um . i df il ET SCAN NVAP -sS w ndow 2048 1
201. 222. 125. 250|147.237.0.35 |Bdlivia akavs. i df . i | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
185. 103. 252. 56 |147. 237. 77. 233 ?ézz;;”im atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 72. 14 |Canada dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
80. 82.78. 38 147. 237.77. 170 |Net her | ands naar achot . i df i ET SCAN NMAP -sS wi ndow 1024 1
31.5.44.33 147.237.0. 200 [Bel gi um . i df il ET SCAN NVAP -sS w ndow 4096 1
31.5.44.33 147.237. 0. 200 [Bel gi um . i df i | ET SCAN NVAP -f -sS 1
207.232.55.114 |147.237.0.35 |[Israel akavs. i df . il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
198.101.202. 28 |147.237.0.17 |thited Sates  |mny-kosher-kravi.idf.il |ET VB SERVER Poi son Null Byte 1
185.106.92. 47 147.237.0.10 |SSIan nadi matal .i df i ET WEB_SERVER Mii ebl ackcat scanner 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
207. 46.13. 74 Lhited Sates |147.237.76.42 [refuah.idf.il drop SAMrule drop 45
85. 64. 45. 31 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 42
: o SYN+ACXK retransnmit wth .
192.243.55.136 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence different vindow scal & nonitor |40
192.243.55.136 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
192.243.55.136 |Uited Sates |147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 24
79.177.246. 184 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 21
41.230.71. 54 Tuni si a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
46. 19. 85. 132 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 18
192.243.55. 136 |Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SWN drop 17
192.243.55.136 |Whited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 15
reaming BEngine: TCP Invali i i ssi
46.19.85.121  |Israel 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 15
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
176.13.11. 109  |Israel 147. 237. 76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.
102.243.55.134 |Wnited Sates  |147.237.77.74 [lawidf. il Bad TCP sequence SINWACK retransmt W th monitor |13
di fferent w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
37.142.64.10  |israel 147.237.72. 167 |i shuri maka. i of . i | 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
37.26.148.145 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 8
195. 60. 232. 57  |Israel 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
192.243.55.134 |Wited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |8
66.249.93.111  |Europe 147.237. 77. 216 |dover.idf il drop First packet isn't SWN drop 7
192. 243.55. 134 |Uhited Sates |[147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
reaming BEngine: TCP Invali i i ssi
2.53.37. 234 I'sr ael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval id invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
178. 130. 42. 65 RJSf;;”ion 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 6
109. 65. 106. 134 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TGP Invalid i i ssi
80.246.136.9  |Israel 147. 237. 77. 243 |mobi l e.i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
89.138.19. 165 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 147. 1621 sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.66.44  |wited Sates [147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
192.243.55. 134 |Wnited Sates [147.237.77.74 |lawidf.il drop First packet isn't SWN drop
85.130.219.31 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
66. 102. 9. 49 Lhited Sates |147.237.77.226 "‘:"I‘“Cha"atz'aka"df drop First packet isn't SWN drop 5
85.130.219.31 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |5
109. 253. 210. 236 srael 147.237.76.42 |refuah.idt.il Bad TCP sequence SWretransmt wth different oo |5
wi ndow scal e
46.19. 86. 112 I srael 147.237.72. 156 |anan.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 178 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
66.102. 9. 119 Lhited Sates |147.237.77.234|hal ag.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
31.210.186. 41 | srael 147. 237. 76. 200 |ei tan. aka i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
192.243.55.136 |Wited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or
46.19. 85. 132 I srael 147.237.77. 216 |dover.i df i | Bad TCP sequence Inval i d ACK nunber alert
80.246.136.81 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
191.185.41.1 |prazil 147. 237. 77. 216 |dover . i df . i | 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
79.178.48.242 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[reject 4
Sreamng Engine: TCP Invalid i i ssi
186. 117. 166. 60 |Col onbi a 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
46.19.85.132  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.179.212.38 |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.178.215. 212 |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
192.243.55.134 |Whited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
46.19.85.186  |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109.67.178.40  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
207. 46. 13. 74 Lited Sates |147.237.77.234|halag.idf.il drop SAMrule drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
41. 230. 71. 54 Tuni si a 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from4l.230. 71. 54 B ock 7
80.246.136.42 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
41.230.71. 54 Tuni si a 147.237.77.216|dover.idf .l PHP Attenpt B ock 3
66.249. 66. 186 |l srael 147.237.77.216|dover.i df . il D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 2
157.55.39. 217 |lhited Sates |147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
46.19. 85. 186 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
41. 230. 71. 54 Tuni si a 147.237.77.216|dover.idf.il Ml tiple Admin B ocking from4l.230. 71. 54 B ock 2
185.32.179.190 |l srael 147. 237.72. 156 |anan. i df . i | thauit hori zed LRL Access to : , . Bl ock 2
wan aman. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png
149. 78. 72. 39 Lhited Sates [147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
197. 40. 63. 23 Egypt 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
109. 253. 147. 162|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 1
m ny- kosher - kravi . i
198.101. 202. 28 |lLhited Sates [147.237.0. 17 of niyl Il11egal HITP \ersion Bl ock 1
5.39.222. 159 Netherlands [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. m ny- kosher - kr avi . i .
198.101. 202. 28 |lLhited Sates [147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
41.230.71. 54 Tuni si a 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to www i df .il/index. php B ock 1
m ny- kosher - kr avi . i
198.101. 202. 28 |lLhited Sates [147.237.0. 17 of niyl Abnormal Iy Long Request net hod Bl ock 1
130. 185. 155. 10 [Sweden 147.237.77. 176 |nat pash. i df . i | Distributed PP Atenpt B ock 1
. . . Unaut hori zed URL Access to
66.249.78.230 I srael 147.237.77. 243|mobi | €. df . nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1465 Bl ock !
m ny- kosher - kravi . i
198.101. 202. 28 |lLhited Sates [147.237.0. 17 of niyl Mal f or ned HTTP Header Line 2 Bl ock 1
41.230.71. 54 Tuni si a 147.237.77.216|dover . i df . i Admin Bl ocki ng Bl ock 1
. . Unhaut hori zed URL Access to
176.13.0. 81 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f B ock 1
89.138.19.165 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
m nv- kosher - kr avi . i Unknown HTTP Request Met hod
198.101. 202. 28 |[Lhited Sates |147.237.0. 17 ny [[#22 ][ [#3]1[[#U][[#O]1=[[#U1[[#O1 ] [[#O] 1{[[#3]1[[#3]]1[[#8]]1 2w [#6]] |B ock 1
df.il O %y xYuhm-hnt C+ ' W « *
m ny- kosher - kr avi . i
198. 101. 202. 28 |lhited Sates [147.237.0.17 of niyl Illegal Byte de Character in Header Nane Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php B ock 1
m ny- kosher - kr avi . i
198.101. 202. 28 |wnited Sates [147.237.0.17 of niyl Ml formed LR [[#20] ], Bl ock 1
_ www. chanmat z. aka. id _
107.150.46.36 |lhited Sates |147.237.77. 226 £l Unaut hori zed URL Access to ww. ps780. conl Bl ock 1
46.19. 86. 19 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
202.191.63.69 |Australia 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
m ny- kosher - kr avi . i Illegal Byte Gde Character in Method
198.101.202. 28 |lLhited Sates [147.237.0.17 : T [#22 1L L [H#[HO T~ [[#U [ [#O 1 [[#01 1 {[[#311[[#3]1[[#8] 12w [#6] ] |B ock 1
df il O Y$y xYphm~hnt G+ " W ¢ *
73.170.84.100 [lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
. m ny- kosher - kr avi . i NULL Character in Header Nanme at
198.101.202.28 |lLhited Sates |147.237.0. 17 df il ([ ][[#0 ] [[#0]] 6[ [#01] [[#5]1[[#0]]1 [[#5]] [[#1]][[#0]][[#0]]1[[#0]][[#O}B ock 1
: [[#9]]
197. 40.0. 173 Egypt 147.237.77.216|dover.i df . i Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
109. 67. 203. 189 |l srael 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to ww i df . i/ hi nush/sitel he/ hi nush.asp  |B ock 1
66.249.66. 176 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df.il/appl e-app-site-association  |B ock 1
202.191.63.69 |Australia 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/index. php B ock 1
. . . DO stributed Lhaut hori zed URL Access on
5.29.1.242 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | whan chi nuch. aka. i df 117404, htm B ock 1
m ny- kosher - kr avi . i
198. 101. 202. 28 |lhited Sates [147.237.0.17 of niyl Illegal Byte (ode Character in URL [[#20]], Bl ock 1
157.55.39. 118 |[lhited Sates [147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
79.178.48.242 |lsrael 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Connection - (pen Mde None 1
m ny- kosher - kr avi . i NULL Character in Method
198.101. 202. 28 |Whited Sates |147.237.0. 17 ; S [[#22 1 [[#3 LT # T[40 ] [ [#0 1 [[#O1 1 [[#O11{[[#3]1[[#3]1[[#8]1 24 [#6]] | ock 1
df il O Y$y xYphm~hnt C+_* WP < *
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