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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4077
54.72.0.55 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 450
81.218.125. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 97
79.180. 162. 189 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 50
41.107. 2. 205 Ageria 147.237.77. 216 dover.idf.il B ock Udp All _Nets drop 33
80. 246. 133. 72 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 12
85. 250. 187. 117 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
84.228. 223. 225 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
192. 243. 55. 135 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
31. 168. 240. 21 | srael 147.237.72. 156 anan. idf.il Bl ock Udp All _Nets dr op 3
82. 145. 223. 56 Eur ope 147.237.72. 166 aka.idf.il B ock |p_ Vb In drop 3
31. 210. 188. 49 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
109. 67. 142. 234 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 2
197. 135. 230. 253 Egypt 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
176. 31. 60. 249 F ance 147.237.76. 39 nobi | e.nei tav.idf.il Block Np Al _Net drop 1
66. 240. 236. 119 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il |B ock Udp All Nets drop 1
94.102. 49. 116 Net her | ands 147.237.77.178 e. nat pash. i df.il Block Np Al _Net drop 1
176. 31. 60. 249 France 147.237.76.199 e. nakchal .idf.il B ock Np Al _Net drop 1
71.6.165. 200 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il |B ock Udp All Nets drop 1
217.112.96. 194 Italy 147.237.77. 216 dover.idf.il B ock Wdp All Nets drop 1
91. 126. 252. 47 Spai n 147.237.0. 35 akaws. i df . i B ock Wp Al _Nets drop 1
77.125.142.103 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
94.102. 49. 116 Net her | ands 147. 237. 76. 202 e halag.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgna1ure Devi ce Action |Count |
79.180. 7. 56 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
46.19. 85. 168 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
46.19.86.8 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38.241.106  |Chi na 147.237.77.176  |mat pash.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135.189.122 [China 147.237.76. 31 nakchal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
71. 6. 146. 185 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
123.126.113.80  |China 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241. 106  |China 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1




04-12-2016-19:04:04 to 04-12-2016-20:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
66. 249. 93. 74 147.237.77.233 |Europe atal.idf.il ET SCAN NVAP -sA (2) 14
66. 249. 93. 79 147.237.77. 233 |Europe atal.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 78. 254 147.237.72.166 |Wnited Sates akaidf.il ET SCAN NVAP -sA (2) 2
185. 32. 179. 53 147.237.0.19 I srael madi matal .idf.il ET SCAN Possible S Brute Force attack or Ste Gaw 2
77.125. 84. 30 147.237.72.156 |Israel anman. i df i ET SCAN NVAP -sA (2) 2
88. 204. 187. 90 147.237.0. 19 Kazakst an madi matal .idf.il ET SCAN NMAP -sS w ndow 4096 1
88. 204. 187. 90 147.237.0. 19 Kazakst an madi matal .idf.il ET SCAN NVAP -f -sS 1
80. 246. 136. 15 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
77.125.142.103  |147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.76.34  |Lnited Sates yohal an. i df .i| ET ORCP Bshiel d B ock Listed Source 1
192.243.55.135  [147.237.77.216 [Uited Sates dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 103 147.237.76.176 |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.72.156 |China anan. i df.il ET SCAN Potential SSH Scan 1
88. 249. 106. 23 147.237.0.200  |Turkey ndu. i df il ET SCAN NVAP -sS w ndow 1024 1
5.22.135. 127 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
88. 204. 187. 90 147.237.0.19 Kazakst an nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
87. 69. 20. 217 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
79.177. 183. 69 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
208.100. 26.228  [147.237.77.212 |Whited Sates e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 103 147.237.77.121 |China e navy.idf.il ET SCAN Potential SSH Scan 1
185. 125. 216. 75 147.237.72.166 |Russian Federation |[aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 103 147.237.76.34  |China yohal an. i df .i| ET SCAN Potential SSH Scan 1
184. 151. 114. 104 [147.237.72.166 [Canada akaidf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 103 147.237.0. 15 Chi na kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

178.241.17. 153 |[Turkey 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 96
197. 135. 230. 253 |Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 63
192. 243.55.135 |Uhited States [147. 237. 77. 216 |dover. i df .1 Bad TCP sequence ﬂﬁﬁggﬁ?&gth monitor |46
192.243.55.135 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence wﬁtrﬁggzl;:th monitor (37
192.243.55. 135 |Uited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 35
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrul e drop 34
192.243.55. 135 |Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 32
192. 243.55.131 |Whited States [147. 237. 77. 216 |dover. i df .1 Bad TCP sequence ﬂﬁrfmﬂcﬁ“h monitor |30
192.243.55.130 |Wnited States [147.237.77.74 [lawidf.il Bad TCP sequence wﬁtrﬁggzl;:th monitor |28
192.243.55.131 |Whited States [147.237.77.74 |lawidf il Bad TCP sequence ﬂﬁﬁggﬁ?&gth monitor |28
192. 243.55. 135 |lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber moni tor |27
192. 243.55.135 |Wnited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 24
192.243.55.130 |United Sates |147. 237. 7. 216 |dover.i df i Bad TCP sequence SR rerrensm Wi monitor |22
192.243.55. 131 [thited Sates |147. 237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACGK nunber moni tor |21
192.243.55.135 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
192. 243.55. 135 |[lhited Sates |147. 237. 77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 19
178.241.17. 153 [Turkey 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 18
192.243.55. 135 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber alert 16
192.243.55. 131 |lhited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
178.241.17. 153 [Turkey 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 16
192.243.55. 130 |Uited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
192. 243.55. 131 |wnited Sates |147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 15
192. 243.55. 130 |wnited Sates |147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 14
109. 64. 37. 191 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 14
192. 243.55. 135 |lhited Sates |147.237.77.74 [lawidf.il drop First packet isn't SWN drop 14
46. 19. 85. 79 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 14
192.243.55.131 |lhited Sates (147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 14
178. 241. 17. 153 |Turkey 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 13
192.243.55. 131 |thited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 13
192.243.55. 130 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 13
207. 46.13. 74 Lhited Sates |147. 237. 76. 42 |refuah.idf.il drop SAMrul e drop 12
192. 243.55. 130 |wnited Sates |147. 237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
192.243.55. 131 |Uited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
192. 243.55. 135 |lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 11
192.243.55. 131 |Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 11
149.78.192. 195 |israel 147.237.72. 167 | shrimaka ior. i1 | €Amng Engine: TCP Invalid invalid segnent retransnission drop 10

Ret r ansni ssi on Packet dropped.
178.241.17. 153 |[Turkey 147.237.77. 216 |dover.idf il Bad TCP sequence noni t or 10
81.218.125.182 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
192.243.55.130 |lhited Sates (147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 9
192.243.55. 131 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 9
46. 19. 85. 20 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
192. 243.55. 130 |wnited Sates |147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 9
192.243.55.131 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
192. 243.55. 130 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber aert 8
5.38.147.7 Hungary 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
192.243.55.130 |lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19.85.200  |[israel 147.237.77. 226 [ " chamatz. aka.idf g TCP sequence Inval i d ACK nunber monitor |7
46.19.86.44  |israel 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Invalid |invalid segnent retransnmission. |, o, 6
Ret ransn ssi on Packet dr opped.

46.19. 85. 181 I srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACK nunber aert 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
80.246.136.81 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 233
46. 19. 86. 209 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 163
109. 253. 140. 216l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 127
185.32.179.53 |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 105
5.189.190.212 [Ger many 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 20
37.26.149.237 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock

46. 19. 86. 202 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock

109. 253. 212. 1421 srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt Q?r&%??lcu;esgrcﬁim e/ stchi | ddocunent s/ 1362 B ock 3
174.129. 237. 157 |Uhited Sates 147.237.0.34 [tikshuv.idf.il [Miltiple Unauthorized URL Access from 174.129. 237. 157 B ock 3
109. 253. 139. 248l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249. 66. 186 [l srael 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
199.30.25.122 |lnited Sates 147.237.77.216|dover.i df . il O stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
157.55. 39. 54 Lhited Sates 147.237.77.216|dover.i df . il D stributed Lhaut horized UR. Access on waw idf.il/error. htm Bl ock 2
80.246.137.91 [Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
73.22.155. 10 Lhited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/newsitelenglish/ B ock 2
79.182.212.210 [lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ B ock 1
192. 243.55. 135 |Uhited Sates 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df. i/ newsite/english/0121- B ock 1
131.253.25.196 |lLhited Sates 147.237.77.216|dover.i df . il O stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1

5. 39. 222. 159 Net her | ands 147.237.77.216|dover . i df . i Distributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
85.65. 154. 137 [ srael 147.237.72. 166 |aka. i df . i | \Au;;z”atkr:rl ! dffeidl /'\':;jr:/’gi m;ﬂzr o aspx Bl ock 1
37.187.114. 171 |France 147.237.77.74 |lawidf.il Unaut hori zed URL Access to /irj/portal Bl ock 1
174.129. 237. 157|Wni ted Sates 147.237.0.34 |tikshuv.idf.il m”: Ir'li’;jfdl éﬁ ff:ﬁjj ésfomm.frmfmpri ntnessage asp | POk 1
80.178.102. 199 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
46.120.20.241 |Israel 147.237.77.216|dover . i df . i Lhaut hori zed LRL Access to ww i df . il/banahane B ock 1
5.189. 18. 170 Russi an Federati on 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df . il/navy/ B ock 1
87.71.2.72 I srael 147.237.77.74 |lawidf.il mult gfur:(jff’i Iﬁogglejc;oe/ doc. nmur/ doc._mur . asp B ock 1
66. 249. 66. 186 |l srael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to waw i df.il/watch B ock 1
41.107.2.205 |Ageria 147.237.77. 216 |dover . i df . i | m”f Z?r'l sz(i 4;‘?_‘ ﬁcgngshet/%wer_ asp B ock 1
185.17. 232. 83 g‘ijcis;ii:;a” Territory. 1147.237.77. 176 |mat pash. i df . i1 |Uhaut hori zed URL Access to www cogat . i df . i1/894-ar Bl ock 1
207.46.13.161 |thited Sates 147.237.77. 176 [mat pash. i df .i| |Unauthorized UR. Access to 147.237.77.176/ Bl ock 1
54. 153. 33. 145 Lhited Sates 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
157.55.39.65  |Lhited Sates 147.237.77. 216 |dover . i df . i | m”f :fcfriilzlfs aju;Li f‘k:gﬁs\j etvz. t0p. 25D Bl ock 1
89. 247. 67. 37 Ger many 147.237.77. 216 |dover.i df.il Unaut hori zed URL Access to wwwi i df.il/894-en/idf gdover.aspx |B ock 1
68.194.87.109 [Lhited Sates 147.237.77. 216 |dover. i df . i | Forane &t IT/yf§3:3'1_ Z'n‘;’“dioc\’/';rclt;f;f@m ent P acetbl der 1SUXEI | Tn gy 1
46.19. 85. 161 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
110. 138. 44.30 |l ndonesi a 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 1
2.53.143. 30 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
217.132.151. 77 |[israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
64.79.85.205  |Lhited Sates 147.237.76.42 |refuah.idf.il :2?3:;‘1’!] .Zieddf .Lﬁ;sﬁ;csjlsuste?comml of header upper Bl ock 1
157.55.39. 138 |Uited Sates 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aman.idf.il/... B ock 1
95.213.6.27  |Rssian Federation  [147.237.76.31 [nakchal .idf.il [ 1S fove R0l Bredtoy nages/ shar ec i | i scl ose. png [P O 1
185.32.179. 165 |l srael 147.237.77.216|dover . i df . i SSL Wntraceabl e Connection - Qpen Mde None 1
110. 138. 44. 30 |l ndonesi a 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/wp-1ogin. php B ock 1

5. 39. 222. 159 Net her | ands 147.237.76.200|ei tan. aka. i df . i | [Unaut hori zed URL Access to 147.237.76. 200/ Bl ock 1
84.228. 226. 253 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249.64.131 I srael 147.237.72. 166 |aka. i df . i | ﬂ‘;‘”tzg‘;r ié_ei(sgf‘naﬁf‘;is?ut;gener o aspx Bl ock 1
37.187.114.171 |France 147.237.0.19 |nadimatal . i df. i |Wauthori zed URL Access to /irj/portal B ock 1
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