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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target
Address Country Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock Ip Vb In drop 4071
37.38. 138. 254 Kuvai t 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not 387
46. 19, 85. 32 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot 5
46. 117. 69. 206 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not 3
81. 218. 65. 210 I srael 147.237. 72. 166 aka. i df.il B ock Wp Al Nets dr op 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock_Ulp Al _Nets drop 3
212.117.136. 8 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not — f, 2
46. 19. 85. 189 I srael 147. 237.77. 216 dover.idf.il ;C/]; handshake violation, first packet mot . 2
217.132.142. 9 I srael 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not — f, 2
82. 145. 222. 91 Eur ope 147.237.77. 216 dover.idf.il Block Ip Vb In drop 1
46. 117. 34. 20 I srael 147. 237.77. 216 dover.idf.il :;]; handshake viol ation, first packet mot . ) 1
192. 165. 214. 165 Asi a/ Paci fi c Regi on 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
93. 201. 67. 72 Ger many 147.237.0.17 Im ny-kosher-kravi. idf.i 1o 0 Np AL Net drop 1
79. 179. 96. 72 I srael 147.237.77.216  |dover.idf.il 1;]; handshake violation, first packet not 1
93. 201. 67. 72 Cer many 147.237.0. 35 akaws. i df.i | Block Np All Net dr op 1
91. 46. 125. 51 Ger many 147.237.77.216  |dover.idf.il ;C/]; handshake viol ation, first packet not |, ., 1
192.165. 214. 171 Asi al Paci fic Regi on 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
93. 201. 67. 72 Ger many 147.237.0.19 nadi matal .idf.il Block Np Al _Net drop 1
212.143. 142. 56 I srael 147.237.77. 216 dover. i df il ;?; handshake violation, first packet mot . 1
93. 201. 67. 72 Cer many 147.237.0. 15 kosher-kravi .idf.il Block Np All _Net drop 1
192. 165. 214. 172 Asi al Paci fic Regi on 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
93. 201. 67. 72 Ger many 147.237. 0. 33 idf.il Block Np Al _Net drop 1
192. 165. 214. 164 Asi al Paci fi ¢ Regi on 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1
93. 201. 67. 72 Cer many 147.237.0. 16 ny- kosher-kravi .i df .il Block Np All _Net drop 1
63. 141. 247. 218 Lhited Sates 147.237. 72. 156 amen. i df i B ock Wp Al Nets dr op 1
192. 165. 214. 172 Asi al Paci fic Regi on 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
93. 201. 67. 72 Cer many 147.237.0. 34 tikshuv.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
77.248.252.113  [Netherl ands 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 3
77.248.252.113 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 3
5.9.63. 149 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
61.135. 189. 122 Chi na 147.237.76. 31 nakchal .idf.il [Cl1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
88.204.187.90 |147.237.76.30 |Kazakstan hi nush. i df .i | ET SCAN NVAP -sS w ndow 3072 1
87.69. 165. 149  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.77. 121 |lhited Sates |e navy.idf.il ET DRCP DBshiel d B ock Listed Source 1
84.109. 117. 157 |[147.237.77. 216 |l srael dover.idf.il portscan: TP Dstributed Portscan 1
79.181.97. 6 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
156. 210. 48. 228 |147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
62.219. 180. 180 |[147.237.77.216 |l srael dover.idf.il portscan: TP Dstributed Portscan 1
109. 235. 254. 181|147. 237. 76. 201 [Tur key eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19.86.1 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 103. 243 |147.237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
40.84.148.3 147.237.8.27 |Uited Sates |e.nadimata.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
88.204.187.90 |147.237.77. 179 |Kazakst an e.nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
88.204.187.90 |147.237.77. 179 |Kazakst an e.nazi.idf.il ET SCAN NVAP -f -sS 1
87.70. 82. 161 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132.109. 235|147. 237. 77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
85.64. 255. 175  [147.237. 72. 166 |l srael aka.idf.il portscan: TP Dstributed Portscan 1
195. 216. 176. 244(147. 237.8.14 |Latvia e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
82.166.184. 187 |147.237.0.35 |[Israel akaws. i df .il ET SCAN NVAP -sS w ndow 1024 1
192, 243.55. 133 |147.237.77.216|lhited Sates |dover.idf.il portscan: TP D stributed Portscan 1
79.180. 61. 5 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
113. 70. 42. 64 147.237.0.15 |China kosher-kravi.idf.iIEr SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
62,219, 163. 210|147 237 76. 44 |15t ael o refuah idf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 67. 164. 211 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
40. 84.148.3 147.237.8.27 |lnited Sates |e nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
105, 155. 162. 88 |147. 237, 0.35  |orocco akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.29. 93. 252 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
88.204.187.90 |147.237.77. 179 |Kazakst an e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
109. 66. 29. 177  |Israel 147, 237. 76. 200 |ei tan. aka. i cf .| > | €2 ng Engi ne: TP Invalid nval i d segnent retransmssi on. drop 162
Ret r ansm ssi on Packet dropped.
109. 65.24.162  |Israel 147.237.77.233|atdl .idi.il  [Bad TCP sequence jg;e”ansm with different wndowl oivor  [a7
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
46. 19. 85. 32 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 27
192.243.55.129 |lWhited States [147.237.77. 216 [dover.idf.il |Bad TCP sequence mﬁsg La”s”“ wthdifferent | onitor |26
192.243.55.129 |Wited Sates |147.237.77.74 |lawidf.il  [Bad TCP sequence SACK reransmt wehdifferent Jopnitor |26
192.243.55. 138 [lnited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 24
192.243.55.134 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgf‘sm wehdifferent  Jopnitor |24
192.243.55.130 |Lhited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 23
192.243.55.138 |lhited States |147.237.77. 216 [dover.idf.il |Bad TCP sequence mﬁsg reansm wthdifferent onitor |23
192.243.55.133 [Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 22
192.243.55.130 |Uhited States |147.237.77.216 [dover.idf.il |Bad TCP sequence mﬁsg La”s”“ wthdifferent | onitor |22
192.243.55. 129 |Uhited Sates [147.237.77.216[dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 20
192.243.55.134 |Uhited States [147.237.77.216 [dover.idf.il |Bad TCP sequence mﬁsg ;ansm wthdfferent  Joitor |18
192.243.55.129 |Uhited Sates [147.237.77.216[dover.idf.il [Bad TCP sequence Invalid ACK nunber monitor |18
192.243.55.138 |[lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 18
192.243.55. 138 |Uhited Sates [147.237.77.216[dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 17
192.243.55. 130 |Uited Sates [147.237.77.216dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 17
192.243.55.133 |Wited Sates [147.237.77.74 |lawidf.il  [Bad TCP sequence mﬁ;c:reansm wehdifferent Joonitor |16
192.243.55.138 |lhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence m'g?v(;:;ansmt wthdfferent  oonitor |16
192.243.55.133 |Wited Sates [147.237.77.216|dover.icf.il [Bad TCP sequence Swacere reansm wehdifferent Joonitor |16
192.243.55.130 |lhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence m'g?v(;:;ansmt wthdfferent  oonitor |16
192.243.55. 133 [hited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 16
192.243.55.133 |lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 15
192.243.55. 133 |Uited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 15
46. 19. 85. 32 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber alert 14
192.243.55. 133 |Uited Sates [147.237.77.216[dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
192.243.55. 138 |Uhited Sates [147.237.77.216[dover.idf.il [Bad TCP sequence Invalid ACK nunber aert 13
192.243.55.134 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 12
192.243.55. 129 |lLhited States |147.237.77.74 |(lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 12
192.243.55.133 [Uhited Sates [147.237.77.74 [lawidf.il  [Bad TCP sequence Invalid ACK nunber aert 12
192.243.55.129 [hited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 12
192.243.55. 134 |Uhited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
109. 253. 204. 177|I srael 147.237.72. 166 |aka. i df .i | Stream ng Engi ne: TP Invalid Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
176.13.18.55  |israel 147.237.72. 166 |akaicr. i1 | AMNng Engine: TP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
192.243.55.130 |Uhited Sates [147.237.77.216[dover.idf.il [Bad TCP sequence Invalid ACK nunber aert 11
192.243.55. 129 |lhited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
192.243.55. 134 |Uhited Sates [147.237.77.216[dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 11
192.243.55.134 (lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 11
192.243.55. 130 |[thited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 11
192.243.55.138 |lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 10
192.243.55.138 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 10
192.243.55. 138 |Uited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
192.243.55.130 |Uited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
192.243.55. 133 [hited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 9
192.243.55.129 |lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 9
192.243.55. 134 [Uited Sates [147.237.77.74 [lawidf.il  [Bad TCP sequence Invalid ACK nunber aert 8
192.243.55.129 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 8
46. 19. 85. 32 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 8
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site S gnature Action ‘Count
79.178.17.232 |israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 217
46.19.86.186 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 64
46.19.85.251 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 41
5.189.190. 212 |Ger many 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 10
37.26.149. 213 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 10
’ . . Unaut hori zed URL Access to
174.47.33.226 United Sates [147.237.77.216dover. i df . i wwy i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock 3
80. 246. 133. 186 |l srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock 3
149. 50. 34. 198 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 149. 50. 34. 198 B ock 3
2.55.163.254 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
80. 246. 137. 208 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
199.30.24.97 |Whited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
2.55.31. 62 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ aut hent i cat i onservi ce. asnx/j s Bl ock !
213.8.204.16 |Israel 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw i df .il/https:/wanidf.il/ B ock 1
46. 19. 85. 25 | srael 147.237.76.42 |refuah.idf.il Aonornal |y Long Request request version Bl ock 1
2.53.21.104 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1135- he/ at al . aspx B ock 1
. - Unaut hori zed URL Access to
66.249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ g yus/ newsser vi ce. asm/j s B ock 1
192.243.55. 133 [Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/nazi B ock 1
149.50. 34,198 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in R /main kapatz//resf012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
79.177. 188. 156 |l srael 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 163 [l srael 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 12715- he/ dover . aspx Bl ock 1
213.8.204.32 |israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/mai n/ gi yus/ B ock 1
. . I'llegal HTTP Version __atuvc=1%Cl3%20Q0% Cl4%2C1% C15;
46. 19. 85. 25 I srael 147.237.76.42 |refuah.idf.il " at uvs=570d1959cdaf 509000 B ock 1
176. 86. 101. 251 [Spai n 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/english/ news/ B ock 1
2.53.33.237 | srael 147.237.77.243|mobi l e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
68.180. 230. 45 [lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9067- he/ r ef uah. aspx  |B ock 1
37.26.147. 177 |[lIsrael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to v i df . il/navka B ock 1
79.177. 188. 156 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw mag. i df.il/xmrpc. php B ock 1
66.249. 66. 168 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . Unknown Paranet er ctl 00%ct | 00$bt nSear ch in
213.254.241. 4 |Rrance 147.237.72. 166 |aka. i df . i | voww aka. i f i |/ nai 1V sachar/ def aul t . aspx None 1
185.82.68.44 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
46.19. 85. 25 I srael 147.237.76.42 |refuah.idf.il Mal formed URL asp. net _sessi oni d=gnccxe55kxpj vus55heai ¢55; B ock 1
81 218. 160. 168 |1 srael 147. 237, 72. 166 |aka. i df . i | Lhknovm_ Par_amat er ct100$ct | 00$cphh/a| n$cphSachar $cb14105505 in None 1
wan aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
Czech - . Unaut hori zed URL Access to
77.75.76. 165 Republ i ¢ 147.237.77. 176 |nat pash. idf.il WA cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
199. 30.25. 179 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock
54.153.33.233 |Whited Sates [147.237.77.234|hal ag. idf.il Uhaut hori zed URL Access to 147.237.77.234/ B ock
157.55.39.54 |thited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . O stributed Unaut hori zed URL Access on
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ mai n/ gi yus/ aut henti cati onservi ce. asnx/j s Bl ock !
. . D stributed Unaut hori zed Method for Known URL on
185. 120. 126. 59 [l srael 147.237.72. 166 [aka. i df . i | voww aka, i i |/ nai 1V i yus/ B ock 1
46.19.85.25  [Israel 147.237.76.42 |refuah.idf.il |known HITP Request Method 1459093622.; in URL Bl ock 1
asp. net _sessi oni d=gnccxe55kxpj vus55heai €55
109. 65. 24. 162 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
77.237.138. 202 g;;lhic 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to / B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
213.8.44.133 | srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / mai v sachar/ i | box. aspx None 1
66.102. 9. 91 Uited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english B ock 1
40.77.167.40 |lnited Sates |147.237.72.166(aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/... B ock 1
157.55.39. 217 |Uhited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
. . Distributed Lhaut hori zed URL Access on
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